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Abstract. We propose a mathematical problem, and show how to solve
it elegantly. This problem is related with elliptic curve cryptosystems
(ECC). The solving methods can be applied to a new paradigm of key
generations of the ECC.

1 Problem

Celebrating Asiacrypt’99 held in November (11th month) of 1999, we propose a
mathematical problem after these numbers.

Let c, x, y be integers such that 0 ≤ x < c and 0 ≤ y < c.
Define N(c) be the number of points (x, y) satisfying

y2 ≡ x3 + 11x (mod c) (1)
Obtain all values of c such that N(c) = 1999.

2 Solving the Problem

2.1 Observing the Behaviour of N(c)

This problem itself is easy to understand for junior highschool students, however,
solving it may be a little difficult for them. It would be moderate for modern
cryptographers.

First, observe the behaivior of N(c) concerning equation (1) from small nu-
merical examples. When c = 7, the integer points (x, y) of equation (1) are
(0, 0), (2, 3), (2, 4), (3, 2), (3, 5), (6, 3), (6, 4). Thus, we have N(7) = 7. Similarly,
we compute the values of N(c) for integers c such that 1 ≤ c ≤ 18, and primes
below 100. The result is shown in Table 1.

Table 1. Examples of N(c)

c 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18
N(c) 1 2 3 6 3 6 7 12 9 6 11 18 17 14 9 24 9 18

c 19 23 29 31 37 41 43 47 53 59 61 67 71 73 79 83 89 97
N(c) 19 23 25 31 39 33 43 47 39 59 49 67 71 57 79 83 79 115

We can find the properties of N(c) if we observe Table 1 carefully.
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2.2 Obtaining one Solution

Hereafter, considering equation (1) as general as possible, we can obtain the
following theorems for the properties of N(c).
Theorem A: Define Nu(c) be the number of points for a general congruence:

f(x, y) ≡ 0 (mod c) (1)

If c is composite (i.e. not prime), then Nu(c) is composite. In particular, when
c1 and c2 are coprime, we have

Nu(c1c2) = Nu(c1)Nu(c2). (2)

Of course, Theorem A holds for N(c) concerning equation (1). If c is a prime
power, we have Theorem B.
Theorem B : Define Ns(c) be the number of points for congruence:

y2 ≡ x3 + ax (mod c) (3)

Let p be a prime and c = pn (n ≥ 2).
(i) If p (�= 2) is coprime to a, then Ns(pn) = pn−1 · Ns(p),
(ii) If p (�= 2) divides a, then Ns(pn) = (2p − 1) · Ns(p)n−1.
(iii) Ns(2) = 2. When a = 11, Ns(2n) = 3 · 2n−1.

Putting a = 11 in equation (4), Theorem B holds for N(c) concerning equation
(1).

Theorem C: Define Ns(c) in the same way as Theorem B. If p is a prime such
that p ≡ 3 (mod 4) and a is coprime to p, then Ns(p) = p.

Theorem C holds for N(c) concerning equation (1).
In the problem, we just said on purpose “c is an integer.” I did not say “c

is restricted to a prime.” Theorem A can be rewritten as “If N(c) is a prime,
then c is a prime.” Note that 1999 is a prime. We can observe that c is a prime
because N(c) = 1999. Moreover, noticing 1999 ≡ 3 (mod 4), we can find from
Theorem C that N(1999) = 1999. That is, a prime c satisfying N(c) = 1999 and
c ≡ 3 (mod 4) is only 1999.

2.3 Obtaining other Solutions

In the problem, we said “Obtain all values of c.” Therefore, the remaining can-
didates of c must be primes with c ≡ 1 (mod 4). What is the range for searching
the remaining prime candidates? We show here a strong theorem, which is called
Hasse’s Theorem and popular in elliptic curve theory.

Hasse’s Theorem: Let p be a prime and coprime to 4a3 + 27b2. Consider an
elliptic curve over prime field GF (p):

y2 ≡ x3 + ax + b (mod p). (4)
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Excluding a point at infinity, the number of points on this curve, denoted by
Nw(p), is given by in the following range:

p − 2
√

p ≤ Nw(p) ≤ p + 2
√

p. (5)

If 4a3+27b2 is coprime to p, the curve of equation (5) becomes an elliptic curve,
which is a cubic curve without singular points. Equation (5) is called Weierstraß
form. Putting a = 11, b = 0, equation (5) becomes equation (1). The number of
points on elliptic curves is usually called an order, including one point at infinity.
Thus, the order is expressed as Nw(p) + 1. In the problem, to avoid difficulty of
understanding of a point at infinity, we define N(c) (,Nu(c), Ns(c), and Nw(c))
excluding a point at infinity. Even for researchers familiar with elliptic curves
and their orders, the proposed problem must be a new application paradigm, in
which a modulus is determined from given an order of elliptic curve.

Naive Method: Method 1 First, to restrict the range of the solutions c of
the problem, we need to get a lemma of Hasse’s theorem. Given Nw(p)(= N(p)),
a prime modulus p of elliptic curve is restricted between a certain range. This
range is obtained from equation (5). By rewriting equation (5), we have

p2 − 2(Nw(p) + 2)p + Nw(p)2 ≤ 0.

By solving p for this quadratic form, we have an inequality:

Nw(p) + 2− 2
√

Nw(p) + 1 ≤ p ≤ Nw(p) + 2 + 2
√

Nw(p) + 1 (6)

Putting N(p) = Nw(p) = 1999, we can get an explicit range as 1911.6 ≤ p ≤
2090.4. Thus, the values of modulus c should be searched from 1912 to 2090.
In this range, there are twelve primes (≡ 1 (mod 4)) as 1913, 1933,1949, 1973,
1993, 1997, 2017, 2029, 2053, 2069, 2081 and 2089. The most naive method is to
compute N(p) for all of these twelve values of p, and check whether N(p) = 1999.
We can find that only p = 2017 satisfies N(p) = 1999.

Elegant Method: Method 2 Elegant methods can be constructed by decreas-
ing the number of candidates of modulus by a simple analysis. Note that for a
prime with p ≡ 1 (mod 4), there are integers U , V (U is odd and V is even)such
that

p = U2 + V 2. (7)

The values of (U, V ) is uniquely determined and easily obtained. In elliptic curve
theory, the following theorem D is known,

Theorem D : Let p be a prime satisfying p ≡ 1 (mod 4) and p = U2 + V 2. If
a (�= 0) is coprime to p, the number of points of equation (4), denoted by Ns(p),
is one of the following four candidates:

Ns(p) = p ± 2U, p ± 2V (8)
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Let U ′ = |p − 1999|/2 and W = p − U ′2. Observing theorem D, W must be
a square to satisfy N(p) = 1999 for a prime with p ≡ 1 (mod 4). For each p
of twelve candidates, the computed values of U ′ and W are shown in Table 2.
Observing Table 2, only four primes such that p = 1913, 2017, 2081 and 2089
imply that W are squares. For these reduced four candidates p, the computed
values of N(p) are also shown in Table 2. We can find that only p = 2017 satisfies
N(p) = 1999.

Table 2. Reduction of primes p and reduced N(p)

p 1913 1933 1949 1973 1993 1997 2017 2029 2053 2069 2081 2089
U ′ 43 33 25 13 3 1 9 15 27 35 41 45
W 64 844 1324 1804 1984 1996 1936 1804 1324 844 400 64

N(p) 1929 − − − − − 1999 − − − 2121 2105

More Elegant Method: Method 3 We would show more elegant and efficient
method. If we apply equation (8) and theorem D extendedly, we do not need to
know and use Hasse’s Theorem and its lemma directly. Note that for prime p
with p ≡ 1 (mod 4), Ns(p) + 1 is represented as one of four values:

Ns(p) + 1 = (U ± 1)2 + V 2, U2 + (V ± 1)2

Thus, if given Ns(p) + 1 is represented as a sum of two squares as Ns(p) + 1 =
α2 + β2 (α ≤ β) then (U, V ) is one of (α ± 1, β) and (α, β ± 1). We compute
candidates of p from these candidates of (U, V ). Then we do primality test for p
and check whether N(p) = 1999. The passed p become solutions.
We show the above method concretely. Since Ns(p) + 1 = 1999 + 1 = 2000, we
search (α, β) such that 2000 = α2 + β2, noticing α ≤ √

2000/2. We obtain two
pairs (α, β) = (8, 44), (20, 40). ¿From each pair, eight candidates of pi (1 ≤ i ≤ 8)
can be computed as

p1 = (8 + 1)2 + 442 = 2017, p2 = (8− 1)2 + 442 = 1985,
p3 = 82 + (44 + 1)2 = 2089, p4 = 82 + (44− 1)2 = 1913,
p5 = (20 + 1)2 + 402 = 2041, p6 = (20− 1)2 + 402 = 1981,
p7 = 202 + (40 + 1)2 = 2081, p8 = 202 + (40− 1)2 = 1921.

Among these values, only p1, p3, p4 and p7 are primes. These primes are congru-
ent 1 modulo 4, however, only p1 = 2017 satisfies N(pi) = 1999. This method is
more efficient than the method 2 because of less primality tests. It is interest-
ing that four candidates derived by method 3 are the same as four candidates
derived by method 2.

Much more Elegant Method: Method 4 Moreover, much more elegant
method can be constructed by observing the reduced candidates from another
viewpoint. When p ≡ 1 (mod 4), order S = N(p) + 1 is expressed by

S = 4t + 3 + L(11, p),
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where t is the number of the cases that x3 + 11x become quadratic residues
modulo p when 1 ≤ x ≤ (p − 1)/2. Generally, the Legendre symbol L(d, p)
means as follows. L = 1 if d (�= 0) is a quadratic residue modulo prime p;
L = −1 if d (�= 0) is a quadratic non-residue modulo prime p; L = 0 if d =
0. To satisfy S = 2000, we need that S ≡ 0 (mod 4), and 11 is a quadratic
residue modulo p. Among four primes 1913, 2017, 2081, and 2089, only p = 2017
satisfies L(11, p) = 1. Thus, we compute N(p) for only p = 2017, and we verify
N(2017) = 1999.

Note that method 2 and method 3 require four computations of N(p), how-
ever, method 4 requires four computations of Legendre symbols and one com-
putation of N(p). Thus, method 4 is more efficient than methods 2 and 3.

3 Counting Points of the Curves

3.1 General Methods

There are several ways to compute N(c) from c. The most naive method is to
count the points (x, y) satisfying equation (1) by varying both x and y from 0
to c − 1. The computational complexity is O(c2(log c)2). If c is a prime, we can
compute N(c) using Legendre symbol L as

N(c) =
c−1∑
x=0

{1 + L(x3 + 11x, c)}.

We call this method the Legendre method. Since the Legendre symbol itself
can be computed in O((log c)3), computation of N(c) by the Legendre method
requires O(c(log c)3). It is more efficient than the naive method.

When c is about 4 digits, N(c) can be computed in less than one second on
a typical personal computer if the Legendre symbol method is used. When c is
about 200 digits, the computation of N(c) is intractable even if the Legendre
symbol method is used. For large p, counting the points (i.e. order or Nw(p)) on
an elliptic curve over prime field GF (p) had been a difficult problem historically.
However, Schoof discovered an efficient method in 1985. The implementation is
rather complicated, but it runs in polynomial time i.e. in O((logp)8). Recently,
an improved Schoof method, which is also called Schoof-Elkies-Atkin (SEA)
method, is used and it runs in O((logp)6). This newest counting method is used
in the design of elliptic curve method (ECC). Note that ECC is a public-key
cryptosystem, which is the most promising scheme in the next generation of the
RSA scheme.

3.2 Special Counting Method for the Problem

Return to the problem. Since equation (1) has a restricted parameters a, b and
p, we can compute N(p) analytically and efficiently using Theorem E.
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Theorem E : Ns(p) is uniquely determined by

Ns(p) = p −
(−a

π

)
4

π −
(−a

π

)
4

π, (9)

where p = ππ, and π is Gaussian integer Z[i] (i =
√−1), and π ≡ 1 (mod

2 + 2i).
Note that

(−a
π

)
4
= {1,−1, i,−i}, and computed as (−a

π

)
4
= (−a)(p−1)/4 mod π.

Using Theorem E, we can easily compute N(p) for each p. For example, when
p = 2017, we have p = 92 + 442, and N(2017) = 2017 − 2 × 9 = 1999. The
computational time on a typical computer using Theorem E is also less than one
second.

4 Solution

The above discussion result in a solution of the problem. There are only c=1999
and 2017 satisfying equation (1).

Note that if one try to search them on a computer without any knowledge or
any analysis, it need infinite time. The theorems and discussions in this paper
convince us that there are only two values of c satisfying equation (1).

5 Viewpoint of ECC Design

In cryptographic design, there are two typical methods for constructing secure el-
liptic curves for the ECC: the SEA method (the point-counting method based on
the improved Schoof algorithm) and the CM(Complex Multiplication) method.
The SEA Method: The point-counting method computes an order of random
curve modulo p until the order satisfies the security. Given parameters (a, b) and
prime modulus p of elliptic curve, the improved versions of Schoof algorithm
can compute order #E(a, b, p) (= S) in O((log p)6). Considering the time of
the primality check of p and the security check of S, including their success
probability, the computational time for obtaining a suitable triple (S, (a, b), p)
based on the improved Schoof algorithm is O((log p)7).
The CM method: The CM method chooses a secure order first from modulus
p, then builds a curve with that order. Given the prime modulus p of an elliptic
curve, the Atkin-Morain algorithm and its variants compute the j-invariant of
the curve, and obtains order S and parameters (a, b) satisfying S = #E(a, b, p).
They run in O((log p)5). Considering the time of the primality check of p and
the security check of S, including their success probability, the computational
time for obtaining a suitable triple (S, (a, b), p) based on the CM method is
O((log p)6).
That is, the CM method based on the Atkin-Morain algorithm is more efficient
than the point-counting method based on the (improved) Schoof algorithm.

Now, we consider a new approach based on problem G and its solution,
which follows. This approach, which we call the modulus-searching method, is
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in another direction among (S, (a, b), p), and is different from SEA method and
CM method.

Problem G: Given order S and parameters (a, b) of an elliptic curve, con-
struct an efficient algorithm for determining a prime modulus p satisfying S =
#E(a, b, p), if such p exists.

When the values of a, b and S are arbitrary, we can construct a general
algorithm for problem G. We can find a prime p satisfying S = #E(a, b, p) if p
exists. The time complexity of this algorithm is O(

√
S(log S)2). This general but

simple algorithm is not efficient for large S because there are many candidates
for the prime modulus.

Therefore, we focus on the constructions of restricted elliptic curves E(a, b, p)
with {a �= 0, b = 0}, whose j-invariant is 1728, and {a = 0, b �= 0}, whose j-
invariant is 0. Note that the Atkin-Morain algorithm excludes these “simple”
curves. There are a few studies on the ECC using such curves. If {a �= 0, b = 0
and p ≡ 1 (mod 4)} or {a = 0, b �= 0 and p ≡ 1 (mod 3)}, then orders of such
curves can be easily computed in O((log p)3) by the point-counting method
based on complex multiplications over the imaginary quadratic field Q(

√−1)
or Q(

√−3) . This “special point-counting algorithm” is faster than the general
(improved) Schoof algorithm. This “special point-counting method” constructs
a suitable triple (S, (a, b), p) in O((log p)5). ¿From the viewpoint of problem 1,
however, there have been no concrete proposals or deep discussions of efficient
algorithms.

In [1] we proposed efficient algorithms for determining prime modulus p from
given order S and parameters (a, b) of elliptic curve E(a, b, p) : y2 ≡ x3 + ax +
b (mod p), where {a �= 0, b = 0} or {a = 0, b �= 0}. First we choose secure order
S from its size. Next we search prime modulus p satisfying S = #E(a, b, p). We
can obtain a suitable triple (S, (a, b), p) in polynomial time O((log S)5). The
proposed approach is faster than the previous approaches based on the Schoof
algorithm and the Atkin-Morain algorithm.
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On the Lai-Massey Scheme
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Abstract. Constructing a block cipher requires to define a random per-
mutation, which is usually performed by the Feistel scheme and its vari-
ants. In this paper we investigate the Lai-Massey scheme which was used
in IDEA. We show that we cannot use it “as is” in order to obtain results
like Luby-Rackoff Theorem. This can however be done by introducing a
simple function which has an orthomorphism property. We also show
that this design offers nice decorrelation properties, and we propose a
block cipher family called Walnut.

Designing a block cipher requires to build a random permutation from a ran-
dom key. In most of block cipher constructions, we distinguish two approaches.
First we use a fixed network with parallel permutations which are modified at
their inputs or outputs by subkey values. This was used for instance in Safer [11]
and Square [3]. Second we use the Feistel scheme [4] (or one of its variants)
which starts from a random function (see Fig. 1). This was used for instance in
DES [1] and Blowfish [14]. The literature gives an extra construction which is
not in these categories and which was used in the IDEA cipher [9,8]. It uses a
simple scheme which we illustrated on Fig. 2 and which we call the “Lai-Massey
scheme” throughout the paper. As for the Feistel scheme, this structure relies
on a group structure.

� �

�

� �

❄
+ F✛ ✛



✥✥✥✥✥✥✥✥✥✥
❄ ❄
z t

x y

Fig. 1. The Feistel Scheme.

� Part of this work was done while the author was visiting the NTT Laboratories.
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Fig. 2. The Lai-Massey Scheme.

For the Feistel scheme, Luby and Rackoff [10] proved that if the round func-
tions are random, then a 3-round Feistel cipher will look random to any chosen
plaintext attack when the number of chosen plaintexts d is negligible towards
2

m
4 (where m is the block length). In this paper, we show a similar result for the

Lai-Massey scheme if we add a simple function σ which has the orthomorphism
property: it must be such that σ and x �→ σ(x)− x are both permutations.

The Luby-Rackoff result however holds when the round functions are random.
This has been extended by the decorrelation theory [18,19,20,21,22] when the
round function have some decorrelation property. This was used to define the
Peanut construction family in which the DFC cipher [2,5,6] is an example. We
show that we can have similar results with the Lai-Massey scheme and propose
a similar construction.

1 Notations

1.1 Feistel and Lai-Massey Schemes

Let (G,+) be a group. Given r functions F1, . . . , Fr on G we can define an r-
round Feistel scheme which is a permutation on G2 denoted Ψ(F1, . . . , Fr). It is
define by iterating the scheme on Fig. 1. If r > 1, we let

Ψ(F1, . . . , Fr)(x, y) = Ψ(F2, . . . , Fr)(y, x+ F1(y))

and
Ψ(F1)(x, y) = (x+ F1(y), y).

(The last swap is omitted.)
Similarly, given a permutation σ on G, we define an r-round Lai-Massey

scheme as a permutation Λσ(F1, . . . , Fr) by

Λσ(F1, . . . , Fr)(x, y) = Λσ(F2, . . . , Fr)(σ(x + F (x− y)), y + F (x− y))
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and
Λσ(F1)(x, y) = (x+ F (x− y), y + F (x− y))

in which the last σ is omitted.
For more convenience, if x ∈ G2, we let xl and xr denote its two halves:

x = (xl, xr).

1.2 Advantage of Distinguishers and Best Advantage

A distinguisher A is a probabilistic Turing machine with unlimited computation
power. It has access to an oracle O and can send it a limited number of queries.
At the end, the distinguisher must output 0 or 1. We consider the advantage for
distinguishing a random function F from a random function G defined by

AdvA(F,G) =
∣∣Pr [AO=F = 1

]− |Pr [AO=G = 1
]∣∣ .

Given an integer d and a random function F from a given set M1 to a given
set M2, we define the d-wise distribution matrix [F ]d as a matrix in RMd

1×Md
2

by
[F ]d(x1,...,xd),(y1,...,yd) = Pr[F (x1) = y1, . . . , F (xd) = yd].

For a matrix A in RMd
1×Md

2 , we define

||A||a = max
x1

∑
y1

max
x2

∑
y2

. . .max
xd

∑
yd

|A(x1,...,xd),(y1,...,yd)|.

It has been shown that ||.||a is a matrix norm which can compute the best
advantage. Namely we have

max
A limited to d queries
chosen plaintext attack

AdvA(F,G) =
1
2
||[F ]d − [G]d||a. (1)

(See [24].)
Similarly, we recursively define the ||.||s norm by

||A||s = max

(
max

x1

∑
y1

πx1,y1(A),max
y1

∑
x1

πx1,y1(A)

)

(the norm of a matrix reduced to one entry being its absolute value) where
πx1,y1(A) denotes the matrix in RMd−1

1 ×Md−1
2 such that

(πx1,y1(A))(x2,...,xd),(y2,...,yd) = A(x1,...,xd),(y1,...,yd).

Then we have

max
A limited to d queries

chosen plaintext and ciphertext attack

AdvA(F,G) =
1
2
||[F ]d − [G]d||s. (2)

(See [24].)
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1.3 Decorrelation Biases

We also use the decorrelation bias of order d of a function in the sense of a given
norm ||.|| defined by

DecFd
||.||(F ) = ||[F ]d − [F ∗]d||

where F ∗ is a random function uniformly distributed, and the decorrelation bias
of order d of a permutation defined by

DecPd
||.||(C) = ||[C]d − [C∗]d||

where C∗ is a random permutation uniformly distributed. (See [18,20,23,24].)

2 On the Need for Orthomorphisms

Let us first consider the Λσ construction when σ is the identity function. Ob-
viously if (z, t) = Λσ(F1, . . . , Fr)(x, y) we have z − t = x − y. Thus, for any
random round functions, Λσ(F1, . . . , Fr) is fairly easily distinguishable with only
one known plaintext. This is why we have to introduce the σ permutation.

Let us consider a one-round Lai-Massey scheme with σ:

(z, t) = (σ(x + F (x− y)), y + F (x− y)).

We have

z − t = (σ(x + F (x− y))− (x+ F (x− y))) + (x − y)
= σ′(x+ F (x− y)) + x− y

where σ′(u) = σ(u) − u. Thus, if F is uniformly distributed and σ′ is a permu-
tation, then z− t is uniformly distributed. Ideally we thus require that σ and σ′

are permutations, which means that σ is an orthomorphism of the group.
Unfortunately, the existence of orthomorphisms is not guaranteed for ar-

bitrary groups. Actually, Hall-Paige Theorem [7] states that an Abelian finite
group has an orthomorphism if and only if its order is odd or Z2

2 is isomorphic to
one of its subgroups. In particular, Z2m has no orthomorphism. In odd-ordered
groups G, with multiplicative notations, the square σ(x) = x2 is an orthomor-
phism since σ′ is the identity permutation and σ is a permutation (its inverse
is the 1+#G

2 -power function). In Zm
2 with m > 1, Schnorr and Vaudenay [15,16]

exhibited
σ(x) = (x AND c) XOR ROTLi(x)

which is an orthomorphism when the AND of all ROTLij(c) values is zero and the
OR is 11. . .1.1 For instance, i = 1 and c = 00 . . .01 leads to an orthomorphism.
Stern and Vaudenay used a similar construction in CS-Cipher [17].

We thus relax the orthomorphism properties by adopting the following notion
of α-almost orthomorphism.
1 Throughout this paper OR, AND and XOR denote the usual bit-wise boolean op-

erators on bitstrings of equal length, and ROTLi denotes the left circular rotation
by i positions.
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Definition 1. In a given group G of order g, a permutation σ is called an α-
almost orthomorphism if the function σ′(x) = σ(x)− x is such that there are at
most α elements in G with no preimage by σ′.

This definition fits to Patarin’s notion of “spreading” [12,13]. We prefer here to
emphasis on the approximation of orthomorphism properties.

We notice that since (σ−1)′(x) = −σ′(σ−1(x)), then σ−1 is also an α-almost
orthomorphism when σ is an α-almost orthomorphism.

Here is an useful lemma.

Lemma 2. If σ is an α-almost orthomorphism over the group G, then

∀δ ∈ G\{0} Pr
(X,Y )∈U G2

[σ′(X)− σ′(Y ) = δ] ≤ max(α, 1)g−1 (3)

∀δ ∈ G\{0} Pr
X∈U G

[σ′(X) = σ′(X + δ)] ≤ αg−1 (4)

∀δ ∈ G Pr
X∈U G

[δ − σ′(X) �∈σ′(G)] ≤ 2αg−1. (5)

Proof. It is straightforward that for any set A, the number of preimages x such
that σ′(x) ∈ A is at most α+#A. Let ny denote the number of preimages of y.
We have

Pr
(X,Y )∈U G2

[σ′(X)− σ′(Y ) = δ] = g−2
∑

u

nunu+δ.

First, if α = 1, for δ �= 0, the number of (x, y) pairs such that σ′(x)−σ′(y) = δ
is at most g which is equal to αg.

Let us now consider α ≥ 2. If there exists one y such that ny = α+ 1, then
for all other ys we have ny ≤ 1. Hence

Pr
(X,Y )∈UG2

[σ′(X)− σ′(Y ) = δ] ≤ α+ 1
g2

− g−2 + g−2
∑

u

nu+δ

= αg−2 + g−1

≤ αg−1.

In the other cases, we have ny ≤ α hence

Pr
(X,Y )∈U G2

[σ′(X)− σ′(Y ) = δ] ≤ g−2α
∑

u

nu+δ = αg−1.

Therefore, in all cases this inequality holds.
We have

Pr
X∈UG

[σ′(X) = σ′(X + δ)] ≤
∑

y;ny≥2

nyg
−1 = 1− g−1#{y;ny = 1}.

The number of ys such that ny = 1 is greater than g − 2α, thus the probability
is less than 2αg−1.

The number of xs such that δ − σ′(x) �∈σ′(G) is at most α + g − #σ′(G)
which is at most 2α. ��
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As an example of almost orthomorphism in Z2m (which has no orthomor-
phism), we claim that the simple rotation ROTL is a 1-almost orthomorphism.
Actually, it is a permutation, and ROTL′(x) is equal to x + MSB(x) where
MSB(x) denotes the most significant bit of x. The 0 value is taken twice by this
function (by x = 0 and x = 11 . . .1), the value 100. . .0 is never taken, and all
the other values are taken once.

3 Extending the Luby-Rackoff Theorem

In order to extend Luby-Rackoff Theorem to the Lai-Massey scheme, we
need the following lemma, which corresponds to Patarin’s “coefficient H tech-
nique” [12,13].

Lemma 3. Let F ∗
1 , F

∗
2 , F

∗
3 be three independent random functions on a group G

with uniform distribution, and let d be a positive integer. Let σ be an α-almost
orthomorphism on G. For any family of G2 elements (x1, . . . , xd, y1, . . . , yd) such
that the xi values are pairwise different as well as the yl

i − yr
i values, we have

Pr[Λσ(F ∗
1 , F

∗
2 , F

∗
3 )(xi) = yi; i]

Pr[C∗(xi) = yi; i]
≥ 1− d(d− 1)

2
(g−1 + g−2)− f(α)

where g denotes the cardinality of G and C∗ is a random permutation of G2

uniformly distributed, provided that d < g2, and f(α) is a function such that
f(0) = 0 and

f(α) = d
d(α − 1) + 3α− 1

2g
for α > 0.

Proof. We let Ui, Vi,Wi denote the values after the first, second and final round
of Λσ(F ∗

1 , F
∗
2 , F

∗
3 )(xi) respectively. For any value t in G2, we let ∆t denote tl−tr.

The probabilistic event [Wi = yi] is equivalent to [∆Vi = ∆yi and W l
i = yl

i]. Now
we have

∆Vi = σ′(U l
i + F ∗

2 (∆Ui)) +∆Ui

W l
i = V l

i + F ∗
3 (∆Vi).

The [Wi = yi] event is thus equivalent to

ei = [F ∗
2 (∆Ui) ∈ σ′−1(∆yi −∆Ui)− V l

i and F ∗
3 (∆yi) = yl

i − U l
i ].

When the ∆Ui are pairwise different, as well as the ∆Vi, it is thus easy to
compute the probability that we have Wi = yi for all i because it relies on
independent F2(∆Ui) and F3(∆Vi) uniformly distributed random variables. In
addition we need all ∆yi −∆Ui to have preimages by σ′.

We have

Pr[Wi = yi; i = 1, . . . , d]
= Pr[ei; i = 1, . . . , d]
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≥ Pr[ei, ∆Ui �= ∆Uj , ∆yi −∆Ui ∈ σ′(G); i �= j]
= Pr[ei/∆Ui �= ∆Uj , ∆yi −∆Ui ∈ σ′(G); i �= j]×
Pr[∆Ui �= ∆Uj, ∆yi −∆Ui ∈ σ′(G); i �= j]

= g−2d(1− Pr[∃i < j ∆Ui = ∆Uj or ∃i ∆yi −∆Ui �∈σ′(G))])

which is greater than g−2d times

1− d(d− 1)
2

.max
i<j

Pr[∆Ui = ∆Uj ]− d.max
i

Pr[∆yi −∆Ui �∈σ′(G)].

We notice that
∆Ui = σ′(xl

i + F (∆xi)) +∆xi.

The probability of having collisions with σ′ with two different uniformly dis-
tributed inputs is less than max(α, 1)g−1 for ∆xi �= ∆xj from Equation (3). If
we have∆xi = ∆xj , then we will have∆Ui = ∆Uj with probability at most αg−1

from Equation (4) since xi �= xj and thus xl
i �= xl

j . In addition, Pr[∆yi −∆Ui �∈
σ′(G)] is less than 2αg−1 from Equation (5). Therefore Pr[Wi = yi; i = 1, . . . , d]
is greater than

g−2d

(
1− d(d− 1)

2
max(α, 1)g−1 − 2dαg−1

)
.

We have

Pr[C∗(xi) = yi; i = 1, . . . , d] =
1

g2(g2 − 1) . . . (g2 − d+ 1)
.

Since
g2(g2 − 1) . . . (g2 − d+ 1)

g2d
≥ 1− d(d− 1)

2g2

when g2 > d, we obtain the result. ��
We can now state our result.

Theorem 4. Let F ∗
1 , F

∗
2 , F

∗
3 be three independent random functions on a group

G with a uniform distribution. Let σ be an α-almost orthomorphism on G. For
any distinguisher limited to d chosen plaintexts (d < g2) between Λσ(F ∗

1 , F
∗
2 , F

∗
3 )

and a random permutation C∗ with a uniform distribution, we have

Adv(Λσ(F ∗
1 , F

∗
2 , F

∗
3 ), C

∗) ≤ d(d− 1)
(
g−1 + g−2

)
+ f(α)

where g is the cardinality of G and f(α) is defined as in Lemma 3.

Proof. We can assume without loss of generality that the distinguisher never
request the same query twice. Let ω denote the random tape of the distinguisher
A, and A be the set of all (ω, y) entries which leads to the output 1. We have

pO = Pr
[AO = 1

]
=

∑
(ω,y)∈A

Pr[ω] Pr[C(xi) = yi; i = 1, . . . , d]
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where x = (x1, . . . , xd) in which xi depends on ω and (y1, . . . , yi−1). We let
C = Λσ(F ∗

1 , F
∗
2 , F

∗
3 ). Thus we have

pC − pC∗
=

∑
(ω,y)∈A

Pr[ω](Pr[C(xi) = yi; i]− Pr[C∗(xi) = yi; i]).

We split the sum between the y entries for which the ∆yi are pairwise different,
and the others. From the previous lemma we have

pC − pC∗ ≥ −
∑

(ω,y)∈A
∆yi �=∆yj

Pr[ω]p∗ε− Pr[∃i < j ∆C∗(yi) = ∆C∗(yj)]

where ε = d(d−1)
2 (g−1 + g−2) + f(α) and p∗ is the probability that C∗(xi) = yi

for i = 1, . . . , d. The first sum is less than ε, and the last probability is less than
d(d−1)

2 g−1, thus

pC − pC∗ ≥ −ε− d(d− 1)
2

g−1.

We can then apply the same result to the symmetric distinguisher, and obtain
the result. ��

4 Inheritance of Decorrelation in the Lai-Massey Scheme

We can use the same proof as in [24] for proving that the decorrelation bias of
the round functions of a Lai-Massey scheme is inherited by the whole structure.
The following lemma is a straightforward application of a more general lemma
from [24].

Lemma 5. Let m be an integer, and F1, . . . , Fr be r independent random func-
tions on a group G. Let σ be a permutation on G. We have

||[Λσ(F1, . . . , Fr)]d − [Λσ(F ∗
1 , . . . , F

∗
r )]

d||a ≤
r∑

i=1

DecFd
||.||a(Fi)

where F ∗
1 , . . . , F

∗
r are uniformly distributed random functions.

Following [24], this lemma and Lemma 3 enables to prove the following corollary.

Corollary 6. If F1, . . . , Fr are r (with r ≥ 3) independent random functions
on a group G of order g such that DecFd

||.||a(Fi) ≤ ε and if σ is an α-almost
orthomorphism on G, we have

DecPd
||.||a(Λ

σ(F1, . . . , Fr)) ≤
(
3ε+ d(d − 1)

(
2g−1 + g−2

)
+ 2f(α)

)� r
3�

where f(α) is defined in Lemma 3.



16 Serge Vaudenay

5 On Super-Pseudorandomness

Super-pseudorandomness corresponds to cases where attacks can query chosen
ciphertexts as well. We extend Lemma 3 in order to get results on the super-
pseudorandomness.

Lemma 7. Let F ∗
1 , F

∗
2 , F

∗
3 , F

∗
4 be four independent random functions on a group

G with uniform distribution, and let d be an integer. Let σ be an α-almost or-
thomorphism on G. For any set of x1, . . . , xd, y1, . . . , yd values in G2 such that
the xi values are pairwise different, we have

Pr[Λσ(F ∗
1 , F

∗
2 , F

∗
3 , F

∗
4 )(xi) = yi; i]

Pr[C∗(xi) = yi; i]
≥ 1− d(d− 1)

(
g−1 + g−2

)− f ′(α)

where g denotes the cardinality of G and C∗ is a random permutation of G2

uniformly distributed, provided that d < g2, and f ′(α) is a function such that
f ′(0) = 0 and

f ′(α) = dg−1(d(α − 1) + α− 1) for α > 0.

Proof. Λσ(F ∗
1 , F

∗
2 , F

∗
3 , F

∗
4 )(xi) = yi) is equivalent to

Λσ(F ∗
1 , F

∗
2 , F

∗
3 )(xi) = Λσ−1

(F ∗
4 )(yi).

We can focus on the probability that all ∆Λσ−1
(F ∗

4 )(yi) are pairwise different.
Similarly as in the proof of Lemma 3, this holds but for a probability less than
d(d−1)

2 max(α, 1)g−1. We can then apply Lemma 3 to complete the proof. ��
This extends Theorem 4.

Theorem 8. Let F ∗
1 , F

∗
2 , F

∗
3 , F

∗
4 be four independent random functions on a

group G with a uniform distribution. Let σ be an α-almost orthomorphism on
G. For any distinguisher limited to d chosen plaintexts or ciphertexts (d < g2)
between Λσ(F ∗

1 , F
∗
2 , F

∗
3 , F

∗
4 ) and a random permutation C∗ with a uniform dis-

tribution, we have

Adv(Λσ(F ∗
1 , F

∗
2 , F

∗
3 , F

∗
4 ), C

∗) ≤ d(d− 1)
(
g−1 + g−2

)
+ f ′(α)

where g denotes the cardinality of G and f ′(α) is defined in Lemma 7.

The proof is the same as in Theorem 4, but with no consideration on the
∆yi �= ∆yj cases.

This shows that a 4-round random Lai-Massey scheme with an α-almost
orthomorphism is a super-pseudorandom permutation when it is used less than√
g/max(α, 1) times. This also extends to the following decorrelation bias upper

bound.

Corollary 9. If F1, . . . , Fr are r (with r ≥ 4) independent random functions
on a group G of order g such that DecFd

||.||a(Fi) ≤ ε and if σ is an α-almost
orthomorphism on G, we have

DecPd
||.||s(Λ

σ(F1, . . . , Fr)) ≤
(
4ε+ d(d− 1)

(
2g−1 + g−2

)
+ 2f ′(α)

)� r
4�

where f ′(α) is defined in Lemma 7.
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6 A New Family of Block Ciphers

In this section we construct a new family of block ciphers called Walnut (as
for “Wonderful Algorithm with Light N-Universal Transformation”) Walnut is a
Lai-Massey scheme which depends on four parameters (m, r, d, q) where m is the
message-block length (must be even), r is the number of rounds, d is the order
of decorrelation and q is an integral prime power at least 2

m
2 . It is characterized

by having round function Fi with the form

Fi(x) = πi(ri(Ki,1) + ri(Ki,2)ri(x) + . . .+ ri(Ki,d)ri(x)d−1)

where the Ki,j are independent uniformly distributed bitstrings of length m/2,
ri is an injective mapping from {0, 1}m

2 to GF(q), and πi is a surjective map-
ping from GF(q) to {0, 1}m

2 . This is a straightforward extension of the Peanut
construction. It has been shown in [24] that DecFd(Fi) is less than

ε = 2
(
(1 + δ)d − 1

)
where q = (1+δ)2

m
2 . We use σ = ROTL as a 1-almost orthomorphism. Therefore

by approximating the upper bounds of Corollaries 6 and 9 we have

DecPd
||.||a(Walnut(m, r, d, q)) ≤∼ (6dδ + 2d22−

m
2
)� r

3�

DecPd
||.||s(Walnut(m, r, d, q)) ≤∼ (8dδ + 2d22−

m
2
)� r

4� .

With m = 64, d = 2 and p = 232 + 15, we obtain

DecPd
||.||a(Walnut(64, r, 2, 232 + 15)) ≤ 2−24� r

3�

DecPd
||.||s(Walnut(64, r, 2, 232 + 15)) ≤ 2−24� r

4�.

This provides sufficient security against differential and linear attacks for r ≥ 12.

7 Conclusion

We have shown that adding a simple orthomorphism (or almost orthomorphism)
enables the Lai-Massey scheme to provide randomness on three rounds, and
super-pseudorandomness on four rounds, like for the Feistel scheme. We have
shown that we can get similar decorrelation upper bounds as well and propose
a new block cipher family.
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22. S. Vaudenay. Vers une Théorie du Chiffrement Symétrique, Dissertation for the
diploma of “habilitation to supervise research” from the University of Paris 7,
Technical Report LIENS-98-15 of the Laboratoire d’Informatique de l’Ecole Nor-
male Supérieure, 1998. 9

23. S. Vaudenay. Resistance Against General Iterated Attacks. In Advances in Cryp-
tology EUROCRYPT ’99, Prague, Czech Republic, Lecture Notes in Computer
Science 1592, pp. 255–271, Springer-Verlag, 1999. 11

24. S. Vaudenay. Adaptive-Attack Norm for Decorrelation and Super-
Pseudorandomness. Technical report LIENS-99-2, Ecole Normale Supérieure,
1999. (To appear in SAC’ 99, LNCS, Springer-Verlag.)
URL:ftp://ftp.ens.fr/pub/reports/liens/liens-99-2.A4.ps.Z 10, 11, 15,
17



On Cryptographically Secure Vectorial Boolean

Functions

Takashi Satoh1, Tetsu Iwata2, and Kaoru Kurosawa2

1 Faculty of International Environmental Engineering
Promotion and Development Office,

Kitakyushu University
4–2–1 Kitagata, Kokuraminami-ku, Kitakyushu 802–8577, Japan

tsatoh@kitakyu-u.ac.jp
2 Department of Electrical and Electronic Engineering,

Faculty of Engineering,
Tokyo Institute of Technology

2–12–1 O-okayama, Meguro-ku, Tokyo 152–8552, Japan
{tez,kurosawa}@ss.titech.ac.jp

Abstract. In this paper, we show the first method to construct vecto-
rial bent functions which satisfy both the largest degree and the largest
number of output bits simultaneously. We next apply this method to
construct balanced vectorial Boolean functions which have larger non-
linearities than previously known constructions.

1 Introduction

Boolean functions play an important role in block ciphers (for example, see
[3,7,8,10,11]) and stream ciphers [12,2]. The nonlinearity Nf of a Boolean func-
tion f(x1, . . . , xn) is defined as a distance between f and the set of affine func-
tions {a0 ⊕ a1x1 ⊕ · · · ⊕ anxn}. Nf should be large to resist the linear attack
[2,6].

f(x1, . . . , xn) is said to be a bent function if it has the maximum nonlinearity
[5,9]. More generally, we say that a vectorial Boolean function F (x1, . . . , xn) =
(f1, . . . , fm) is a (n, m)-bent function if any nonzero linear combination of
f1, . . . , fm is a bent function. For (n, m)-bent functions, it is known that [7]

m ≤ n/2 . (1)

On the other hand, the degree of f , deg(f), is defined as the degree of the
highest degree term of the algebraic normal form:

f(x1, . . . , xn) = a0 ⊕
⊕

1≤i≤n

aixi ⊕
⊕

1≤i<j≤n

ai,jxixj ⊕ · · · ⊕ a1,2,...,nx1x2 · · ·xn .

The degree of a vectorial Boolean function F (x1, . . . , xn) = (f1, . . . , fm) is de-
fined as

deg(F )
�
= min

(c1,...,cm)�=(0,...,0)
deg(c1f1 ⊕ · · · ⊕ cmfm) .

K. Y. Lam, E. Okamoto and C. Xing (Eds.): ASIACRYPT’99, LNCS 1716, pp. 20–28, 1999.
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In block ciphers, deg(F ) should be large to resist the higher order differential
attack [4]. For (n, m)-bent functions, it is known that [5,9]

deg(F ) ≤ n/2 . (2)

However, no construction method has been known so far which achieves both
equalities of eq.(1) and eq.(2) simultaneously. In this paper, we show the first
method to construct (n, m)-bent functions which satisfy the both equalities of
eq.(1) and eq.(2) simultaneously.

It is known that bent functions are not balanced. For m = 1, Seberry, Zhang
and Zheng [10] and Dobbertin [3] showed balanced functions which have large
nonlinearity. For m = n, Nyberg showed balanced vectorial Boolean functions
with high nonlinearity [8].

We next apply our method to construct balanced vectorial Boolean func-
tions with high nonlinearity. For 2 ≤ m ≤ n/2, our balanced vectorial Boolean
functions have larger nonlinearity than that of [8].

2 Bent Functions

For a Boolean function f(x1, . . . , xn), define

‖f(x1, . . . , xn)‖ �= |{(x1, . . . , xn) | f(x1, . . . , xn) = 1}| .

Nf
�
= min

a0,...,an

‖f(x1, . . . , xn)⊕ (a0 ⊕ a1x1 ⊕ · · · ⊕ anxn)‖ .

Nf is called the nonlinearity of f and it denotes a distance between f and the
set of affine functions {a0⊕ a1x1 ⊕ · · ·⊕ anxn}. For a vectorial Boolean function
F (x1, . . . , xn) = (f1, . . . , fm), the nonlinearity NF is defined as

NF
�
= min

(c1,...,cm)�=(0,...,0)
Nc1f1⊕···⊕cmfm . (3)

NF should be large to resist the linear attack [2,6]. It is known that

Nf ≤ 2n−1 − 2
n
2 −1 and NF ≤ 2n−1 − 2

n
2 −1 . (4)

Definition 2.1. f(x1, . . . , xn) is called a bent function if Nf = 2n−1 − 2
n
2 −1.

F (x1, . . . , xn) = (f1, . . . , fm) is called a (n, m)-bent function if NF = 2n−1 −
2

n
2 −1.

Proposition 2.1. [5,9] If f(x1, . . . , xn) is a bent function, then n is even and

deg(f) ≤ n/2 .

Proposition 2.2. [7] If F (x1, . . . , xn) = (f1, . . . , fm) is a (n, m)-bent function,
then n is even,

m ≤ n/2 and deg(F ) ≤ n/2 .
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For even n, let X �
= (x1, . . . , xn/2) and Y �

= (y1, . . . , yn/2). Then it is known
that

f(Y,X ) = π(Y) · X T ⊕ g(Y)
is a bent function if π is a permutation on {0, 1}n/2, where g(Y) is any Boolean
function [1]. This is called a Maiorana-McFarland type bent function [1]. From
the definition of (n, m)-bent functions, we have the following proposition imme-
diately.

Proposition 2.3. [7] F (Y,X ) = (f1, . . . , fm) is a (n, m)-bent function if

fi(Y,X ) = πi(Y) · X T ⊕ gi(Y)

and every nonzero linear combination of {πi} is a permutation on {0, 1}n/2,
where gi(Y) is any Boolean function.

Nyberg gave several constructions of such {πi} [7].

3 Proposed Vectorial Bent Function

3.1 Notation

For a binary vector (y1, . . . , ym), define

dec(y1, . . . , ym)
�
= 2m−1y1 + 2m−2y2 + · · ·+ ym .

For an element α of GF(2m), let [α] denote a vector representation of α.

3.2 Proposed Construction

We now present a method to construct (n, m)-bent functions which satisfy both
equalities of Proposition 2.2.

Proposition 3.1. [5, page 372] Any Boolean function f can be expanded as

f(x1, . . . , xn) =
⊕

a1,...,an

h(a1, . . . , an)xa1
1 · · ·xan

n ,

where
h(a1, . . . , an) =

⊕
b⊂a

f(b1, . . . , bn) ,

and b ⊂ a means that the 1’s in (b1, . . . , bn) are a subset of the 1’s in (a1, . . . , an).

Lemma 3.1. Let α be a primitive element of GF(2m). Then

1 + α + α2 + · · ·+ αl

{�= 0 if 0 < l + 1 < 2m − 1 ,
= 0 if l + 1 = 2m − 1 .
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Proof. Since α is a primitive element, we have

(1 + α)(1 + α + α2 + · · ·+ αl) = 1 + αl+1

{�= 0 if 0 < l + 1 < 2m − 1 ,
= 0 if l + 1 = 2m − 1 .

Therefore, this lemma holds. 
�
For even n, let m = n/2, X = (x1, . . . , xm) and Y = (y1, . . . , ym). Let α be

a primitive element of GF(2n/2). Consider F (Y,X ) = (f1, . . . , fn/2) such that

fi(Y,X ) = [ϕi(Y)] · X T ⊕ gi(Y) ,

where

ϕi(Y) �
=

{
0 if Y = (0, . . . , 0) ,
αdec(Y)+i−1 otherwise

and gi is any Boolean function.

Theorem 3.1. The above F is a (n, m)-bent function such that m = n/2 and
deg(F ) = n/2.

Proof. For any c = (c1, . . . , cm) �= (0, . . . , 0), let

Φc(Y) �
= c1ϕ1(Y) + · · ·+ cmϕm(Y) . (5)

Then it is easy to see that

Φc(Y) =
{
0 if Y = (0, . . . , 0) ,

αdec(Y)γ otherwise ,
(6)

where
γ

�
= (c1 + c2α + · · ·+ cmαm−1) �= 0 (7)

because α is a primitive element of GF(2m). This implies that [Φc(Y)] is a per-
mutation on {0, 1}m. Therefore, F is a (n, n/2)-bent function from Proposition
2.3.

Next suppose that [Φc(Y)] is written as

[Φc(Y)] = h(1, . . . , 1)y1 · · · ym

⊕h(1, . . . , 1, 0)y1 · · · ym−1

⊕ · · · ⊕ h(0, 1, . . . , 1)y2 · · · ym

⊕ · · · ⊕ h(0, . . . , 0) .

Let β
�
= 1 + α + α2 + · · ·+ α2m−1−1. Then

β = 1 + α + α2 + · · ·+ α2m−1−1 =
∑

(i2,...,im)

αdec(0,i2,...,im) .
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From eq.(6)

γβ = γ

 ∑
(i2,...,im)

αdec(0,i2,...,im)

 =
∑

(i2,...,im)

Φc(0, i2, . . . , im) .

Finally, from Proposition 3.1, we have

h(0, 1, . . . , 1) =
⊕

(i2,...,im)

[Φc(0, i2, . . . , im)] = [γβ] . (8)

Hence, we have

[Φc(Y)] · X T = [γβ] · X T y2 · · · ym ⊕ · · · , (9)

where γβ �= 0 from Lemma 3.1 and eq.(7). Therefore,

deg([Φc(Y)] · X T ) ≥ deg([γβ] · X T y2 · · · ym) = m = n/2 .

This means that deg(F ) = n/2 since deg(F ) ≤ n/2 from Proposition 2.2. 
�

3.3 Maximum Degree for Each Variable

Definition 3.1. We say that a (n, m)-bent function F (x1, . . . , xn)=(f1, . . . , fm)
has the maximum degree for each variable if each variable xi appears in some
term of degree n/2.

Definition 3.2. [5, page 120] A normal basis of GF(pk) is a basis of the form
β, βp, . . . , βpk−1.

Proposition 3.2. [5, page 122] A normal basis exists in any field GF(pk).

Theorem 3.2. In the proposed construction, let m = n/2 and let

β = 1 + α + α2 + · · ·+ α2m−1−1 . (10)

Then our (n, m)-bent function F has the maximum degree for each variable if
{β, β2, . . . , β2m−1} is a normal basis of GF(2m).

Proof. In eq.(8), we have proved that

h(0, 1, . . . , 1) = [γβ] .

Similarly, we can prove that

h(1, . . . , 1, 0) = [γβ2] ,

h(1, . . . , 1, 0, 1) = [γβ22
] ,

...
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Then eq.(9) becomes as follows.

[Φc(Y)] · X T = [γβ2] · X T y1 · · · ym−1 ⊕ · · · ⊕ [γβ] · X T y2 · · · ym ⊕ · · · .

Now [γβ2], [γβ22
], . . . , [γβ] are linearly independent since {β, β2, . . . , β2m−1} is

a normal basis and γ �= 0. This means that each xi is included in some term
of degree m = n/2. It is clear that each yi is included in some term of degree
n/2. 
�
Corollary 3.1. Our (n, n/2)-bent function F has the maximum degree for each
variable if 2n/2 − 1 is a prime.

Proof. There exists a normal basis β, β2, β22
, . . . , β2n/2−1

in GF(2n/2) from
Proposition 3.2. On the other hand, if eq.(10) holds, then from lemma 3.1,

(1 + α2m−1
)β = 1 + α + α2 + · · ·+ α2m−1 = α2m−1 = 1

and

(1 + α2m

)β2 = 1
(1 + α)β2 = 1

α = β−2 + 1 .

Now any nonzero element is a primitive element of GF(2n/2) if 2n/2 − 1 is a
prime. Therefore, α = β−2 + 1 is a primitive element. This implies that the
condition of Theorem 3.2 is satisfied. 
�

4 Application to Balanced Boolean Functions

We say that f(x1, . . . , xn) is balanced if

‖f(x1, . . . , xn)‖ = 2n−1 .

We also say that F (x1, . . . , xn) = (f1, . . . , fm) is balanced if any nonzero linear
combination of f1, . . . , fm is balanced.

For m = 1, Seberry, Zhang and Zheng [10] and Dobbertin [3] showed balanced
functions which have large nonlinearity. For m = n, Nyberg showed balanced
vectorial Boolean functions with high nonlinearity such as follows.

Proposition 4.1. [8] For m = n, there exists a balanced vectorial Boolean func-
tion such that

NF

{≥ 2n−1 − 2
n
2 if n is even ,

= 2n−1 − 2
n−1

2 if n is odd .

This section shows that we can obtain balanced vectorial Boolean functions
which have larger nonlinearity than Proposition 4.1 for 2 ≤ m ≤ n/2 by applying
our technique of Sec.3.2.
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Theorem 4.1. Suppose that there exists a balanced vectorial Boolean function
F (x1, . . . , xh) = (f1, . . . , fm) with nonlinearity NF for m ≤ h. Then there exists
a balanced vectorial Boolean function F̃ = (f̃1, . . . , f̃m) with 2h input variables
such that

N
F̃
≥ NF + 2h−1(2h − 2) .

Proof. Let X = (x1, . . . , xh) and Y = (y1, . . . , yh). Let α be a primitive element
of GF(2h). Define

f̃i(Y,X )
�
=

{
fi(X ) if Y = (0, . . . , 0) ,[
αdec(Y)+i−1

] · X T ⊕ gi(Y) otherwise .

where gi(Y) is any Boolean function. Let F̃ (Y,X )
�
= (f̃1, . . . , f̃m). For any c =

(c1, . . . , cm) �= (0, . . . , 0), let

f̃c(X ,Y) �
= c1f1(X ,Y) ⊕ · · · ⊕ cmfm(X ,Y)

=


c1f1(X ) ⊕ · · · ⊕ cmfm(X ) if Y = (0, . . . , 0) ,(

c1[ϕ1(Y)] ⊕ · · · ⊕ cm[ϕm(Y)]
)
· X T

⊕c1g1(Y) ⊕ · · · cmgi(Y)
otherwise ,

where ϕi(Y) = αdec(Y)+i−1.
We first prove that f̃c(Y,X ) is balanced. For Y = (0, . . . , 0), f̃c(X , 0, . . . , 0) =

c1f1 ⊕ · · · ⊕ cmfm is balanced since F is balanced. For Y �= (0, . . . , 0),

c1[ϕ1(Y)] ⊕ · · · ⊕ cm[ϕm(Y)] = [αdec(Y)(c1 + c2α + · · ·+ cmαm−1)]
= [αdec(Y)γ] �= (0, . . . , 0) (11)

where γ = c1+c2α+· · ·+cmαm−1. Note that γ �= 0 since α is a primitive element
of GF(2h). Therefore (c1[ϕ1(Y)] ⊕ · · · ⊕ cm[ϕm(Y)]) · X T = [αdec(Y)γ] · X T is
balanced for each fixed Y �= (0, . . . , 0). This implies that f̃c(Y,X ) is balanced.

We next compute the nonlinearity of f̃c(Y,X ). Let

L(Y,X ) = a · YT ⊕ b · X T ⊕ c0 .

Then

N
F̃
= min

L
||f̃c(Y,X ) ⊕ L(Y,X )||

≥ min
L

||f̃c(0, . . . , 0,X )⊕ L(0, . . . , 0,X )||

+min
L

∑
Y�=(0,...,0)

||f̃c(Y,X ) ⊕ L(Y,X )||

= min
b,c0

||c1f1(X )⊕ · · · ⊕ cmfm(X ) ⊕ b · X T ⊕ c0||

+min
b,c0

∑
Y�=(0,...,0)

||(c1[ϕ1(Y)]⊕ · · · ⊕ cm[ϕm(Y)] ⊕ b) · X T ⊕ c̃Y ||

≥ NF +min
b,c0

∑
Y�=(0,...,0)

||([αdec(Y)γ]⊕ b) · X T ⊕ c̃Y ||
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for some c̃Y (= 0 or 1) from eq.(11). For any b, there exists at most one Y such
that

[αdec(Y)γ]⊕ b = (0, . . . , 0) . (12)

If [αdec(Y)γ]⊕ b �= (0, . . . , 0), then

||([αdec(Y)γ]⊕ b) · X T ⊕ c̃Y || = 2h−1 .

Hence,
N

F̃
≥ NF + 2h−1 ((2h − 1)− 1) .


�
Corollary 4.1. Suppose that there exists a balanced vectorial Boolean function
F (x1, . . . , xh) = (f1, . . . , fm) with nonlinearity NF for m ≤ h. Then there exists
a balanced vectorial Boolean function F̃ with 2sh input variables such that

N
F̃
≥ NF + 22sh−1 − 1

2
(22s−1h + 22s−2h + · · ·+ 22h + 2 · 2h) .

Finally, we can obtain the following corollary from Corollary 4.1 and Propo-
sition 4.1.

Corollary 4.2. If n = 2sh, then there exists a balanced vectorial Boolean func-
tion F (x1, . . . , xn) = (f1, . . . , fm) such that m ≤ h and

NF ≥
{
22sh−1 − 1

2 (2
2s−1h + 22s−2h + · · ·+ 2h + 2

h
2 +1) if h is even ,

22sh−1 − 1
2 (2

2s−1h + 22s−2h + · · ·+ 2h + 2
h+1
2 ) if h is odd .

(Remark) Corollary 4.2 gives larger nonlinearity than Proposition 4.1 for s ≥ 1
which corresponds to 2 ≤ m ≤ n/2.
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Abstract. This paper presents a weakness in the key schedule of the
AES candidate HPC (Hasty Pudding Cipher). It is shown that for the
HPC version with a 128-bit key, 1 in 256 keys is weak in the sense that it
has 230 equivalent keys. An efficient algorithm is proposed to construct
these weak keys and the corresponding equivalent keys. If a weak key is
used, it can be recovered by exhaustive search trying only 289 keys on
average. This is an improvement by a factor of 238 over a normal exhaus-
tive key search, which requires on average 2127 attempts. The weakness
also implies that HPC cannot be used in standard constructions for hash
functions based on block ciphers. The analysis is extended to HPC with
a 192-bit key and a 256-bit key, with similar results. For some other key
lengths, all keys are shown to be weak. An example of this is the HPC
variant with a 56-bit user key and block length of 128 bits, which can be
broken in 231 attempts on average.

1 Introduction

The AES candidate HPC [3] is a block cipher with a variable block length
and a variable algorithm: depending on the required block length range, five
different versions are defined. In this paper we only look at the version called
HPC Medium (sub-cipher number 3), which is the version that supports a block
length of 128 bits, as required for the AES candidates. We focus on the HPC
expanded key generation. A user key of 128, 192, or 256 bits is expanded to a
KX-table containing 256 64-bit words, or 16 384 bits. The ciphertext only depends
on the plaintext, the spice1, and the KX-table. In this paper we assume the spice
to be known. Thus if two different user keys K1 and K2 generate the same KX-
table, then HPCK1(P ) = HPCK2(P ) for every plaintext P . Keys K1 and K2 are
called equivalent keys. In the specifications of HPC [4] it is stated:

“Two keys are equivalent if they expand to the same key-expansion table.
The likelihood is negligible for keys of size < 1/2 the key-expansion table
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(Belgium).
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1 The spice can be regarded as a second key that need not be concealed.
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size, 8192 bits. For keys longer than this, some will be equivalent, but
there is no feasible way to discover an equivalent key pair.”

David Wagner announced at the 2nd AES Conference [6] that HPC has
equivalent keys based on the generic structure of the key expansion (see Sect. 2.3);
he did not analyze their structure. For 128-bit user keys, we have discovered that
exactly 2−8 of the keys each have 230 equivalent keys. In this paper these keys
are called weak keys. For 192-bit user keys, approximately 2−7 of the keys each
have 242 or 232 equivalent keys, and approximately 2−16 of the keys each have
274 equivalent keys. For 256-bit user keys, approximately 1.5 · 2−7 of the keys
each have 232 or 234 equivalent keys; approximately 2−16 of the keys each have
264 or 266 equivalent keys and approximately 2−24 of the keys each have 298

equivalent keys. These results are summarized in Table 1, and are proven in
Sections 4 and 6.

Table 1. Approximate number of weak keys and number of equivalent keys

Key length # weak keys # equivalent keys

128 2120 230

192 2184 242

192 2184 232

192 2176 272

256 2249 232

256 2248 234

256 2241 266

256 2240 264

256 2232 298

In Sect. 2 we explain how the expanded key table is calculated. Section 3
clarifies how the key expansion results in equivalent keys. In Sect. 4 we compute
the number of weak keys and we present a method to construct weak keys. The
impact of weak keys on exhaustive key search is treated in Sect. 5. In Sect. 6 we
briefly search for weak keys if a user key with length other than 128 bits is used.
In Sect. 7 we show that HPC-based hash functions are insecure, and in Sect. 8
we discuss how the weak keys can be avoided. Finally we conclude in Sect. 9.

In this paper all numbers in hexadecimal notation (indicated with a subscript
x) are written with the least significant byte on the right side. Numbers in
decimal notation have no subscript or a subscript d. The least significant bit
(that is, the rightmost bit) is numbered bit 0.

2 HPC Expanded Key Generation

The expanded key table (denoted by KX-table) contains 286 64-bit words. The
KX-table depends on the user key and on the sub-cipher number sc. The last 30
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entries of the KX-table are equal to the first 30:

KX[i+256] = KX[i] for i = 0, 1, . . . , 29.

This means that the KX-table effectively contains 256 · 64 = 16 384 bits.
The KX-table is calculated in four steps. Firstly the table is filled with 256

pseudo-random values. Secondly the user key is XORed into the table. The goal
of the stirring function is to make all the 256 entries of the table depend on the
user key. Finally the last 30 entries of the table are set equal to the first 30. We
discuss these steps in more detail below.

2.1 Filling the KX-table with Pseudo-random Values

The first entries of the KX-table are initialized using three mathematical constants
(with sc denoting the sub-cipher number):

KX[0] = PI19 + sc (1)
KX[1] = E19 * the key length (2)
KX[2] = R220 rotated left over sc bits (3)

where PI19 = 3141592653589793238d, E19 = 2718281828459045235d, R220 =
14142135623730950488d, sc = 3, and the key length is 128, 192, or 256.

Now the remaining 253 words of the table are pseudo-randomly filled with
the following equation for i = 3, . . . , 255, where ‘^’ denotes the XOR operation
and ‘>>’, ‘<<’ denote right and left shift operations respectively.

KX[i] = KX[i-1] + (KX[i-2] ^ KX[i-3]>>23 ^ KX[i-3]<<41) . (4)

2.2 XORing the User Key into the KX-table

The user key is XORed into the first entries of the KX-table. If the user key K
has 128 bits, we have K = KH ‖ KL with KH the most significant 64 bits of K, and
KL the least significant 64 bits of K, and ‖ the concatenation symbol. We have
(using C notation)

KX[0] ^= KL

KX[1] ^= KH .

If the length of the user key is 192 bits or 256 bits, then we have to XOR the
appropriate part of the key to KX[2] and KX[3] as well.

2.3 Stirring Function

The whole KX-table is made key dependent by means of the iterative stirring func-
tion. This function has eight internal state variables s0 to s7, that are initialized
with s0 = KX[248], . . . , s7 = KX[255]. The stirring function is run three times
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Fig. 1. Pseudo-code (C notation) for the stirring function (the numbers are
written in decimal notation)

for (j=0; j<3; j++) /* Number of passes is 3 */

for (i=0; i<256; i++) { /* Run over the entire KX-table */

(1) s0 ^= (KX[i] ^ KX[(i+83)&255]) + KX[s0&255]

(2) s1 += s0

(3) s3 ^= s2

(4) s5 -= s4

(5) s7 ^= s6

(6) s3 += s0>>13

(7) s4 ^= s1<<11

(8) s5 ^= s3<<(s1&31)

(9) s6 += s2>>17

(10) s7 |= s3+s4

(11) s2 -= s5

(12) s0 -= s6^i

(13) s1 ^= s5 + PI19

(14) s2 += s7>>j

(15) s2 ^= s1

(16) s4 -= s3

(17) s6 ^= s5

(18) s0 += s7

(19) KX[i] = s2 + s6

}

(j-loop) over the entire KX-table (i-loop), allowing each bit to influence every
other bit. The code for the stirring function is given in Fig. 1.

We denote the set of eight state variables before pass i, j of the stirring
function by si,j(K) where K is the user key. We denote the stirring function of
pass i, j by Fi,j,K . Hence the initial internal state is s0,0(K). Note that s0,0(K)
does not depend on the user key K. The internal state after the stirring function
is denoted by sfinal(K). Thus we have

sfinal(K) = F255,2,K(s255,2(K))
= F255,2,K(F254,2,K(s254,2(K)))
= F255,2,K(F254,2,K(· · · (F0,2,K(s0,2(K)))))

s0,2(K) = F255,1,K(s255,1(K)) .

This leads to the following iterated definition:

si,j(K) = Fi−1,j,K(si−1,j(K)) for i = 1, 2, . . . , 255 and j = 0, 1, 2,
s0,j(K) = F255,j−1,K(s255,j−1(K)) for j = 1, 2.

If we consider the stirring function for the HPC variant with 128-bit user key,
we note that only Fi,j,K , where 0 ≤ i ≤ 1 and 0 ≤ j ≤ 2, depend on the user
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key. Thus if si0,j0(K1) = si0,j0(K2) for two different user keys K1 and K2 and
i0 ≥ 1, we know that si,j0(K1) = si,j0(K2) for i0 ≤ i ≤ 255, and we also know
that s0,j0+1(K1) = s0,j0+1(K2) if j0 = 0, 1 or that sfinal(K1) = sfinal(K2) if
j0 = 2. We can even control F0,j,K and F1,j,K independently, since F0,j,K only
depends on the least significant half of the user key, and F1,j,K only depends on
the most significant half.

These considerations show that if we can find a set of user keys {Ka} such
that F1,j,Ka(s1,j(Ka)) and F0,j,Ka(s0,j(Ka)) are constant over the entire set {Ka}
and only depend on j, then the KX-table will also be constant for all user keys
in the set {Ka}. This means that we can define an equivalence relationship in
the set of all user keys; the condition for equivalence is : “expands into the same
KX-table as.” The disjunct set {Ka} is called an equivalence class.

In this paper we will show that such equivalence classes do exist. For the
128-bit variant of HPC, we can find 290 equivalence classes, each containing 230

elements.

3 Equivalent Keys (Key Length Equal to 128 Bits)

Before the stirring function is applied to the KX-table, the user key is XORed
into the KX-table (see Sect. 2.2). For the AES candidate HPC with user key
length equal to 128 bits, only KX[0] and KX[1] are influenced by the user key.
The other values KX[2] up to KX[255] are independent of the 128-bit user key.
Of course this is only true before the stirring function is applied to the KX-table.

A closer investigation of the key expansion leads us to an equation, from now
on called the dangerous equation:

s0 ^= (KX[i] ^ KX[(i+83)&255]) + KX[s0&255] . (5)

This equation is dangerous because when s0 & 255d = i, different values of
KX[i] can produce the same result. We investigate this problem closer for i = 0
and i = 1.

3.1 Dangerous Equation for i = 0

First we check the dangerous equation (5) for i = 0. The initial values of s0 to s7
are constants for key length 128 bits and sub-cipher number 3, and are equal to
the initial values of respectively KX[248] to KX[255]. Their values are shown in
Table 2. The initial value of KX[0] is equal to (PI19+sub-cipher number) ^ KL.
Thus we have

KX[0] = 2b992ddf a23249d9x ^ KL .

Since s0 & 255d = 4bx = 75d, the dangerous equation for i = 0 becomes:

s0 ^= (KX[0] ^ KX[83]) + KX[75] .
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The values KX[83] and KX[75] are constants (for key length equal to 128 and
sub-cipher number equal to 3) and are equal to

KX[83] = 093817dc b93586e6x ,

KX[75] = 989a3714 d85dee74x .

If we evaluate the dangerous equation numerically, we find

s0 ^= (22a13a03 1b07cf3fx ^ KL) + 989a3714 d85dee74x .

This mapping from KL to s0 is clearly a bijection, hence a modification of KL
induces a modification of s0. The state variables s0 to s7 all change with high
probability due to the stirring function (see Sect. 2.3) and the whole KX-table
changes significantly. Hence we cannot find equivalent keys that differ in the
least significant 64 bits of the user key.

Table 2. Initial state for the stirring function of HPC with user key length equal
to 128 bits (all values in hexadecimal notation)

s0 4cfd66f0 5ab4064bx

s1 6f7d4e0e 4107bd8cx

s2 eadadb90 0f4b3d2ax

s3 f24cb427 cb159a63x

s4 d7ee7776 c0ecbc0bx

s5 3c255969 3f8f7688x

s6 390009fb 99146a25x

s7 1e5d58c2 7c76052ex

3.2 Dangerous Equation for i = 1

If KL is constant, then the state variables after the first pass of the i-loop of the
stirring function (i = 0) are constant as well. For i = 1, the initial state of s0
is part of the internal state of the stirring function, after one pass of the i-loop
(i = 0). For now we will assume that we can choose KX[0] such that the least
significant byte of s0 after the first pass of the i-loop (i = 0) of the stirring
function is equal to 01x (see Sect. 4). The dangerous equation (5) for the case
i = 1 becomes:

s0 ^= (KX[1] ^ KX[84]) + KX[1] .

Let T denote (KX[1] ^ KX[84]) + KX[1]. The value KX[84] is completely de-
termined by the key length (128) and the sub-cipher number (3). We have

KX[84] = a8f07353 9f208716x .

If bit ω′ of KX[84] is set to 1, then it does not matter whether bit ω′ of KX[1] is
set to 0 or 1. This can easily be shown by looking at the individual bits of T. The
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bit on position t is denoted by a subscript t, with t = 0 for the least significant
bit. We obtain for 0 ≤ t ≤ 63:

Tt = KX[1]t ^ KX[84]t ^ KX[1]t ^ ct

= KX[84]t ^ ct ,

ct+1 = (KX[1]t ^ KX[84]t)KX[1]t ^ (KX[1]t ^ KX[84]t ^ KX[1]t)ct

= (KX[1]t ^ KX[84]t)KX[1]t ^ KX[84]tct ,

with ct+1 the carry bit generated at bit position t and c0 = 0. Investigation of
these equations leads us to three observations:

1. Tt does not depend on KX[1]t ;
2. ct+1 does not depend on KX[1]t if and only if KX[84]t = 1 ;
3. ct+1 is not used for t = 63, since we work with 64-bit quantities.

The support of KX[84] (set of bit positions on which we have a 1), is de-
noted by Ω′. Examining the numerical value of KX[84], we find that Ω′ =
supp(KX[84]) = { 1, 2, 4, 8, 9, 10, 15, 21, 24, 25, 26, 27, 28, 31, 32, 33,
36, 38, 40, 41, 44, 45, 46, 52, 53, 54, 55, 59, 61, 63 }. We can thus comple-
ment the value of any combination of bits on positions ω′ ∈ Ω′ ∪ {63} of
KX[1] without changing the value of T = (KX[1]^KX[84])+KX[1]. Since the
set Ω′ ∪ {63} contains 30 elements, we can choose 30 bits of KX[1] at ran-
dom, without changing the value of the right half of the dangerous equation. As
KX[1] = dca375e0 59b0b980x ^ KH, we can easily find a set of 230 equivalent
keys, by complementing the bit positions ω′ of KH.

Now we have shown that if we can set the least significant byte of s0 equal
to 01x (after one pass of the i-loop (i = 0) of the stirring function), then we can
construct 230 equivalent keys by simply complementing the bits on a subset of
30 specific bit positions ω′ of KH. In the next section it is shown that the least
significant byte of s0 can be set equal to 01x by choosing specifically bits 0 to 7
and bits 13 to 20 of KL.

If we look at a 128-bit weak key, then the set of bit positions ω that can be
complemented, is equal to Ω = {ω | ω = ω′ + 64, with ω′ ∈ Ω′} ∪ {127}.

4 Counting Weak Keys and a Construction Method

We start by analyzing the first pass of the i-loop of the stirring function (i = 0).
We use a specific notation to calculate the value of the least significant byte of
s0 after the 19 steps: s0n indicates the value of s0 before step n. s01 is the
initial value of s0 (before the stirring function is applied). s0end is the value of
s0 after the first pass of the stirring function for i = 0. In this calculation we
only have to keep track of the least significant byte of s0. If a certain operation
does not affect this byte, the operation is not taken into account (e.g., addition
with s17 
 11). We substitute the values of Table 2 in the equations. We have:

s0end = s018 + s718 ,
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which can be reworked (see Fig. 1) to:

s0end = s02 + 36x + (0bx|(54x + s02 � 13)) . (6)

As shown in Sect. 3, we have a weak key if the least significant byte of s0end is
equal to 01x. If we take a look at (6) we see the OR operation (denoted by ‘|’)
with the fixed value 0bx, which forces the least significant 4 bits of the result
to be either bx or fx. If we want s0end to be 01x, we must put restrictions on
the least significant 4 bits of s02 + 36x. This can be translated to the following
condition on KL:

KL mod 10x = 8 or KL mod 10x = cx .

Appendix A provides further details on the construction of the weak keys. Some
examples are given in Table 3.

Table 3. Examples of weak keys of the 128-bit variant of HPC (all values in
hexadecimal notation)

00000000 00000000 00000000 00004008x

008ecc3c 9299f88d bc08b82f edbcb3ecx

f0eabdac 5446cfa4 165f3da0 b829d24cx

9afc9c44 f5a2b0eb 47943add a82388bcx

a20c6bb9 079f1a27 8d54f3db f5e30828x

21c7d6c0 2111eec9 c4def468 cbe626d8x

a655b17c 7fc18ed8 a8bc9e70 ff7de5ecx

e6d6685d d6f12b9d 7cc71ae6 d23584acx

ccaea4eb b12fae2e 22b4393b e33cfbecx

5195c9f0 5da0798c 86b3a27c 2c1ae97cx

d90ad927 d087f410 41bdea99 3c725338x

5 Exhaustive Key Search for User Key Length 128 Bits

If we know that someone uses a weak key, we can find that key by exhaustive
key search, trying on average 289 different key values. We only have to construct
every weak key using the procedure given in Appendix A and check whether it
is the correct key. In this procedure we can choose freely 120 bits of the user
key. Since the values of 30 bits of KH do not influence the KX-array, we can assign
arbitrary values to these bits. Hence only 120− 30 = 90 key bits remain to be
recovered. This is a major improvement compared to a brute force attack in
which we have to recover 128 bits (or 120 bits if we know that we have a weak
key).

Even if we do not know whether a key is weak, an exhaustive key search can
be improved by starting the search with weak keys. In 1 case out of 256 the user
key will be weak, which implies that the search will be successful after at most
290 encryptions.
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6 HPC with Other Key Lengths

The key length influences the KX-table due through the initial value of KX[1],
see (2), and the recursion formula (4). We briefly study the AES candidate HPC
with key length equal to 192 and 256 bits. The results are summarized in Table 1.
Finally we take a short look at some other key lengths.

6.1 Key Length 192 Bits

Since the number of key words increases from two to three, we evaluate the
dangerous equation (5) three times:

i = 0 : s0 ^= (KX[0] ^ KX[83]) + KX[s0&255] (7)
i = 1 : s0 ^= (KX[1] ^ KX[84]) + KX[s0&255] (8)
i = 2 : s0 ^= (KX[2] ^ KX[85]) + KX[s0&255] . (9)

As before, it turns out that initially, s0&255 
= 0, hence there are no weak keys
for i = 0. In the cases i = 1 and i = 2 however, s0 depends on some key bits
(see Sect. 4). This allows us to generate two sets of 2184 weak keys (together a
fraction of approximately 2−7 − 2−16 of the key space) with a different number
of equivalent keys. These two sets have an intersection containing approximately
2172 weak keys (≈ 2−16 of the key space) with 274 equivalent keys each.

– The case i = 1 is the same as for 128-bit keys. Hence, we know that 1
key in 256 is weak. We also know that the number of equivalent keys is
determined by the Hamming weight of KX[84], and the most significant
bit of KX[84]. Calculations lead us to KX[84] = efc64dbb cb9f7b71x with
Hamming weight 42. The most significant bit is set to 1. This means that
each weak key has 242 equivalent keys. Two equivalent keys in this class differ
only in the middle 64 bits. If one knows in advance that someone uses a weak
key, the key is found by exhaustive search after on average 2141 attempts.

– For the case i = 2 we also know that 1 key in 256 is weak. Since KX[85] =
8842f3d7 13b09babx with Hamming weight 32 and most significant bit
equal to 1, each weak key has 232 equivalent keys. Two equivalent keys
differ only in the most significant 64 bits.

– Simulations show that we can combine the two previous cases2. We find
that approximately 2−16 of the user keys are weak, corresponding to 274

equivalent keys each. Two equivalent keys can differ in the most significant
128 bits.

6.2 Key Length 256 Bits

For key length equal to 256 bits, we have to evaluate the dangerous equation (5)
for i = 1, i = 2, and i = 3. Now we can generate three sets of 2248 weak keys with
2 There is no reason why these two events should be independent. Computer simula-
tions show however that this assumption results in a reasonable approximation.
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a different number of equivalent keys. The intersections between these three sets
are non-empty and contain weak keys with a significant number of equivalent
keys.

– For the case i = 1 we have KX[84] = e8e10c4d d1eb6c1dx with Hamming
weight 32 and the most significant bit is set to 1. Hence 1 in 256 user keys
is weak, with 232 equivalent keys.

– For the case i = 2 we have KX[85] = 6cd2af08 790165f3x with Hamming
weight 31 but the most significant bit is set to 0. Hence 1 in 256 user keys
is weak, with 232 equivalent keys.

– For the case i = 3 we have KX[86] = ec7833a4 9d9bce38x with Hamming
weight 34 and the most significant bit is set to 1. Hence 1 in 256 user keys
is weak, with 234 equivalent keys.

– We can combine the previous three cases, and generate four other sets of
weak keys with a different number of equivalent keys. An overview is given
in Table 1. There are approximately An example of a weak key with approx-
imately 2232 weak keys with 298 equivalent keys; an example of such a key
is K = [K3 ‖ K2 ‖ K1 ‖ K0], where Ki denote 64-bit quantities, and

[K3 ‖ K2] = aabe6c6d e3a06a02 b7650b34 6c73cf94x , (10)
[K1 ‖ K0] = 2900e495 27f8eaba a44524e0 bca9cd27x . (11)

6.3 Other Key Lengths

If we keep the sub-cipher number constant, the entries of the KX-array before
the application of the stirring function depend on the key length only (see equa-
tions (2) and (4)). If we can find key lengths such that KX[248] & 255d = 00x,
then evaluating the dangerous equation (5) for i = 0 gives

s0 ^= (KX[0] ^ KX[83]) + KX[0] ,

which means that all keys are weak keys. Table 4 shows the first 10 key lengths
for which all the keys are weak. Their number of equivalent keys is also shown.
It is an interesting coincidence that for a key length of 56 bits (as for the DES
[1]), all keys are weak keys with 224 equivalent keys. This means that the user
key can be recovered by exhaustive key search, after on average 231 attempts.
For the sake of clarity we repeat that we are studying the HPC version with
128-bit block length. The version with 64-bit block lengths, as the DES, has a
different sub-cipher number and has no weak keys.

7 HPC-Based Hash Functions

The existence of such a large number of equivalent keys has a serious impact on
the use of HPC in the standard constructions for hash functions based on block
ciphers. The problems of weak keys in this context have already been discussed
earlier, see for example [2].
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Table 4. Key lengths for which all the keys are weak, and their number of
equivalent keys

Key length KX[83] # Equivalent keys

56 87d0e495 0b884dc5x 224

403 387d8891 8dbf8aa7x 234

608 3ff84d03 8d713835x 233

1190 d5d15fd2 86e68311x 232

1993 3d16d709 7971336ax 234

2491 1029f33c e3daa470x 231

2512 64b16068 745df8eax 232

2656 593f5ca5 e7b6a6adx 239

2983 fa06ddd3 f052af40x 233

3245 f28fb98c 7b26832fx 235

The building block of most hash functions based on block ciphers is known
as the Davies-Meyer hash function (although the authorship of this function is
uncertain). This is an iterated hash function; in step i, the chaining variable
Hi−1 and the ith message block Xi are compressed to the next value of the
chaining variable Hi as follows:

Hi = EXi(Hi−1) ^ Hi−1 ,

where EK() denotes encryption with a block cipher E using the key K. This
mapping is denoted the compression function.

A first observation is that equivalent keys for the block cipher E lead to triv-
ial collisions for the hash function. Indeed, if the Xi’s are chosen from a single
equivalence class (that contains 230 keys), the value of Hi will not change. A
second observation is that equivalent keys lead to trivial 2nd preimage attacks
in a similar way. The fact that in 1 case out of 256 key search can be sped up
with a factor of 238 implies that finding a 2nd preimage can take advantage of
the same speed-up.

By applying an affine transformation of variables (for example, swapping Xi

and Hi−1), the above attacks may become attacks on the compression function
rather than on the hash function. Nevertheless, a strong compression function is
a desirable criterion (see [2] for more details on the relation between weak keys
and the strength of the compression function).

8 How to Eliminate the Weak Keys

R. Schroeppel has announced a ‘tweak’ of HPC that should eliminate the weak
keys [5]. The following line of code is added to the stirring function after line (1)
(see Fig. 1).

(1a) s2 += KX[i]
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This ensures indeed that changes in the user key are propagated to the entire
state, which implies that with very high probability no two ‘short’ user keys will
result in the same KX table. An alternative solution would be to create part of
the KX table as a bijection of the user key. This would guarantee that for user
keys with up to 16 384 bits, no two keys are equivalent.

9 Conclusion

In this paper we have discussed a serious weakness of the key expansion of AES
candidate HPC. For the 128-bit user key version, it is shown that exactly 2−8

of the user keys are weak keys, each with 230 equivalent keys. These weak keys
and their corresponding equivalent keys can be constructed using a very simple
and efficient algorithm. Such a weak key can be found by exhaustive key search,
trying only 290 different keys.

We investigated the presence of weak keys for user key length 192 and 256
bits, and showed that respectively 2−7 and 1.5·2−7 of the user keys are weak keys.
We even found key lengths, for which all user keys are weak. Finally we note that
HPC in its present form is not suitable for use in hash function constructions.
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A Construction of 128-bit Weak Keys

In this appendix we show how to construct the weak 128-bit user keys. The
construction of 192-bit and 256-bit weak keys is omitted due to space restrictions.
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To construct a 128-bit weak key we have to satisfy (6) for the least significant
byte of s02:

01x = s02 + 36x + 0bx| (54x + s02�13) (12)
�

L = 0bx|R , (13)

where L = cbx −s02 and R = (54x + s02�13). In order to satisfy this equation,
bits 0, 1, and 3 of L must be 1. In Sect. 4 it is proven that in order to set these
bits to 1, we have to choose KL & fx equal to 8x or cx. A weak key can be
constructed as follows:

– Assign a random value to bits 2, 4, 5, 6 and 7 of KL. Set bits 0 and 1 of KL
equal to 0, and set bit 3 of KL equal to 1.

– Calculate the least significant byte of s02 = s01^
(
(KX[0] ^ KX[83]) +

KX[75]
)
= 4bx^

(
(d9x^KL^e6x) + 74x

)
.

– Calculate the byte value L = cbx − s02 = 0bx|R. Then calculate R

R = 54x +
(
s01^

(
(KX[0]^KX[83]) + KX[75]

))
�13

= 54x +
((

s01�13
)
^
(
(KX[0]^KX[83])�13 + KX[75]�13 + p

))

= 54x +

(
a0x^

((
92x^(KL�13)^acx

)
+ efx + p

))
,

where p is a carry bit, which we have to calculate first.
– To calculate p, choose at random bits 8 to 12 of KL and calculate the carry
bit p of ((KX[0] ^ KX[83]) + KX[75]). The bit p = 1 if and only if the
value of this expression, calculated only with the 13 least significant bits of
KX[0], KX[83] and KX[75], is larger than 213 − 1. In the other case p = 0.
Hence the choice of bits 0 to 12 of KL determines the value of p.

– Now we have to solve the equation L = 0bx|R. First assign a random value
to bits 0, 1 and 3 of R. The unknown values in this equation are bits 13 to
20 of KL. Now we can solve for KL�13, and we find exactly one solution.

– Now we have a value for bits 0 to 20 of KL. These 21 bits are completely
determined by choosing 13 random bits (bits 2, 4, 5, 6, 7 and 8 to 12 of KL,
and bits 0, 1 and 3 of R).

– We can choose the other 64 − 21 = 43 bits of KL and the 64 bits of KH at
random. We now have obtained a weak key. This means that the number
of weak keys is exactly 2120 (since we chose freely 120 bits to construct the
weak key). This means that exactly 2−8 of the keys are weak keys. In Sect. 3
it is proven that each weak key has 230 equivalent keys.
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Example

We now construct a weak key, using the techniques described in the previous
section.

– We assign the bit value 0 to bits 2, 4, 5, 6 and 7 of KL. We set bit 0 and 1 of
KL equal to 0, and set bit 3 of KL equal to 1. Then the least significant byte
of the key has the value 08x.

– We calculate the least significant byte of s02. This gives e0x.
– We set bits 8 to 12 of KL to 0. It turns out that p = 1.
– We calculate L = cbx − s02 = ebx. We set bits 0, 1 and 3 of R to 0. We solve
the equation R = e0x. It turns out that (KL�13) = 02x.

– The other bits 21–63 of KL and 0–63 of KH are set 0. Now we have constructed
the weak key

K = [KH ‖ KL] = 00000000 00000000 00000000 00004008x .

It is easy to check that this key is indeed a weak key with 230 equivalent keys.
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Abstract. An block cipher CRYPTON based on the structure of
SQUARE is a candidate algorithm for the AES. Recently Lim changes
the S-box construction and key scheduling, and suggested modified
version(version 1.0) in FSE’99. In this paper we present an attack on
CRYPTON reduced to 5 rounds. This attack is based on impossible
differentials[7]. 4 rounds of CRYPTON has impossible differential, we
use this to show that CRYPTON version 1.0 reduced to 5 rounds can be
attacked using 283.4 chosen plaintext and ciphertext pairs. This attack
can be also applied to CRYPTON version 0.5 using less chosen plaintext
and ciphertext pairs.

1 Introduction

C.H.Lim proposed an block cipher CRYPTON[1] based on the structure of
SQUARE[5]. It is a candidate algorithm for the AES. Several analyses were pro-
posed to this cipher. Weak keys are discovered in CRYPTON version 0.5[3]. In[4],
G.Bijnens applied higher order differential attack to 6 rounds of CRYPTON.
To overcome some weakness, recently Lim suggested modified version(version
1.0)[2]. This new version changes the S-box construction and key scheduling.

In this paper we applied a variant of differential cryptanalysis, which is called
impossible differential cryptanalysis, to CRYPTON reduced to 5 rounds. The
idea of cryptanalysis with impossible differentials was applied to DES S-boxes
by E.Biham[6]. Recently Skipjack reduced to 31 rounds was attacked by crypt-
analysis with impossible differentials[7]. It seems that this attack is powerful for
some ciphers with impossible differentials. Both version of CRYPTON has im-
possible differential, which ensure that for all keys there are no pairs of inputs
with particular differences with the property that after 4 rounds of encryption
the outputs have some other particular differences. This impossible differential is
applied to attack on CRYPTON reduced to 5 rounds. Using 283.4 chosen plain-
text and ciphertext pairs, fifth roundkey of 128 bits of CRYPTON version 1.0
can be obtained. CRYPTON version 0.5 can be also attacked using 275.6 chosen
plaintext and ciphertext pairs.
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This paper is organized as follows. Section 2 gives a preliminary. Section 3
briefly reviews algorithms of CRYPTON. In section 4 we describe a 4-round im-
possible differential of CRYPTON. In section 5 we discuss the attack on CRYP-
TON version 1.0 reduced to 5 rounds. In section 6 we discuss the attack on
CRYPTON version 0.5 reduced to 5 rounds. We conclude in section 7.

2 Preliminary

In this paper we use next definitions.

Definition 1. Ai
γ , A

i
π, A

i
τ , A

i
σ: Input of γ, π, τ, σ transformation

in round i

Definition 2. Bi
γ , B

i
π, B

i
τ , B

i
σ: Output of γ, π, τ, σ transformation

in round i

Definition 3. A′: Differential value of a pair of A
Definition 4. P,C: Plaintext, ciphertext
Definition 5. Ki

e: A 128-bit roundkey in round i

Definition 6. A[i][j]: A 8-bit word of i-th row and j-th column of 4×4 matrix

3 Description of CRYPTON

A[0][3] A[0][2] A[0][1] A[0][0]

A[1][3]

A[2][3]

A[3][3]

A[1][2]

A[2][2]

A[3][2]

A[1][1]

A[2][1]

A[3][1]

A[1][0]

A[2][0]

A[3][0]

Fig. 1. Byte coordinate of CRYPTON

The block cipher CRYPTON is designed based on SQUARE. The data is
arranged to a 4 × 4 byte array as shown in Fig.1. CRYPTON uses next trans-
formation in each round.
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- Nonlinear byte substitution γ : Two different transformations γo,γe are used
alternatively in successive rounds. γo is used in odd rounds,γe is used in even
rounds. This transformation consists of byte-wise substitutions.

- Linear columnwise bit permutation π: Two different transformation πe,πo

are used. πe is used in even rounds, πo is used in odd rounds. These trans-
formations calculates two bits at once by exoring the value of two bits in
corresponding positions in three different bytes of the column. They can be
implemented using four mask bytes, denoted m0 = fcx,m1 = f3x,m2 =
cfx,m3 = 3fx.

Bπo [i][j] =
3⊕

k=0

(
(A[k][j]) ∧m(i+j+k)mod 4

)
for odd rounds .

Bπe [i][j] =
3⊕

k=0

(
(A[k][j]) ∧m(i+j+k+2)mod 4

)
for even rounds .

For even rounds of CRYPTON version 0.5 m(i+j+k+2)mod 4 is replaced by
m(i+j+k+1)mod 4.

- Linear column-to-row transposition τ : This operation simply rearranges 4×4
byte array by moving the byte at the (i, j)-th position to the (j, i)-th position.

- Key addition σKi
e

: This operation is xoring data with i-th roundkey Ki
e of

128 bits.

The encryption round functions are defined for odd and even rounds as follows.

- ρoKi
e
(A) = (σKi

e
◦ τ ◦ πo ◦ γo)(A) for odd rounds

- ρeKi
e
(A) = (σKi

e
◦ τ ◦ πe ◦ γe)(A) for even rounds

And linear output transformation φe is used at last round.

- φe = τ ◦ πe ◦ τ
Then encryption of full 12-round CRYPTON is described as

- Enc = φe ◦ ρeK12
e

◦ ρoK11
e

◦ · · · ◦ ρeK2
e
◦ ρoK1

e
◦ σK0

e

We don’t consider the use of φe in our attack, because this function uses only
known quantities.

4 A 4-Round Impossible Differential

In this section we show CRYPTON has a 4-round impossible differential. Fig. 2
describes one pattern of an impossible differential.

An Impossible Differential : Given an input of the form (a), then there
cannot be pairs B4′

γ of the form (b) after byte substitution γ in round 4.
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σγ

σ
Plaintext

τ −1π−1γ −1 σ−1

στπγ

Round 4

γ −1

Contradiction !

π τ

Round 3

Round 2

Round 1

Round 0

Fig. 2. The 4-round impossible differential. White squares represents zero dif-
ferences, gray squares represents nonzero differences.
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(a) The differences of 4 words in only one column of the plaintext pair are
nonzero, and the differences of all 12 words in other 3 columns are zero.
For example,

P ′ =




a 0 0 0

b 0 0 0

c 0 0 0

d 0 0 0




(b) The differences of one or two words in any one column of B4′
γ are nonzero,

and those of all other 15 or 14 words are zero. For example,

B4′
γ =




0 0 0 0

0 0 0 0

e 0 0 0

f 0 0 0




To prove this, we make the following observations:(see Fig.2).

1. If B4′
γ has the form stated in (b), then all 8 words of 2 columns of B3′

γ , which
is the difference after γ transformation in round 3, are zero(for example,
column 0 and 1 in Fig. 2). So all 8 words of 2 columns of B2′

σ , which is the
difference after σ transformation in round 2, are zero.

2. If the difference of plaintext pair has the form stated in (a), then some words
of only one row of B1′

τ , which is the difference after τ transformation in round
1, are nonzero. 3 or 4 words of any column of B2′

π , which is the difference
after π transformation in round 2, are nonzero. 1 So the difference of 3 or 4
words of at least one row of B2′

σ , i.e., 3 or 4 columns, are nonzero.
3. From 1 just 2 columns of B2′

σ are zero. From 2 at least 3 columns of B2′
σ are

nonzero. This is a contradiction.

5 An Attack on CRYPTON Version 1.0 Reduced to 5
Rounds

In this section we describe cryptanalysis of CRYPTON version 1.0 reduced to 5
rounds. The attack is based on the 4-round impossible differential with additional
one round at the end. An attack is as follows.

1. Choose structure of 232 plaintexts which differ at four words of only column 3,
i.e.,P [0][3], P [1][3], P [2][3], P [3][3], having all the possible values in it. Such
structure proposes about 263 pairs of plaintexts(see Fig.2).

1 π transformation always transform one nonzero differential word into 3 or 4 nonzero
differential words.
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γ π τ σ

γ π τ σ

Round 4

Round 5

Ciphertext

Fig. 3. Ciphertext pattern used in an attack. The impossible differentials in
round 4 always satisfy B5

γ
′ pattern used.

2. Given 251.4 structures (283.4 plaintexts), we calculate B5
γ using linear trans-

formation of ciphertexs C as follows.

B5
γ = πo (τ(C)) . (1)

3. We collect all those pairs which differ only at four words of the i-th row of
B5

γ , which are pairs after γ transformation in round 5(see Fig.3).
Only pairs, which has nonzero difference in 1 or 2 words of i-th column of
B4′

γ and zero differences in all other 14 or 15 words, satisfy this B5
γ
′. By this

operation on average one structure proposes 2−33(= 2−96 × 263) such pairs,
and thus only about 218.4(= 2−33 × 251.4) pairs remain.

4. We decrypt remaining pairs with all possible 32-bit value of i-th row of K5
eq.

The decryption is expressed as follows.

(A5
γ [i][0] , A5

γ [i][1], A
5
γ [i][2], A

5
γ [i][3])

=
(
γo(B5

γ [i][0]⊕K5
eq[i][0]), γo(B5

γ [i][1]⊕K5
eq[i][1])

, γo(B5
γ [i][2]⊕K5

eq[i][2]), γo(B5
γ [i][3]⊕K5

eq[i][3])
)
. (2)

Where we express equivalent key K5
eq of round key K5

e as follows.

K5
eq = πo

(
τ(K5

e )
)
. (3)

5. Next we calculate the difference of the i-th column of B4
γ
′ as follows.

(B4′
γ [0][i] , B4′

γ [1][i], B4′
γ [2][i], B4′

γ [3][i])t

=
(
πe

(
τ(A5′

γ [i][0], A5′
γ [i][1], A5′

γ [i][2], A5′
γ [i][3])

))t

. (4)
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As we know that such a difference as those of the form (b) is impossible,
every key that proposes such a difference is a wrong key. For each pair we try
all the 232 possible values of the i-th row of equivalent key K5

eq, and verify
whether the decrypted values have the form (b). It is expected that about
6×216 values proposed this difference, and thus we are guaranteed that these
6× 216 values are not the correct equivalent key of round 5. After analyzing
the 218.4 pairs, there remain only about 232 × (1 − 6 × 2−16)2

18.4
= 2−14

wrong values of the equivalent key of round 5. It is thus expected that only
one value remains, and this value must be the correct 32-bit equivalent key
of i-th row of K5

eq.
6. If we do above procedure for i = 0, 1, 2, 3, then 32-bit equivalent key of i-

th row of K5
eq can be obtained independently. Finally 128-bit round key of

round 5 is obtained by linear transformation as follows.

K5
e = τ ◦ πo ◦K5

eq . (5)

The time complexity of recovering 128-bit roundkey of round 5 is equivalent to
about 283.4 π ◦ τ transformation and 243 encryptions. 2

6 An Attack on CRYPTON Version 0.5 Reduced to 5
Rounds

The procedure of an attack on CRYPTON version 0.5 is the same as that on
version 1.0. The number of plaintext and ciphertext pairs needed for an attack
is less than that needed on version 1.0.

We can collect pairs which have nonzero differences only in 4 words of i-th
row of B5′

γ with higher probability than the case of version 1.0. This is caused by
the difference in the S-box construction. We explain this as follows (see appendix
for details).

1. When 4 words of only the third column of P ′ are nonzero, we can collect
pairs which have nonzero difference in 4 words of only the first row of B5

γ
′

with probability 2−87.2. From the same plaintexts we can also collect pairs
which have nonzero difference in 4 words of only the third row of B5

γ
′ with

probability 2−87.2.
2. Similarly when 4 words of only the 0-th column of P ′ are nonzero, we can

collect pairs which have nonzero difference in 4 words of only the 0-th row
(and only the second row) of B5

γ
′ with probability 2−87.2.

So we can obtain the first row and the third row of K5
eq using 242.6 structures

(274.6 plaintexts) as shown in 1, and 0-th row and the second row of K5
eq using

242.6 structures (274.6 plaintexts) as shown in 2.3 Totally 275.6 plaintext and
ciphertext pairs are needed for an attack.
2 232 + 232 × (1−6×2−16) + 232(1−6×2−16)2 · ·+ 232 × (1−6×2−16)2

18.4
= 1.3×245

π ◦ τ ◦ γ ◦ σKe computations are needed. Since 5 round encryption consists of 5
applications of π ◦τ ◦γ ◦σKe , this time complexity is equal to about 243 encryptions.

3 242.6 × 263 × 2−87.2 = 218.4 pairs remain for each case as shown in 1 or 2.
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σγ

σ
Plaintext

τπγ σ

στπγ

Round 4

γ

π τ

Round 3

Round 2

Round 1

Round 0

0α00 0β00 0γ00 0δ00

00ε0 00ζ0 00η0 00θ0 

σπ τ

00ε0 00ζ0 00η0 00θ0 

Round 5

γ

0α00 0β00 0γ00 0δ00 0δ00 

0γ00 

0β00 

0α00

0δ00 

0γ00 

0β00 

0α00

Fig. 4. One of differential patterns of CRYPTON version 0.5 used for an attack
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7 Conclusion

In this paper we described an attack on CRYPTON reduced to 5 rounds using
impossible differential on 4-round CRYPTON. To obtain 128-bit roundkey of
round 5 of CRYPTON version 1.0, we need 283.4 chosen plaintext and ciphertext
pairs. This attack can be also applied to CRYPTON version 0.5 using 275.6

chosen plaintext and ciphertext pairs.
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Appendix

We explain the case of 1 in section 6. When only the third column of P ′ is
nonzero, we can collect pairs which have nonzero difference of 4 words of only
the third row of B5

γ
′ with probability 2−87.2. Fig.4 shows this differential pattern.

4 words of B2′
γ with nonzero difference have next form.

(
B2′

γ [3][0], B2′
γ [3][1], B2′

γ [3][2], B2′
γ [3][3]

)
= (0δ00, 0γ00, 0β00, 0α00) . (6)

0α00 is 8-bit word which has nonzero difference on 4-5 bits. After π, τ and
σ transformation in round 2, A3′

γ has the form shown in Fig.4. When every 3
words of each column of B3′

γ has the same value as 00ε0, after π transformation
in round 3 B3′

π has nonzero differences of 4 words of only the third row. The
probability of γ transformation in round 2 is 2−24

(
= (2−6)4

)
. The probability

of γ transformation in round 3 is 2−63.2
(
= (5

3 × 2−6)12
)
. So the probability of

B5′
γ having nonzero difference of 4 words of only third row is 2−87.2. From the

same plaintexts we can also collect B5′
γ having nonzero difference of 4 words of

only first row with probability 2−87.2. The case of 2 in section 6 can be also
explained by the similar procedure as above.
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Abstract. The paper cryptanalyses two public key cryptosystems based
on SL2(Z) that have been recently proposed by Yamamura.

1 Introduction

Yamamura [13,14] has recently described two public-key cryptosystems based
on subsemigroups of SL2(Z). This paper cryptanalyses both of these systems.
We show that a plaintext may be efficiently obtained from the corresponding
ciphertext and public key, and hence both systems are insecure.

There have been other proposals for cryptographic primitives based on group
theory. A public key cryptosystem based on ‘logarithmic signatures’ in finite
groups was proposed by Qu and Vanstone [9]. This system was cryptanalysed
by Blackburn, Murphy and Stern [1,2]. Related work, for example by Magliveras
and Memon [6], investigated the suitability of a cryptosystem based on permu-
tation groups. A hybrid system, primarily based on a knapsack problem but also
involving logarithmic signatures, was proposed by Qu and Vanstone [10] and
was cryptanalysed by Nguyen and Stern [7]. Tillich and Zémor [12] proposed a
hash function based on SL2(F2n). Geiselmann [5] described how to find collisions
for this hash function; see Charnes and Pieprzyk [3] for other comments on this
scheme.

The basic cryptanalytic approach of this paper is as follows. The ciphertext
in the cryptosystem described in [14] is a complex number z. It turns out that it
is easy to derive the first bit of the plaintext from z. An example of the possible
ciphertexts output by the cipher is given in Figure 2. These complex numbers
clearly fall into two easily distinguished regions in the complex plane, depending
on the first bit of the plaintext. Once the first bit has been recovered, it is easy to
compute the ciphertext corresponding to the plaintext with the first bit removed.
Hence we may recover all the plaintext one bit at a time.

The bulk of this paper shows that the phenomenon illustrated in Figure 2
occurs for all possible choices of private key, and so the cryptosystem proposed
in [14] is insecure. We also show how to reduce the security of the cryptosystem
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proposed in [13] to the security of the cryptosystem proposed in [14]; hence both
cryptosystems are insecure.

The rest of this paper is organised as follows. Section 2 contains the back-
ground on SL2(Z) that we require. Section 3 describes the two cryptosystems
that Yamamura proposes. Section 4 cryptanalyses these systems, and Section 5
discusses a slightly more general class of cryptosystems.

2 Background

Both the Yamamura cryptosystems are based on properties of the group SL2(Z)
of 2 × 2 integer matrices of determinant 1 under multiplication. This section
summarises properties of this group that we will need.

Define matrices A,B ∈ SL2(Z) by

A =
(
1 −1
1 0

)
and B =

(
0 −1
1 0

)
.

It is well known that these matrices generate SL2(Z). It is easy to check that
A3 = B2 = −I, where I is the 2 × 2 identity matrix. In fact, it is possible to
characterise SL2(Z) in terms of abstract group theory as an ‘amalgamated free
product’ of the cylic groups of order 6 and 4 generated by A and B respectively;
see Robinson [11, Section 6.4] for any facts about amalgamated free products
that we use.

The theory of amalgamated free products shows that each element g ∈
SL2(Z) has a unique representation as an element in ‘normal form’. More pre-
cisely, there exists a unique non-negative integer n, a unique ε ∈ {I,−I} and
unique elements s1, s2, . . . sn ∈ {A,A2, B} such that

g = εs1s2 · · · sn (1)

and such that for all k ∈ {1, 2, . . . , n− 1} either:
– sk ∈ {A,A2} and sk+1 = B, or
– sk = B and sk+1 ∈ {A,A2}.
We now introduce some more geometrical notions. We write GL2(C) for the

group of all 2× 2 matrices with complex entries and non-zero determinant. This
group acts on C ∪ {∞} by associating

g =
(
a b
c d

)
∈ GL2(C)

with the ‘Möbius transformation’ defined by

z 	→(az + b)/(cz + d).

It is well known — see Jones and Singerman [4] — that Möbius trasformations
map circles to circles (we include the limiting case of the lines in our definition
of circle).
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Since SL2(Z) is a subgroup of GL2(C), we may associate each element of
SL2(Z) with a Möbius transformation. The Möbius transformations associated
with SL2(Z) actually preserve the upper half plane H = {z ∈ C : Im(z) > 0}.

As Yamamura observes, this action gives rise to an efficient algorithm to
compute the normal form (1) of an arbitrary element g ∈ SL2(Z), up to sign; we
may describe this algorithm as follows. Define regions O, P , Q and R of H by

O = {z ∈ H : |z| > 1, |Re(z)| ≤ 1/2},
P = {z ∈ H : |z| ≥ 1, |Re(z)| ≥ 1/2},
Q = {z ∈ H : |z| ≤ 1, |z − 1| ≤ 1} and
R = H− (O ∪ P ∪Q).

These regions are depicted in Figure 1.

R

O
P

Q

Fig. 1. The regions O, P , Q and R

(The region O is the standard fundamental domain for the action of SL2(Z)
on H.) Choose a point z0 in the interior of O; for example z0 = 2i. Define
z = g(z0). The following algorithm finds the normal form of g, up to sign.

Algorithm 1

1. Set k = 0.
2. If z ∈ O then halt.
3. Set k = k + 1.
4. If z ∈ P then set sk = A, if z ∈ Q then set sk = A2 and if z ∈ R then set

sk = B.
5. Set z = s−1

k (z).
6. Return to step 2.

The sequence s1s2...sn is the normal form of ±g; see Yamamura [14] for details.
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3 The Cryptosystems

This section describes the two public key cryptosystems proposed by Yama-
mura. We refer to the system proposed in [13] as the “polynomial-based scheme”
and the system proposed in [14] as the “point-based scheme”. We describe the
two schemes in a different manner to Yamamura; we will prove below that the
schemes we describe are no less general than the Yamamura schemes.

3.1 The Point-Based Scheme

A user generates its public key as follows. The user chooses words V1 and V2 in
the generatorsA and B of SL2(Z) so that V1 and V2 generate a free subsemigroup
of SL2(Z). This is done so that any word in V1 and V2 is in normal form with
respect to A and B; moreover, one of V1 and V2 should not be an initial segment
of the other. For example, for any integers i and j such that i, j ≥ 2, a valid choice
of V1 and V2 is V1 = (BA)i and V2 = (BA2)j . The user then chooses a matrix
M ∈ GL2(C) and a point p in the interior of the fundamental region O. The
public key is defined to be an ordered triple (W1,W2, q) whereW1,W2 ∈ GL2(C)
and q ∈ C are defined by

W1 =M−1V1M,

W2 =M−1V2M

q =M−1(p).

The private key is the matrix M .
Encryption: Given a message of n values i1, i2, . . . , in ∈ {1, 2} the ciphertext
is the point q′ =W (q) ∈ C where

W =Wi1Wi2 · · ·Win .

Note that M(q′) = Vi1Vi2 · · ·Vin(p).
Decryption: The receiver computes the point p′ = M(q′) ∈ H. The receiver
then uses Algorithm 1 to find the normal form of word Vi1Vi2 · · ·Vin in A and
B. It is then easy to recover the sequence i1, i2, . . . , in.

Following Yamamura, we ignore any practical issues relating to exact compu-
tation in C. We assume that all calculations are performed to sufficient precision
so that all the operations we consider may be carried out.

3.2 The Polynomial-Based Scheme

In this scheme, a user generates a public key as follows. The user chooses V1, V2

and M as in the point-based scheme above. The user then chooses a ∈ C and
a pair F1(x), F2(x) of 2 × 2 matrices over the polynomial ring C[x] such that
F1(a) = V1 and F2(a) = V2. The public key is the pair (W1(x),W2(x)) where
Wi(x) = M−1Fi(x)M for i ∈ {1, 2}. The secret key is the matrix M and the
complex number a.
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Encryption The sequence i1, i2, . . . , in ∈ {1, 2} is encrypted as the matrix E(x)
where

E(x) =W2(x)W1(x)i1W2(x)W1(x)i2 · · ·W2(x)W1(x)inW2(x).

[One could have equally used the matrix
∏n

j=1 Wij (x) as in the point-based
scheme.]
Decryption The receiver calculates g ∈ SL2(Z), where g = ME(a)M−1. The
user chooses a point p in the interior of the fundamental domain O, calculates
q = g(p) and recovers the message in essentially the same way as in the point-
based scheme.

3.3 Some Comments

The description of the schemes above differ slightly from the presentation in
Yamamura’s papers [13,14]. Firstly, in the point-based scheme, Yamamura re-
stricts M to lie in GL2(R), and so our scheme is more general in this respect.
Secondly, in both schemes Yamamura allows a user to choose any generators
A1, B1 ∈ SL2(Z) such that A3

1 = B2
1 = −I in place of the matrices A and B.

With this more general choice, our method of cryptanalysis still applies; see
Section 5.

To avoid difficulties with the decryption method, Yamamura has recently [15]
added the restriction that A1 = P−1AP and B1 = P−1BP for some matrix
P ∈ SL2(Z). Note that, when A1 and B1 are chosen in this way, then an instance
of Yamamura’s scheme [13,14] with a matrix M is the same as an instance of
the scheme described above with M replaced by PM . Hence the schemes above
are as general as the schemes described by Yamamura if A1 and B1 are chosen
in this manner.

4 Cryptanalysis

This section contains two subsections, which cryptanalyse each of the two cryp-
tosystems in turn.

4.1 Cryptanalysis of the Point-Based Scheme

We begin this section with an example of a cryptanalysis. Suppose V1 = BABA,
V2 = BA2, p = 2i and

M =
(

0.8− 0.3i −0.2 + 0.4i
−0.8 + 0.9i 2.7 + 0.3i

)
∈ GL2(C).

We will show that the points of C corresponding to encryptions of messages
with i1 = 1 are easily distinguished from those with i1 = 2. This is clear for
our example: Figure 2 is a plot of all points in C corresponding to messages of
length between 1 and 9. The points fall into two regions depending on the bit i1



Cryptanalysis of Two Cryptosystems Based on Group Actions 57

of their corresponding plaintexts: those points corresponding to messages with
i1 = 1 correspond precisely to the lower collection of points (those with negative
imaginary part). Thus, given an intercepted ciphertext q′, it is easy to determine
the first bit i1 of the corresponding plaintext by finding which of the two regions
q′ lies in. Once i1 has been determined, the first digit of the plaintext may be
stripped off by replacing q′ by V −1

i1
(q′) and the process repeated to determine

earlier digits until q′ = q.

Fig. 2. Example of Ciphertexts

It remains to show that for all choices of parameters, the messages always
fall into two regions in a similar way, and to show that these regions may be
derived from the public key. We begin by showing that points corresponding to
ciphertexts fall into two regions.

For W1,W2 ∈ GL2(C) and q ∈ C, define the set Sq(W1,W2) ⊆ C by

Sq(W1,W2) =


W (q) ∈ C :W =

n∏
j=1

Wij where n ≥ 0 and ij ∈ {1, 2}

 .

Proposition 1. Let (W1,W2, q) be a public key of the point-based scheme. Then
the sets W1Sq(W1,W2) and W2Sq(W1,W2) are separated by a boundary which
consists of at most 3 circle segments.

Note: We include the limiting case of a line in our definition of ‘circle’.
Proof: Consider the words V1 and V2, the point p ∈ O and the matrix M ∈
GL2(C) that were used to construct the public key. Without loss of generality,
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the normal forms of V1 and V2 with respect to A and B may be written in the
form

V1 = ±gAg1 and
V2 = ±gBg2,

where g, g1 and g2 are words in A and B. The fact that the normal form al-
gorithm of Section 2 always works implies that g−1V1Sp(V1, V2) ⊆ P ∪ Q and
g−1V2Sp(V1, V2) ⊆ R. The boundary of P ∪Q consists of 3 circle segments. We
may take the image of this boundary under M−1g as the boundary between
W1Sq(W1,W2) and W2Sq(W1,W2). ✷

In fact, the boundary that separates the two sets is usually much simpler than
that constructed in the proposition. Indeed, except for the single case when V2 =
gB, we may take the image of the imaginary axis under M−1g as the boundary.
Even in the exceptional case when V2 = gB, the image of the imaginary axis
separates the two sets once we remove single pointW2(q). Hence for all practical
purposes, we may assume that the two sets are separated by a circle.

It is now clear how cryptanalysis proceeds:

1. Generate some random points fromW1Sq(W1,W2) andW2Sq(W1,W2) using
the public key.

2. Find a circle that separates the two subsets that have been generated. Such
a circle can be determined by a variety of methods.

3. For a ciphertext q′, determine the first bit i1 of the corresponding plaintext
by determining which side of the circle q′ lies.

4. Replace q′ by W−1
i1
q′ and, while q �= q′, go to step 3.

4.2 Cryptanalysis of the Polynomial-Based Scheme

We now cryptanalyse the polynomial-based scheme, by reducing the problem to
an instance of breaking the point-based scheme.

The cryptanalysis of the previous subsection makes use of the fact thatMq ∈
O. We justify why the methods will produce good results for all q ∈ C excluding
a set of measure zero. We will show that all but a few points in W1Sq(W1,W2)
andW2Sq(W1,W2) are separated by the boundary constructed in Proposition 1.
This will allow us to use the same four steps above to recover almost all of the
plaintext; see below.

Let q ∈ C and suppose that p =M(q) ∈ H. (This is no real loss of generality,
since a similar argument will work when p ∈ −H.) Assume further that p is not
on the boundary of any image of O under SL2(Z). Then there is some h ∈ SL2(Z)
such that h−1(p) is in the interior of O. Let i1, . . . , in ∈ {1, 2}. The algorithm to
find the normal form of an element of SL2(Z) given by Yamamura works by con-
sidering the images of a point in the fundamental domain. Since our point p is in
the image of the fundamental domain under the element h, the algorithm of Ya-
mamura produces the normal form of Vi1Vi2 · · ·Vinh rather than of Vi1Vi2 · · ·Vin

when given Vi1Vi2 · · ·Vin(p). Now, the normal form of Vi1Vi2 · · ·Vinh almost al-
ways begins with the word Vi1 — the only way this can fail to happen is if h
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begins with the normal form of (Vi2 · · ·Vin)−1, and this bad case is extremely
unlikely. Indeed, the likelihood of the bad case occurring tends to 0 exponen-
tially as n tends to infinity. Thus, if we construct our approximations to the sets
W1Sq(W1,W2) and W2Sq(W1,W2) by sampling words in W1 and W2 of small
length, the methods of the previous subsection will recover all but (at worst) the
last few terms of the sequence i1, i2, . . . , in with overwhelming probability. Even
if problems occur with recovering the final few terms, this is easily overcome by
exhaustive search.

We now cryptanalyse the polynomial-based scheme. We know that there is
some a ∈ C such that the matricesW1(a) andW2(a) have determinant 1. Hence,
gcd(det(W1(x))− 1, det(W2(x))− 1) is a polynomial which has a as a root. The
roots of this polynomial may be computed to arbitrary precision by numerical
methods; see Press et al [8] for example. One of these roots will be the value of
a we are seeking. In fact, for most choices of F1(x) and F2(x), there will only be
one root a. For each candidate a′ for a we repeat the following process.

Let E(x) be an intercepted ciphertext. Choose a point p ∈ C and compute
p′ = E(a′)(p). We now use the method described in the cryptanalysis of the
point-based scheme to express E(a′) as a product of the matrices W1(a′) and
W2(a′), thus giving us a candidate plaintext. If the plaintext encrypts to the
intercepted ciphertext (which it is almost certain to do if a′ = a), we have
decrypted successfully.

5 More General Generators

It might be hoped that a different choice A1, B1 of generators of SL2(Z) such
that A3

1 = B2
1 = −I might resist the attacks above. (If this is done, a different

decryption method must be found.) However, since we only care about A1 andB1

up to conjugation in GL2(C), we may assume that A1 and B1 are of a restricted
form (as outlined in the following proposition). We may then use this restricted
form to show that no choices of A1 and B1 resist the attacks presented above.

Proposition 2. Let A1, B1 ∈ SL2(Z) be generators for SL2(Z) such that A3
1 =

B2
1 = −I. Then there exists a matrix N ∈ GL2(R) such that

(i) N−1A1N = A and
(ii) the normal form (1) of N−1B1N with respect to A and B has the
property that s1 = sn = B.

Proof: The theory of amalgamated free products shows that any element of finite
order in SL2(Z) is conjugate (by an element of SL2(Z)) to an element in either
the subgroup generated by A or the subgroup generated by B. Since A1 has order
6, there exists N ∈ SL2(Z) that conjugates A1 to either A or A−1. Conjugating
by the matrix T defined by

T =
(
0 1
1 0

)
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preserves SL2(Z) and maps A−1 to A. Thus, replacing N by NT if necessary,
there exists N ∈ GL2(R) such that property (i) holds and that N−1B1N ∈
SL2(Z).

We may assume that the normal form (1) of N−1B1N with respect to A
and B has the property that s1 = B, for if not we replace N by Ns1. Since
(N−1B1N) has finite order, the concatenation of two copies of the normal form
of N−1B1N cannot still be in normal form. Hence sn = B and so property (ii)
holds. ✷

The form of A1 and B1 in Proposition 2 has the useful property that any
word in normal form in A1 and B1 is also in normal form with respect to A and
B once each occurence of B1 is replaced by the normal form of B1 with respect to
A and B. Moreover, two words in A1 and B1 have the property that one is not an
initial segment of the other if and only if the same is true for their normal forms
with respect to A and B. This means that the polynomial based scheme with
general A1 and B1 is a special case of the scheme detailed above. Moreover, the
point-based scheme with general A1 and B1 is also a special case of the scheme
described in this paper, if we allow the point p to be an arbitrary point in C.
However, the methods discussed in the cryptanalysis of the polynomial-based
scheme make the cryptosystem insecure in this case.
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Abstract. We first show that a Feistel type block cipher is broken if
the round function is approximated by a low degree vectorial Boolean
function. The proposed attack is a generalization of the higher order
differential attack to a probabilistic one. We next introduce a notion of
higher order bent functions in order to prevent our attack. We then show
their explicit constructions.

1 Introduction

Consider a Feistel type block cipher with a round function GK such that

(y1, . . . , yn) = GK(x1, . . . , xn) (1)

where K denotes a key. Then GK can be viewed as a polynomial on GF(2n) or
a set of Boolean functions {f1, . . . , fn} such that

yi = fi(x1, . . . , xn) for i = 1, . . . , n .

¿From a view point of polynomials, Jakobsen and Knudsen showed the interpo-
lation attack which is effective if the degree of GK is small [4]. Jakobsen further
showed that the block cipher is broken even if GK is approximated by a low
degree polynomial [3].
On the other hand, from a view point of Boolean functions, Jakobsen and

Knudsen showed the higher order differential attack [4]. It is effective if each of
the degree of fi is small, where the degree is defined as the degree of a Boolean
function.
In this paper, we first show that the block cipher is broken even if each fi is

approximated by a low degree Boolean function. We call this attack a probabilistic
higher order differential attack because our attack is a generalization of the
higher order differential attack to a probabilistic one. (It can also be considered
as a generalization of the differential attack [1] to a higher order one.)

K. Y. Lam, E. Okamoto and C. Xing (Eds.): ASIACRYPT’99, LNCS 1716, pp. 62–74, 1999.
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We next introduce a notion of higher order bent functions in order to prevent
our attack. Intuitively, an r-th order bent function is a Boolean function f such
that N (r)

f is the maximum, where N (r)
f is defined as a distance from f to the set

of Boolean functions with degree at most r. This means that an r-th order bent
function is not approximated by any Boolean function with degree at most r if
r is small.
We then present some explicit constructions of r-th order bent functions such

that other cryptographic criteria are satisfied as well.
This paper is organized as follows. In Section 3, we review related works.

In Section 4, we propose the probabilistic higher order differential attack. In
Section 5, we introduce a notion of r-th order bent functions and show their
explicit constructions.

2 Preliminaries

2.1 Notation

Consider a Feistel type block cipher with block size 2n and m rounds. Let x =
(xL, xR) denote the plaintext, where xL= (x1, . . . , xn) and xR= (xn+1, . . . , x2n).
Similarly, let y = (yL, yR) denote the ciphertext. Let

CL
0

�
= xL and CR

0
�
= xR .

The round function G operates as follows.{
CL

i = CR
i−1 ,

CR
i = G(ki, C

R
i−1)⊕ CL

i−1 ,

where ki is a key of the i-th round. The ciphertext is given by

y = (yL, yR) = (CR
m, C

L
m) .

Further, we say that
(CL

m−1, C
R
m−1) = EK(xL, xR)

is the reduced cipher, where K is the key of the reduced cipher. Let ỹ = (ỹL, ỹR)
denote the reduced ciphertext. That is,

ỹ = (ỹL, ỹR) = (CR
m−1, C

L
m−1) .

In this paper, we assume that m is not large.

2.2 Degree of Boolean Functions

The degree of a Boolean function f , deg(f), is defined as the degree of the highest
degree term of the algebraic normal form:

f(x1, . . . , xn) = a0 ⊕
⊕

1≤i≤n

aixi ⊕
⊕

1≤i<j≤n

ai,jxixj ⊕ · · · ⊕ a1,2,...,nx1x2 · · ·xn .
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The degree of a vectorial Boolean function F (x1, . . . , xn) = (f1, . . . , fn) is defined
as

deg(F )
�
= max

i
deg(fi) .

3 Related Works

3.1 Higher Order Differential Attack

The higher order differential attack [4] is based on the following proposition
shown by Lai [5]. Let Lr denote an r-dimensional subspace of GF(2)n.

Proposition 3.1. [5] Let f be a Boolean function. Then for any w ∈ GF(2)n,⊕
x∈Lr+1

f(x⊕ w) = 0

if and only if deg(f) ≤ r.

In a Feistel type block cipher, let xR be kept constant. Then

ỹR = F (xL) ,

for some vectorial Boolean function F , where ỹR is the right half of the reduced
ciphertext. Suppose that deg(F ) ≤ r for any fixed xR and any fixed key of
the reduced cipher. Then the last round key km can successfully be recovered
by using 2r+1 chosen plaintexts with average time complexity 2r|Km| by using
Proposition 3.1, where Km denotes the set of the last round keys.

3.2 Piling-Up Lemma

Matsui used the following lemma in the analysis of the linear attack [8].

Lemma 3.1 (Piling-up Lemma). For ai ∈ GF(2) with i = 1, . . . , l, suppose
that ⊕

1≤i≤l

ai = 0 .

Let a′i be an independent random element of GF(2) such that Pr(ai = a′i) ≥ µ
for i = 1, . . . , l. Then

Pr(
⊕

1≤i≤l a
′
i = 0) ≥ 1/2 + 2l−1(µ− 1/2)l .

4 Proposed Attack

In this section, we show that a Feistel type block cipher is broken even if the
round function G is approximated by a low degree vectorial Boolean function.
We call this attack the probabilistic higher order differential attack because our
attack is a generalization of the higher order differential attack to a probabilistic
one.
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4.1 Algorithm of Our Attack

In a Feistel type block cipher with block size 2n, let xR be kept constant. Then

ỹR = F (xL) (2)

for some vectorial Boolean function F , where ỹR is the right half of the reduced
ciphertext. On the other hand, let G be the round function. Then

ỹR = yL ⊕G(km, yR) ,

where km ∈ Km is the last round key and (yL, yR) is the ciphertext. Therefore,

ỹR = F (xL) = yL ⊕G(km, yR) . (3)

Definition 4.1. We say that a vectorial Boolean function F (x) is (r, µ)-expres-
sible if there exists a vectorial Boolean function F ′(x) such that deg(F ′(x)) ≤ r
and

Pr
x
(F (x) = F ′(x)) ≥ µ .

Now suppose that F (xL) of eq.(2) is (r, µ)-expressible for any fixed xR and
any fixed key of the reduced cipher. Then the last round key km ∈ Km can be
found by the proposed attack as shown below, where Algorithm 1 is used as a
subroutine in Algorithm 2. Let Km denote the set of the last round keys.

Step 1: Choose xR ∈ GF(2)n randomly. Choose w ∈ GF(2)n
and a full rank (r+1)×n matrix L over GF(2) randomly.

Step 2: For all a ∈ GF(2)r+1, compute the ciphertext y(a) =
(yL(a), yR(a)) of a plaintext (aL⊕ w, xR).

Step 3: For each ki ∈ Km, compute

σ =
⊕

a∈GF(2)r+1

yL(a)⊕G(ki, yR(a)) .

If σ = (0, . . . , 0), then let ui = 1. Otherwise, let ui = 0.

Fig.1. Algorithm 1

Step 1: Let Ti = 0 for 1 ≤ i ≤ |Km|.
Step 2: For j = 1, . . . , N , do:
(a) Run Algorithm 1.
(b) For each ki ∈ K, let Ti = Ti + ui.

Step 3: Output kc such that Tc is the maximum.

Fig.2. Algorithm 2
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4.2 Analysis of Our Attack

The complexity of our attack is analyzed as follows.

Lemma 4.1. For ai ∈ GF(2)n with i = 1, . . . , l, suppose that⊕
1≤i≤l

ai = (0, . . . , 0) .

Let a′i be an independent random element of GF(2)n such that Pr(ai = a′i) ≥ µ
for i = 1, . . . , l. Then

Pr(
⊕

1≤i≤l a
′
i = (0, . . . , 0)) ≥

(
1/2 + 2l−1(µ− 1/2)l)n

.

Proof. Denote the j-th bit of ai as ai,j and the j-th bit of a′i as a
′
i,j for i = 1, . . . , l

and j = 1, . . . , n. The equation
⊕

1≤i≤l a
′
i = (0, . . . , 0) holds if and only if⊕

1≤i≤l

a′i,j = 0

holds for j = 1, . . . , n. On the other hand, Pr(ai = a′i) ≥ µ implies that

Pr(ai,j = a′i,j) ≥ µ

for j = 1, . . . , n. Then from Lemma 3.1, the result follows. ��
We assume that {F (aL⊕w) | a = (0, . . . , 0), . . . , (1, . . . , 1)} behaves as inde-

pendent random 2r+1 vectors if L and w are chosen randomly, where L is a full
rank (r + 1)× n matrix over GF(2).

Theorem 4.1. Suppose that F (xL) of eq.(2) is (r, µ)-expressible for any fixed
xR and any fixed key of the reduced cipher. If µ is close to one, then the last
round key can be found by using N2r+1 chosen plaintexts with average time
complexity 2rN |Km| and the success probability

∑
1≤i≤N

(
N

i

)
pi(1− p)N−i


 ∑

0≤j≤i−1

(
N

j

)
2−nj(1− 2−n)N−j




|Km|−1

,

where
p = 1− 2r+1n(1 − µ) .

Proof. Since F (xL) is (r, µ)-expressible, there exists a vectorial Boolean function
F ′(x) such that deg(F ′(x)) ≤ r and

Pr
L,w
(F (aL ⊕ w) = F ′(aL ⊕ w)) ≥ µ . (4)

First, from Proposition 3.1, it holds that⊕
a

F ′(aL⊕ w) = (0, . . . , 0) . (5)
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On the other hand, at step 3 of Algorithm 1,

σ =
⊕

a

F (aL⊕ w)

from eq.(3). Therefore, from eq.(4), eq.(5) and Lemma 4.1, we obtain that

Pr
L,w
(σ = (0, . . . , 0)) = Pr

L,w
(
⊕

a F (aL⊕ w) = (0, . . . , 0))

≥
(
1/2 + 22

r+1−1(µ− 1/2)2r+1
)n

. (6)

Let µ = 1 − ε, where ε is sufficiently small. Then the right hand side of eq.(6)
can be approximated as(

1/2 + 22
r+1−1(µ− 1/2)2r+1

)n

≈ (
1/2 + 1/2(1− 2× 2r+1ε)

)n

≈ 1− 2r+1nε

= p .

That is,
Pr
L,w
(σ = (0, . . . , 0)) ≈ p .

Hence, in Algorithm 2, if kc is the correct key,

Pr
L,w
(Tc = i) ≈

(
N

i

)
pi(1 − p)N−i .

On the other hand, if kw is a wrong key,

Pr
L,w
(Tw = j) =

(
N

j

)
2−nj(1− 2−n)N−j

because
Pr
L,w
(σ = (0, . . . , 0)) = 2−n .

Consequently,

Pr
L,w
(Tc = i and 0 ≤ Tw ≤ i− 1 for all w �= c)

= Pr
L,w
(Tc = i) Pr

L,w
(0 ≤ Tw ≤ i− 1 for all w �= c)

≈
(
N

i

)
pi(1− p)N−i


 ∑

0≤j≤i−1

(
N

j

)
2−nj(1− 2−n)N−j




|Km|−1

.

Since i ranges from 1 to N , the result follows. ��
Our experiment shows that if N = �p−2�, then the success probability is

larger than 90 %.
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4.3 Example

We show a block cipher such that it is broken by the proposed attack, but not
broken by the higher order differential attack.

KN cipher developed by Knudsen and Nyberg is provably secure against the
differential attack and the linear attack [6]. It is a 6 round Feistel cipher such
that n = 32 and the round function G is given by

G(k, x) = d(f(e(x) ⊕ k)) ,

where f(x) = x3 over GF(233), d : {0, 1}33 → {0, 1}32 discards one bit from its
argument and

e(x1, . . . , x32) = (x1, . . . , x32, a1x1 ⊕ · · · ⊕ a32x32)

for some a1, . . . , a32. Since deg(G) = 2, KN cipher is broken with 512 chosen
plaintext and 241 complexity by the higher order differential attack [4].
Now consider a slight modification of KN cipher. Let the round function be

G′(k, x) = d(f(e′(x) ⊕ k)) ,

where
e′(x1, . . . , x32) = (x1, . . . , x32, x1 · · ·x32) .

We call this cipher KN ′ cipher. Then KN ′ cipher cannot be broken by the higher
order differential attack because deg(G′) = 32 which is very large.
However, it is broken by the proposed attack as follows. First, G′ is (2, 1 −

2−32)-expressible. Therefore, F of eq.(2) is (23, (1 − 2−32)3)-expressible. Now
from Theorem 4.1, for N = 2, the last round key can be found with 210 cho-
sen plaintexts, 242 complexity and the success probability almost 100%, where
p ≈ 0.99.

5 Higher Order Bent Function

In this section, we introduce a notion of higher order bent functions in order to
prevent our attack. We then present their explicit constructions which satisfy
some other cryptographic criteria as well.

5.1 Higher Order Nonlinearity

The truth table of a Boolean function f(x) is defined as (f(α0), . . . , f(α2n−1)),
where αi is a vector of length n representing i in binary. For two Boolean func-
tions f(x) and g(x), let d(f(x), g(x)) denote the Hamming distance between
(f(α0), . . . , f(α2n−1)) and (g(α0), . . . , g(α2n−1)).
Let B(r)(x) denote the set of Boolean functions with degree at most r for

0 ≤ r ≤ n. That is,

B(r)(x) = {a0 ⊕
⊕

1≤i≤n

aixi ⊕ · · · ⊕
⊕

1≤i1<···<ir≤n

ai1,...,irxi1 · · ·xir} .
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Now we define the r-th order nonlinearity of a Boolean function f(x) as
follows.

Definition 5.1. Let

N
(r)
f

�
= min

g(x)∈B(r)(x)
d(f(x), g(x))

for 0 ≤ r ≤ n. We say that N (r)
f is the r-th order nonlinearity of f(x).

Note that the well known nonlinearity of f(x) is equivalent to N (1)
f .

We next show that N (r)
f is closely related to the covering radius of the r-th

order Reed-Muller code.

Definition 5.2. [7] The r-th order Reed-Muller code R(r, n) of length 2n, for
0 ≤ r ≤ n, is the set of the truth table of a Boolean function f(x) such that
deg(f) ≤ r.

The covering radius of R(r, n) is defined as

ρ(r, n)
�
= max

v∈{0,1}2n
min

u∈R(r,n)
d(v, u) .

Proposition 5.1. [2] If 0 ≤ r ≤ n− 3, then

ρ(r, n) ≥
{
2n−r−3(r + 4) if r is even ,
2n−r−3(r + 5) if r is odd .

Theorem 5.1.

max
f(x)

N
(r)
f = ρ(r, n) .

Proof. From the definition of the r-th order nonlinearity N (r)
f ,

max
f(x)

N
(r)
f = max

f(x)
min

g(x)∈B(r)(x)
d(f(x), g(x)) .

Since B(r) = {u | u ∈ R(r, n)}, we have

max
f(x)

min
g(x)∈B(r)(x)

d(f(x), g(x)) = max
v∈{0,1}2n

min
u∈R(r,n)

d(v, u)

= ρ(r, n) .

��
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5.2 Higher Order Bent Function

We then define r-th order bent functions based on Theorem 5.1 and Proposition
5.1 as follows.

Definition 5.3. We say that f(x) is an r-th order bent function if

N
(r)
f ≥

{
2n−r−3(r + 4) if r is even ,
2n−r−3(r + 5) if r is odd .

for 0 ≤ r ≤ n− 3.

(A well known bent function is also a 1-st order bent function. However, the
converse is not true.)

5.3 Basic Construction

In what follows, let x = (x1, . . . , xn) and x′ = (x1, . . . , xn−1). For a Boolean
function f(x), let

f1(x′)
�
= f(x′, 0) and f2(x′)

�
= f(x′, 1) .

Lemma 5.1.

N
(r)
f ≥ N

(r)
f1
+N

(r)
f2

.

Proof.

N
(r)
f = min

g(x)∈B(r)(x)
d(f(x), g(x))

= min
g(x)∈B(r)(x)

d(f(x′, 0), g(x′, 0)) + d(f(x′, 1), g(x′, 1))

≥ min
g1(x′)∈B(r)(x′)

d(f1(x′), g1(x′)) + min
g2(x′)∈B(r)(x′)

d(f2(x′), g2(x′))

= N
(r)
f1
+N

(r)
f2

.

��

Lemma 5.2. If f1(x′) = f2(x′), then

N
(r)
f = 2N (r)

f1
.

Proof. First N (r)
f ≥ 2N (r)

f1
from Lemma 5.1. Next choose g′(x′) ∈ B(r)(x′) such

that
d(f1(x′), g′(x′)) = N

(r)
f1
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arbitrarily. Define g(x) as g(x) = g′(x′). Then

2N (r)
f1
= N

(r)
f1
+N

(r)
f2

= d(f1(x′), g′(x′)) + d(f2(x′), g′(x′))
= d(f(x′, 0), g(x′, 0)) + d(f(x′, 1), g(x′, 1))
= d(f(x), g(x))
≥ min

g(x)∈B(r)(x)
d(f(x), g(x))

= N
(r)
f

because g(x) ∈ B(r)(x). Therefore, N (r)
f = 2N (r)

f ′ . ��
Let

σ(r)(x) =
⊕

1≤i1<···<ir≤n

xi1 · · ·xir .

for 0 ≤ r ≤ n. Then McLoughlin showed a lower bound on ρ(n− 3, 3) by using
σ(r)(x) [9]. It can be restated as follows.

Proposition 5.2. σ(n−2)(x) is an (n− 3)-th order bent function for n ≥ 3.
Now we show our basic construction of r-th order bent functions.

Theorem 5.2. Let

f(x1, . . . , xn) = σ(r+1)(x1, . . . , xr+3) .

Then f(x) is an r-th order bent function for 0 ≤ r ≤ n− 3.
Proof. By using Lemma 5.2 repeatedly n− r − 3 times, we have

N
(r)
f = 2n−r−3N

(r)

σ(r+1) .

Then from Proposition 5.2, we see that

N
(r)
f ≥

{
2n−r−3(r + 4) if r is even ,
2n−r−3(r + 5) if r is odd .

��

5.4 Improved Construction (I)

The r-th order bent function obtained from Theorem 5.2 is cryptographically
weak since it is not balanced and xr+4, . . . , xn do not appear in f(x). In what
follows, we show some improved constructions.

Definition 5.4. A Boolean function f(x) is balanced if

|{x | f(x) = 0}| = |{x | f(x) = 1}| .
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Definition 5.5. A Boolean function f(x) satisfies SAC if

f(x)⊕ f(x⊕ α)

is balanced for any α such that the Hamming weight of α is equal to 1.

Lemma 5.3. If deg(f(x)) > r and deg(h(x)) ≤ r, then

N
(r)
f = N

(r)
f⊕h .

Proof.

N
(r)
f⊕h = min

g(x)∈B(r)(x)
d(f(x) ⊕ h(x), g(x))

= min
g(x)∈B(r)(x)

d(f(x), g(x) ⊕ h(x))

= min
g(x)∈B(r)(x)

d(f(x), g(x))

= N
(r)
f .

��
By using Lemma 5.3, we can prove the following theorems. The proofs will

be given in the final paper.

Theorem 5.3. Suppose that r + 3 < n. Let

f(x1, . . . , xn) = σ(r+1)(x1, . . . , xr+3)⊕ xr+4 ⊕ · · · ⊕ xn .

Then f(x) is a balanced r-th order bent function.

Theorem 5.4. Suppose 2 ≤ r ≤ n− 3. Let

f(x1, . . . , xn) = σ(r+1)(x1, . . . , xr+3)⊕ (x1 ⊕ · · · ⊕ xr+3)(xr+4 ⊕ · · · ⊕ xn) .

Then f(x) is an r-th order bent function which satisfies SAC.

Theorem 5.5. There exist r-th order bent functions which satisfy PC(l) of or-
der k.

5.5 Improved Construction (II)

Next we show r-th order bent functions such that each xi is involved in a large
degree term.

Lemma 5.4. For any r, let{
sn(x1, . . . , xn)

�
= σ(r+1)(x1, . . . , xn) ,

sn−1(x1, . . . , xn−1)
�
= σ(r+1)(x1, . . . , xn−1) .

Then,
N (r)

sn
≥ 2N (r)

sn−1
.
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Proof. Note that

σ(r+1)(x′, 0) = σ(r+1)(x′)
= sn−1(x′) ,

σ(r+1)(x′, 1) = σ(r+1)(x′)⊕ σ(r)(x′)
= sn−1(x′)⊕ σ(r)(x′) .

Then from Lemma 5.1 and Lemma 5.3,

N (r)
sn

≥ N (r)
sn−1

+N (r)
sn−1

= 2N (r)
sn−1

.

��
Theorem 5.6. Let

f(x1, . . . , xn)
�
= σ(r+1)(x1, . . . , xn) .

Then f(x) is an r-th order bent function for 0 ≤ r ≤ n− 3.
Proof. Let

sr+3(x1, . . . , xr+3)
�
= σ(r+1)(x1, . . . , xr+3) .

Then by using Lemma 5.4 repeatedly n− r − 3 times, we have

N
(r)
f ≥ 2n−r−3N (r)

sr+3
.

Finally from Proposition 5.2, we see that

N
(r)
f ≥

{
2n−r−3(r + 4) if r is even ,
2n−r−3(r + 5) if r is odd .

Therefore, f(x) is an r-th order bent function. ��
Note that each xi is involved in a term of degree (r + 1) in the above f .
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Abstract. In the underlying finite field arithmetic of an elliptic curve
cryptosystem, field multiplication is the next computational costly op-
eration other than field inversion. We present two novel algorithms for
efficient implementation of field multiplication and modular reduction
used frequently in an elliptic curve cryptosystem defined over GF (2n).
We provide a complexity study of the two algorithms and present an
implementation performance of the algorithms over GF (2167).

1 I nt ro duct ion

In 1985, Neil Koblitz and Victor Miller independently proposed the elliptic curve
cryptosystem, whose security rests on the discrete logarithm problem over points
on an elliptic curve. Elliptic curve cryptography can be used to provide both a
digital signature scheme and an encryption scheme.With the apparent advantage
of high cryptographic strength relative to key size, elliptic curve cryptosystems
[9,14] have gained much popularity in the implementation of discrete logarithm
based public key protocols. The shorter key size generally leads to improved
computational efficiencies and smaller storage and bandwidth requirements. Al-
though elliptic curve cryptosystem can be based on finite field of any character-
istic, it is generally practical to implement within the prime or binary finite field
[9,14].

Certain classes of elliptic curves such as the subfield curves, supersingular and
anomalous binary curves have been proposed which provide improved efficien-
cies in implementation. However the extra structure provided by these curves
are subjected to attack and reviewed recently [17,4]. We consider only non-
supersingular and non-anomalous elliptic curves over non-composite field in the
paper. The algorithms presented are specifically for binary finite field with stan-
dard basis representation.
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Efficient implementation of elliptic curve cryptography can be focused on
2 levels. At elliptic curve group level, fast algorithms for multiplying a base
point P of an elliptic curve may be applied [5,6,7]. The computation of multi-
plying a point P of an elliptic curve group by a large integer d is analogous to
exponentiation of an element in a multiplicative group to the dth power. The
generally accepted algorithm for the computation is the “square-and-multiply”
algorithm. Signed digit representation, k-SR representation, addition chains and
sliding window methods are applied to the computation of scalar multiplication,
as the are employed to exponentiation [1,2].

For the underlying finite field arithmetic, more efficient algorithms that
speeds up computation of field multiplication and inversion may be introduced.
Field multiplication is the next costly operation other than field inversion.
Various algorithms, such as the transformation to projective coordinates trade
field inversion for field multiplication. Hence, it is desirable to provide fast and
effective field multiplication and modular reduction.

The purpose of this paper is to present new approaches for field multiplication
and a modular reduction commonly performed in elliptic curve cryptosystems
defined over binary finite field.

First, we review previous works in section 2. In section 3, we present a method
to speed up computation of field multiplication. This algorithm is applicable to
standard basis representation of elements in Galois field GF (2n). The algorithm
is based on modified classical “shift-and-add” method. Through elimination of
extensive shiftings, our algorithm is suited for microprocessors that have small
word size, and only instruction that can shift only one bit at a time. Such mi-
croprocessors are common in 8 or 16 bit microcontrollers and smartcards. While
there exist fast binary finite field multiplication with the use of table look-up
[10], such algorithms are generally not suitable for computing multiplication of
field elements with degree > 5 using low end microprocessor with limited mem-
ory.

In section 4, we present an efficient modular reduction based on optimiza-
tion of Schroeppel’s modular reduction technique [16], and our method is more
efficient than Schroeppe;’s approach. Detailed analysis of the complexity and
performances of our algorithms will also be presented.

We conclude this article with the comparison of implementation results for
field multiplication and reduction over GF (2167). Relative to the the classical
“shift-and-add” method of multiplication, our implementation result shows ap-
proximately 12 percent reduction in computation time for a general purpose 32
bits microprocessor. As for the field modular reduction, 14 percent reduction of
the computation cost can be realised.



Fast Algorithms for Elliptic Curve Cryptosystems 77

2 Previous Works

An elliptic curve, defined on a field K =GF(2n) where n is a prime, is the set of
solution points(x, y) to an equation of the form:

y2 + xy = x3 + ax+ b

with a, b ∈ K.

The set of points on an elliptic curve, together with a special point called
the point of infinity can be equipped with an Abelian group structure by the
following point addition operation:

λ =
y1 + y2

x1 + x2

x = a+ λ2 + λ+ x1 + x2

y = (x1 + x)λ + x+ y1

And by following point doubling operation:

λ = x1 +
y1

x1

x2 = a+ λ2 + λ

y2 = x2
1 + λx2 + x2

The simplest technique to compute multiplication in GF (2) is to use the
“shift-and-add” method. As no arithmetic carry over is involved, the “shift-and-
add” method is a neat and easy method for implementation. Addition in GF (2)
is simply the bitwise exclusive-or operation.

Selection of an elliptic curve is a critical step before the implementation. The
curve selected should not be a supersingular curve or anomalous curve.

For computation of field multiplication over GF (2n), we noted that word
level multiplication inGF (2) is usually not supported in general microprocessors.
There are 2 common software implementation techniques to achieve the GF (2)
multiplication.

– Table look-up method
– Emulation using “shift-and-add” technique
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In Table look-up method [10], the field multiplication result are first pre-
computed. A simple method is to use 2 tables, to store the higher order and
lower order of the multiplication result. The tables are addressed using the bits
of the multiplier and multiplicand. Therefore a 8-bits word for GF (2) multipli-
cation would require 2 × 28 × 28 × 8 bits = 128 Kbyte of storage space for the
look up tables. For 16 bit operands, 2× 216 × 216 × 16 bits = 16 GByte of look
up table would be required. Although there exists techniques [10] to handle 16
bit GF (2) multiplication using 8-bits look up table, we noted that the overheads
is not favourable for microprocessors without special shift instruction and not
practical with devices with extremely limited memory.

The simplest technique to compute multiplication in GF (2) is to use the
“shift-and-add” method. Addition in GF (2) is simply the bitwise exclusive-or
operation. As no arithmetic carry over is involved, the “shift-and-add” method
is a neat and simple method for implementation.

3 A New Approach for Multiplication

To compute the multiplication of two field elements A and B in standard basis
over GF (2n), the classical “shift-and-add” algorithm as described in [16] is com-
monly used. The classical method typically incurs computational cost of shifting
2s(n−1) bits of the intermediate results; where n is the number of bits of the field.

Our algorithm attempts to eliminate the extensive number of shift opera-
tions which inherently contributes to a large part of the computational cost.
Our method requires shifting 2s(w − 1) bits of the intermediate results; where
w is the wordsize of the microprocessor, and s = �n/w�. This contributes to
greater performance improvement, particularly for microprocessors with small
word size. It is noted that the number of field additions remains the same as
classical method since it is dependent on the hamming weight of the multiplier.
As ‘addition’ in GF (2) operation does not involve ‘carry’, with the addition op-
erator defined as exclusive-or operation, the saving in shift operations is possible
with our new algorithm.

3.1 Efficient Field Multiplication Algorithm

Definition 1. Let A,B = (bsw−1...b1b0) ∈ GF (2n) be the bit-string representa-
tion of the multiplier B. B can be partitioned into s blocks and each block is of
length w bits, and s = �n/w�. Denote ti = A · bi · xi, i ∈ {0..n− 1}

The field multiplication result of C = A×B = A
∑w−1

i=0 xi
(∑s−1

j=0

(
bjw+ix

jw
))

where B = (bsw−1...b1b0) ∈ GF (2n) can be re-expressed as:
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C = (t0 + twxw + t2wx2w + ...+ t(s−1)w)x(s−1)w + (t1x+ tw+1x
w+1

+t2w+1x
2w+1 + ...+ t(s−1)w+1x

(s−1)w+1)

+...+ (tw−1x
w−1 + tw+(w−1)x

w+(w−1) + t2w+(w−1)x
2w+(w−1)

+...+ t(s−1)w+(w−1)x
(s−1)w+(w−1))

= A(b0 + bw.xw + b2w.x2w + ...+ b(s−1)w.x(s−1)w)

+A(b1.x1 + bw+1.x
w+1 + b2w+1.x

2w+1 + ...+ b(s−1)w+1.x
(s−1)w+1)

+...+A(bw−1.x
w−1 + b2w−1.x

2w−1 + b3w−1.x
3w−1 + ...+ bsw−1.x

sw−1)

= A(b0 + bw.xw + b2w.x2w + ...+ b(s−1)w.x(s−1)w)

+x(A(b1 + bw+1.x
w + b2w+1.x

2w + ...b(s−1)w+1.x
(s−1)w

+...+ xw−1(A(bw−1 + bw+(w−1).x
w + b2w+(w−1).x

2w

+...+ b(s−1)w+(w−1).x
(s−1)w)...)

The efficient field multiplication is based on the following model of computing
the intermediate results of (t0, tw, ..., t(s−1)w) first and progressively on the next
tuple (t1, tw+1, ..., t(s−1)w+1), until all the intermediate results are computed in
which the last tuple is (tw−1, tw+(w−1), ..., t(s−1)w+(w−1)).
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Fig. 1. Model of improved multiplication algorithm

Algorithm 1 Denote LeftShift(X) as left shifting the coefficient representation
of the polynomial X by 1 bit and C[j] denotes the jth word of the coefficient
representation of polynomial C where j ∈ {0..(s− 1)}.

New-method-for-field multiplication(A,B)
1 C ← 0
2 for j ← w − 1 down to 0
3 do p← 0
4 for k ← 1 down to s
5 do if Bkw−1 = 1
6 then for i← (s− 1) + p down to p
7 do C[i]← C[i]⊕A[i− p]
8 p← p+ 1
9 LeftShift(C)
10 LeftShift(B)
11 return C
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No. of shift operations
Shift operation cost “Shift-and-add” method Our method

Number of shift operation on C 2s(n − 1) 2s(w − 1)
Number of shift operation on B s(w − 1) s(w − 1)
Total shift operations 2s(n − 1) + s(w − 1) 2s(w − 1) + s(w − 1)

Table 1. Computational time cost comparison for field multiplication

Using the classical “shift-and-add” method, 2s(n − 1) shift operations are
required to compute the field multiplication in GF (2n). With the new ap-
proach, only 2s(w − 1) shift operations are incurred without any need for pre-
computation. The relation between the number of bits n of the underlying field
and the word size, w would determine if the new algorithm would be more ef-
ficient compared to the binary method. The new algorithm will perform even
more efficiently than the binary method when

2s(w − 1) < 2s(n− 1) or equivalently w < n

The word size of general microprocessor are usually 8, 16, 32 and 64 bits
and for elliptic curve over GF (2n), n is usually chosen to be about 160 bits.
It is noted that when the field size of the elliptic curve is increased, the new
algorithm will perform more efficiently compare to the classical “shift-and-add”
field multiplication method. This is because the number of shift operation per-
formed on element C would remain unchanged for the new approach, whereas
the number of shift operations using the “shift-and-add” method would depend
on the field size n.

Table 2 compares the two methods based on a typical 167 bits field for el-
liptic curve cryptosystem, with s defined as the number of words, and w as the
wordsize of the microprocessor.

167 bits field No. of shift operations
w s “Shift-and-add” method Our method Percentage Savings

8 21 7119 441 94%
16 11 3817 495 87%
32 6 2178 558 74%
64 3 1185 567 52%

Table 2. Computational time cost comparison for GF (2167) field multiplication
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4 Modular Reduction

The result of field multiplication requires storage length of 2 × sw. Modular
reduction can be done very efficiently with an irreducible polynomial, such as
trinomial and pentanomial using shifts and additions. The idea is to zero out
the upper bits and add the representation of each original term right shifted by
some quantity. Schroeppel et al. describes a practical approach of working on
one computer word at a time to systematically perform the polynomial modular
reduction [16].

We consider a trinomial modulus of the expression xn+xk+1, where n = 167,
k = 6. After each field multiplication or squaring, the result must be reduced
modulo F (x) = x167 + x6 + 1.

The product of two polynomials of degree 166 produces a polynomial of
degree 332. Assume the polynomial to be reduced is:

P (x) = a332x
332 + ...+ a1x+ a0

Then the reduction modulo x167+x6+1 proceeds by reducing each term modulo
the trinomial and subtracting it from the result. We noted that:

x167 ≡ x6 + 1

xn ≡ xn−161 + xn−167 (mod F (x))

Instead of working on one computer word at a time, and lowering the degree of
the polynomial by a word, proceeding from the high order terms to the low, our
approach is to work on s

2 words at a time and lowering the degree by
s
2 . For our

approach to be effective, it is therefore desirable to choose a trinomial with low
k degree.

Algorithm 2 Let A be the result of field multiplication or squaring prior to
modular reduction. A has degree of at most 2n − 2. A can be partitioned into
2s blocks and each block is of length w bits. Let Ai denotes the ith block of the
partition of field element A. CarryRightShift(Q,d,T ) denotes right shifting the
memory location range in Q by d bits making use of the word shift with carry
instruction available in general microprocessor, and that the carry bits are stored
in T . Temp1 and Temp2 are registers of wordsize w. The following algorithm
performs the modular reduction on A using the trinomial modulus, xn ≡ xk + 1
(mod xn + xk + 1), when k < �n

2 
 and n− k > w.
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New-method-for-trinomial-modular-reduction(A)
1 p← ((n− k) mod w)
2 q ← ⌊

n−k
w

⌋
3 u← (n mod w)
4 t← ⌊

n
w

⌋
5 Temp1← 0
6 Temp2← 0
7 CarryShiftRight (A2s−1...A2s−� s

2�, p, T emp1)

8 for j ← 2s− 1 down to 2s− ⌈
s
2

⌉
9 do Aj−t ← Aj−t ⊕Aj

10 A2s−� s
2�−t−1 ← A2s−� s

2�−t−1 ⊕ Temp1
11 CarryShiftRight (A2s−1...A2s−� s

2�, u− p, T emp1)

12 for j ← 2s− 1 down to 2s− ⌈
s
2

⌉
13 do Aj−q ← Aj−q ⊕Aj

14 A2s−� s
2�−q−1 ← A2s−� s

2�−q−1 ⊕ Temp1
15 CarryShiftRight (As−1+� s

2
...As, p, T emp1)

16 for j ← s− 1 + ⌊
s
2

⌋
down to s

17 do Aj−t ← Aj−t ⊕Aj

18 As−t−1 ← As−t−1 ⊕ Temp1
19 CarryShiftRight (As−1+� s

2
...As, u− p, T emp1)

20 for j ← s− 1 + ⌊
s
2

⌋
down to s

21 do Aj−q ← Aj−q ⊕Aj

22 As−q−1 ← As−q−1 ⊕ Temp1
23 mask← (2w − 1)� (n mod w)
24 Temp1← As−1 ∧mask
25 CarryShiftRight (Temp1, p, T emp2)
26 A(s−1)−q ← A(s−1)−q ⊕ Temp1
27 A(s−1)−q−1 ← A(s−1)−q−1 ⊕ Temp2
28 return C ← (A(s−1)...A0)

Table 3 compares the computational cost on the number of shift and addition
operations required for Schroeppel’s method and our improved method.

No. of operations
Operation cost Schroeppel’s method Improved method

No. of shift operations on A s(p + (w − p)) s(max(p,u))
No. of shift operations on
temporary variables p + (w − p) 3× max(p, u)
Total shift operations (s + 1)× w (s + 3)×(max(p, u))
Total no. of Field Additions 4s + 2 2s + 6

Table 3. Computational cost comparison for field modular reduction
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A careful choice of reduction trinomial that has small value of p = ((n −
k) mod w) and u = (n mod w) will boost efficiencies in our new algorithm. Fur-
ther to the elimination of extensive shifting, the number of field additions is also
reduced by a factor of 2 in our approach, this is achieved with the alignment on
the degrees of the congruent terms with the microprocessor word size.

5 Performance of Implementation

The following table present the performance benchmark of the improved field
multiplication and modular reduction in an elliptic curve cryptosystem defined
over GF (2167). The computation is based on C source codes compiled with Mi-
crosoft Visual C++ 5.0 without compiler’s optimization. An Intel Pentium II 32
bit microprocessor running at 333 MHz was used to conduct the benchmarking.

Field Arithmetic Classical method Our method Percentage Savings

Multiplication 0.27ms 0.20ms 12%
Modular Reduction 0.07ms 0.06ms 14%

Table 4. Computational timing cost for field multiplication and modular reduc-
tion

Comparing our new approaches of field multiplication and modular reduction
to the classical methods, the timing results shows about 12 percent improvement
for the multiplication, and approximately 14 percent improvement is achieved
for the modular reduction.
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Abstract. We address the Menezes-Okamoto-Vanstone (MOV) algo-
rithm for attacking elliptic curve cryptosystems which is completed in
subexponential time for supersingular elliptic curves. There exist two
hurdles to clear, from an algorithmic point of view, in applying the MOV
reduction to general elliptic curves: the problem of explicitly determining
the minimum extension degree k such that E[n] ⊂ E(Fqk) and that of
efficiently finding an n-torsion point needed to evaluate the Weil pair-
ing, where n is the order of a cyclic group of the elliptic curve discrete
logarithm problem. We can find an answer to the first problem in a re-
cent paper by Balasubramanian and Koblitz. On the other hand, the
second problem is important as well, since the reduction might require
exponential time even for small k. In this paper, we actually construct a
novel method of efficiently finding an n-torsion point, which leads to a
solution of the second problem. In addition, our contribution ! ! allows
us to draw the conclusion that the MOV reduction is indeed as powerful
as the Frey-Rück reduction under n � |q − 1, not only from the viewpoint
of the minimum extension degree but also from that of the effectiveness
of algorithms.

1 Introduction

1.1 History and Motivation

In 1985, Koblitz [14] and Miller [20] independently proposed the use of elliptic
curves over finite fields for public-key cryptography. Since that time, elliptic
curve cryptosystems have gained a tremendous amount of attention and many
researchers have devoted their time to the study of elliptic curves.

K. Y. Lam, E. Okamoto and C. Xing (Eds.): ASIACRYPT’99, LNCS 1716, pp. 86–102, 1999.
c© Springer-Verlag Berlin Heidelberg 1999



Optimizing the MOV Algorithm 87

The security of elliptic curve cryptosystems is based on the presumed in-
tractability of the Elliptic Curve Discrete Logarithm Problem, which we abbre-
viate as the ECDLP. More specifically, the ECDLP can be stated as follows: Let
E be an elliptic curve defined by

E : y2 + a1xy + a3y = x3 + a2x
2 + a4x+ a6, (a1, a2, a3, a4, a6 ∈ Fq)

where Fq is a finite field with q = pm (p : a prime number) elements. Given a
base point P ∈ E(Fq) and R ∈ 〈P 〉, one is asked to find an integer l such that
R = lP , where E(Fq) is the set of its Fq-rational points.
In general, thus far, it is believed that the ECDLP requires exponential time

in log q to solve. Nevertheless, it has been known that, for some special cases,
the ECDLP is no more difficult than the Discrete Logarithm Problem (DLP)
in finite fields. Significant developments in this line of research are represented
by the Menezes-Okamoto-Vanstone (MOV) algorithm [19], the Frey-Rück (FR)
algorithm [10] and the Semaev-Smart-Satoh-Araki (SSSA) algorithm [26][29][23].
In the following discussion, we assume that n = #〈P 〉, the order of a base

point P , is a prime number. This condition is not restrictive, since we can reduce
the composite case to the prime one by applying the Chinese Remainder Theorem
and the Pohlig-Hellman algorithm.
Technically, the SSSA algorithm reduces the ECDLP to the DLP of the

additive group structure of the base field for so-called anomalous curves and
solves it in polynomial time. (For more details, see [26][29][23].) Thus, in the
sequel, we will also assume that n � |q, since the SSSA algorithm can be applied
to the case of n|q.
In contrast, the MOV and FR algorithms reduce the ECDLP with the above

assumptions (n prime and n � |q) to the DLP in the multiplicative subgroup of
an extension field Fqk of the base field Fq and then solve the DLP using the
currently known best algorithm. (For example, see [8].) A natural question that
arises from an algorithmic point of view is whether it is possible to realize the
reductions (i.e. transformations from the ECDLP to the DLP in finite fields) in
such a way that they work efficiently.
For the FR reduction, the above question has already been answered (For ex-

ample, see [11][12]): it is known that the FR reduction can work in probabilistic
polynomial time in k log q. Here k is explicitly given as the smallest positive in-
teger with qk ≡ 1 mod n. (Note that this condition follows from the requirement
that Fqk must contain n-th roots of unity.) Thus, if such a k is small enough
to solve the DLP in F ∗

qk in subexponential time in log q, the reduction itself
is always completed in polynomial time in log q. Consequently, in such a case,
the FR algorithm is completed in subexponential time in log q. In particular, if
n|q − 1, we have no need to extend the base field Fq and the FR reduction can
be easily applied.
On the other hand, for the MOV reduction, the above question has not been

explicitly answered yet: thus far, it is well known that, for supersingular curves,

1. the necessary minimum extension degree k is at most six; and
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2. the MOV reduction (transformation from the ECDLP to the DLP in a finite
field) is completed in probabilistic polynomial time in k log q (k ≤ 6),

and so the MOV algorithm for supersingular curves is completed in subexpo-
nential time in log q. However, there exist two major problems to clear, from
an algorithmic point of view, in applying the MOV reduction to general elliptic
curves (assuming that n = #〈P 〉 is prime number and n � |q):
1. the problem of explicitly determining the smallest positive integer k such
that E[n] ⊂ E(Fqk), where E[n] is the set of n-torsion points.

2. the problem of efficiently finding an n-torsion point Q such that en(P,Q)
has order n (i.e. en(P,Q) �= 1 because of the assumption that n is a prime
number.), where en is the Weil pairing. (In the sequel, we refer to such an
n-torsion point Q as a “good” n-torsion point.)

For the first problem, we can find an answer to it in a paper by Balasubra-
manian and Koblitz [3]. They proved that if n � |q − 1, k is the smallest positive
integer such that qk ≡ 1 mod n. (It is interesting to note that this condition
is identical to the one under which the FR reduction is applied.) In the same
paper, they also suggest that we need k = n if n|q− 1 and E[n] �⊂E(Fq). Thus,
when n is much larger than log q, we may give up applying the MOV algorithm
since the extension degree in this case is too large in order for the reduced DLP
in F ∗

qk to be solved in subexponential time in log q .
For the second problem, we cannot find any answer which covers all the

case: a simple and widely well-known method generally requires exponential
time in log q even if k is small (Section 4.1). Moreover, the methods using the
multiplication by constant maps in a suitable way might also take exponential
time in log q for the general case (Section 4.2).
Thus, in order to reach the valid conclusion that the MOV algorithm is

always completed in subexponential time in log q if the DLP in F ∗
qk is solved in

subexponential time in log q, an efficient method which solve the second problem
above will be desired.

1.2 Main Result

The major contribution of this paper is to solve the second problem described
earlier by constructing a novel method which finds a “good” n-torsion point
required in evaluating the Weil pairing in probabilistic polynomial time in k log q,
under the most reasonable assumptions stated above (i.e. n is a prime such that
n � |q and n � |q−1). This expected running time is optimal, since it always means
probabilistic polynomial time in log q whenever k is small enough to solve the
DLP in F ∗

qk in subexponential time in log q. As a result, we obtain an optimized
MOV algorithm for general elliptic curves.
The key idea which leads us to successfully finding a “good” n-torsion point

efficiently is to construct a homomorphism f : E(Fqk) → E(Fqk ) such that
Imf = E[n]. We will see that it is possible by using the q-th power Frobenius
map under a certain condition.
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Now, we turn our attention to comparing the MOV and FR reductions. It may
have been believed by some cryptographers that assuming n � |q − 1, the MOV
reduction is as powerful as the FR reduction in the sense that their minimum
extension degrees k coincide when the base field Fq is extended to Fqk in order
to apply those reductions. However, so far there has been a lack of a formal proof
that supports the belief. As pointed out in [12], the problem of efficiently finding
a “good” n-torsion point required in evaluating the Weil pairing should be solved
as well. Thus, our contribution allows us to finally draw the conclusion that the
MOV reduction is indeed as powerful as the FR reduction under n � |q − 1, in a
true sense: not only from the viewpoint of the minimum extension degree of the
base field but also from that of the effectiveness of algorithms.
The rest of this paper is organized as follows: In Section 2, we briefly review

some basic facts on elliptic curves over finite fields and the MOV algorithm.
In Section 3, we consider the problem of explicitly determining the minimum
extension degrees and describe the answer to it obtained by Balasubramanian
and Koblitz. In Section 4, we consider the problem of efficiently finding a “good”
n-torsion point. Three different methods are considered to solve the problem.
The third method is completed in probabilistic polynomial time in k log q for
the general case n � |q − 1. Finally, based on the efficient method in the previous
section, in Section 5 we actually realize an optimized MOV algorithm for general
elliptic curves under n � |q − 1 and estimate its running time.

2 Preliminaries

In this section, we briefly review some materials on elliptic curves over finite
fields. (See [27] for more details.)
Let Fq be a finite field with q = pm elements, where p is a prime number,

and F̄q its algebraic closure. Let E be an elliptic curve over Fq given by the
Weierstrass equation

E : y2 + a1xy + a3y = x3 + a2x
2 + a4x+ a6 (1)

whose coefficients lie in Fq. For each extension field K of Fq, E(K) is given by

E(K) = {(x, y) ∈ K ×K|(x, y) satisfies (1) } ∪ {O}
where O is a special point, called the point at infinity. There is an abelian group
structure on the points of E(K), in which O serves as its identity element, given
by the so-called tangent-and-chord method. We express its abelian structure
additively.
Let n be a positive integer relatively prime to p, the characteristic of Fq. The

Weil pairing is a map

en : E[n]× E[n] −→ µn ⊂ F̄q

where E[n] = {T ∈ E(F̄q)|[n]T = O} is the group of n-torsion points and µn is
the subgroup of n-th roots of unity in F̄q. For properties of the Weil pairing, see
[27] [18].
Let P ∈ E[n] be a point of order n. Then, we have the following:
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Proposition 1. ([27][19]) There exists Q ∈ E[n] such that en(P,Q) is a primi-
tive n-th root of unity. Therefore,

fQ : 〈P 〉 −→ µn, fQ(S) = en(S,Q)

is a group isomorphism.

Based on this fact, the framework of the MOV algorithm can be described
as follows:

Algorithm 1 ([18] [19])

Input: An element P ∈ E(Fq) of order n, and R ∈ 〈P 〉.
Output: An integer l such that R = [l]P .
Step 1: Determine the minimum positive integer k such that E[n] ⊂ E(Fqk ).
Step 2: Find Q ∈ E[n] such that α = en(P,Q) has order n.
Step 3: Compute β = en(R,Q).
Step 4: Compute l, the discrete logarithm of β to the base α in F ∗

qk .

This algorithm is somewhat incomplete in that the methods for determining
k and for finding a point Q are not explicitly given. For supersingular elliptic
curves, the methods which settle those problems are given in [19]; the resulting
minimum k are k = 1, 2, 3, 4, or 6, and for each corresponding k, Q is efficiently
obtained by using the group structure of E(Fqk ). Therefore, for supersingular
elliptic curves, the reduction is completed in probabilistic polynomial time in
log q and the algorithm mentioned above takes probabilistic subexponential time
in log q.
In the following sections, we consider the two problems described in Section 1

not only for the supersingular case but also for the non-supersingular (ordinary)
case .

3 Determining the Minimum Extension Degrees

In this section, we consider the problem of determining the minimum positive
integer k such that E[n] ⊂ E(Fqk ).
The following proposition is proved by Schoof [24].

Proposition 2. ([24]) Let p be the characteristic of Fqk , n a natural number
with p � |n and tk denote the trace of the qk-th power Frobenius map φ of E. The
following are equivalent;

(1) E[n] ⊂ E(Fqk )

(2) n2|#E(Fqk ), n|qk − 1 and either φ ∈ Z or O( tk
2 − 4qk

n2
) ⊂ EndF

qk
(E)

where O( tk
2−4qk

n2 ) is an order of discriminant tk
2−4qk

n2 .
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However, from an algorithmic point of view, a more explicit form of k is
needed to realize the MOV reduction. With the assumption that n is a prime
number such that n|#E(Fq) and n � |q − 1, Balasubramanian and Koblitz [3]
have obtained the following result:

Proposition 3. ([3]) Let E be an elliptic curve defined over Fq, and suppose
that n is a prime number such that n|#E(Fq), n � |q − 1. Then, E[n] ⊂ E(Fqk )
if and only if n|qk − 1.
Remark 1. It is important to note that Balasubramanian and Koblitz’s results
also suggest k = n if n|q − 1 and E[n] �⊂E(Fq). Thus, in this case, when n is
much larger than log q, we may give up applying the MOV algorithm since the
extension degree in this case is too large in order for the reduced DLP in F ∗

qk to
be solved in subexponential time in log q .

4 Three Methods for Finding n-Torsion Points

In this section, we consider the problem of finding an n-torsion point Q ∈ E[n]
such that α = en(P,Q) has order n. (See Algorithm 1 in Section 2.) We refer to
such an n-torsion point Q as a “good” n-torsion point.
As before, we assume the following:

Assumption 1 (1) n is a prime number; (2) n � |q; (3) n � |q − 1.
The first condition is not restrictive, since we can reduce the composite case
to the prime one by applying the Chinese Remainder Theorem and the Pohlig-
Hellman algorithm; the second one is necessary, since the Weil pairing is not
defined otherwise; the third one is reasonable from the result by Balasubrama-
nian and Koblitz. (See Remark in Section 3.)
Also, as before, we use the following notation: P is a base point of order n.

(Thus, E(Fq)[n] = 〈P 〉 ∼= Z/nZ.); k is the minimum positive integer such that
E[n] ⊂ E(Fqk), or equivalently k is the minimum positive integer with n|qk − 1.
(See Proposition 3 in Section 3.)
Let Nk be the number of Fqk -rational points on E, and E(Fqk )n the n-

primary part of E(Fqk ), i.e.

Nk = #E(Fqk ), E(Fqk )n =
⋃

i≥1

E(Fqk )[ni],

and, let d = vn(Nk) denote the largest integer such that nd|Nk.
Now, we provide three different methods to find a “good” n-torsion point; the

first one, which is considerable simple, repeatedly chooses Q ∈ E(Fqk ) until both
Q ∈ E[n] and en(P,Q) �= 1 are satisfied; the second one is a method using the
multiplication by constant maps and can be regarded as a generalized version of
the algorithm that Menezes, Okamoto, and Vanstone considered in the original
paper [19] on the MOV reduction for supersingular elliptic curves; and the third
one, which is constructed based on Theorem 1 given later, can be applied to
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the general case n � |q − 1 and is completed in probabilistic polynomial time
in k log q. It turns out that the second one takes a smaller expected number of
iterations than the first one in order to obtain a “good” n-torsion point. However,
they generally require exponential time in log q. The third one, our final goal of
this section, is optimal, since it is completed in probabilistic polynomial time in
k log q for general elliptic curves.

4.1 A Simple Method

We assume that E(Fqk ) ∼= Z/cd1nZ × Z/cnZ (cn|qk − 1). (Note that the group
structure of E(Fqk) can be always expressed in this form [18].)
The first method is simple:

Procedure 1

Step 1: Choose Q ∈ E(Fqk ) randomly.
Step 2: Check if Q ∈ E[n] by computing [n]Q. If Q �∈E[n], go to Step 1.
Step 3: Compute α = en(P,Q). If α = 1, go to Step 1.

In Step 1, we first pick an element x = a in Fqk to substitute it to the equation
(1). Then we check if the quadratic equation with respect to y has a solution
in Fqk . If it does, we solve the quadratic equation in a usual manner. (See, for
example, [15][18] for the details.) Also, for Step 3, there is a standard procedure
to compute the Weil pairing. (See, for example, [18].) Note that we can execute
this method even if the group structure of E(Fqk ) is unknown.
If Procedure 1 is applied, the probability of finding a “good” point Q for each

iteration is

#E[n]
#E(Fqk )

× #E[n]−#〈P 〉
#E[n]

=
n2

d1c2n2
× n2 − n

n2
=

1
d1c2

(1− 1
n
).

Thus, the success probability for each iteration is approximately 1
d1c2 since n is

assumed to be large enough. If n = O(q), the expected number of iterations is
approximately d1c

2 = Nk/n
2 = O(qk−2), where for the last equality n = O(q)

and the Hasse bound [27] have been applied. Therefore, if k > 2, the above
method is no longer efficient, since it takes exponential time in log q.

4.2 Methods Using the Multiplication by Constant Maps

The second method is a generalized version of that considered in the original
paper [19] on the MOV reduction for supersingular elliptic curves. Two versions
of this method are considered. One may use one of these versions depending
on whether the knowledge of the group structure of E(Fqk) is required or not
(Procedure 2 and 3, respectively). Procedure 2 is considered in [12]. However,
Procedure 3 is different from the method in [12], since our method does not need
the information of the complete group structure of E(Fqk ).
We first consider the case that the group structure E(Fqk ) ∼= Z/cd1nZ ×

Z/cnZ (cn|qk − 1) is known.
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Procedure 2

Step 1: Set vn(d1) the largest integer such that nvn(d1)|d1 and set d2 :=d1/n
vn(d1).

Step 2: Choose Q ∈ E(Fqk ) randomly.
Step 3: Set Q′ = [cd2]Q ∈ E[nvn(d1)+1] ∩ E(Fqk ) ∼= Z/nvn(d1)+1 × Z/n.
Step 4: Check if Q′ ∈ E[n] by computing [n]Q′. If Q′ �∈E[n], go to Step 2.
Step 5: Compute α = en(P,Q′). If α = 1, go to Step 2.

If Procedure 2 is applied, the probability of finding a “good” point Q′ for each
iteration is

#E[n]
#(E[nvn(d1)+1] ∩ E(Fqk)

×#E[n]−#〈P 〉
#E[n]

=
n2

nvn(d1)+2
× n2−n

n2
=

1
nvn(d1)

(1− 1
n
)

In particular, if n � |d1, this method is simplified to:

Procedure 2’

Step 1: Choose Q ∈ E(Fqk ).
Step 2: Set Q′ = [cd1]Q ∈ E[n].
Step 3: Compute α = en(P,Q′). If α = 1, go to Step 1.

The probability of finding a “good” point Q′ for each iteration is 1− 1/n. Note
that, for supersingular elliptic curves, d1 = 1 and this method coincides with
what was used in [19]. In this sense, Procedure 2 can be regarded as a generalized
version of that used in [19].
The probability of finding a “good” point for each iteration in Procedure 2 is

approximately 1/nvn(d1), and the expected number of iterations is approximately
nvn(d1), which is smaller than that of Procedure 1 since nvn(d1) ≤ d1 ≤ d1c

2.
We next consider the case that the group structure of E(Fqk ) is unknown be-

forehand. For finding the group structure of E(Fqk ), we apply Miller’s algorithm,
which finds the pair (n1, n2) such that E(Fqk ) ∼= Z/n1Z×Z/n2Z (n2|n1, n2|qk−
1) assuming the knowledge of the factorization of Nk. (For the details of Miller’s
algorithm, see [18] [19].) However, since we are looking at the n-primary part,
all we need is the information on the group structure of that, i.e. the pair (r, s)
such that E(Fqk)n ∼= Z/nrZ × Z/nsZ (1 ≤ s ≤ r). Then, we can avoid com-
puting the factorization of Nk, and consequently that leads to a great saving of
computation. Thus, in the following procedure (Procedure 3), we make use of
a simplified version of Miller’s algorithm (N Miller) which computes the group
structure of the n-primary part without the knowledge of the factorization of
Nk. The essential difference be! ! tween Procedures 2 and 3 lies in this point.

Procedure 3

Step 1: Compute N1 = #E(Fq).
Step 2: Compute Nk = #E(Fqk ) from N1 = #E(Fq), using the Weil Theorem,

and d = vn(Nk).
Step 3: Execute N Miller to get the pair (r, s).
Step 4: Compute t = Nk/n

r+1.
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Step 5: Choose Q ∈ E(Fqk ) randomly, and compute Q′ = [t]Q.
Step 6: Check if Q′ ∈ E[n] by computing [n]Q′. If Q′ �∈E[n], go to Step 5.
Step 7: Compute α = en(P,Q′). If α = 1, go to Step 5.

N Miller :

1) Pick V,W ∈ E(Fqk) randomly.
2) Compute V ′ = [Nk/n

d]V and W ′ = [Nk/n
d]W .

3) Compute ord(V ′), ord(W ′) (the orders of V ′,W ′, respectively),
and set r =max{vn(ord(V ′)), vn(ord(W ′))}.

4) Compute δ = enr (V ′,W ′) and its order ns = ord(δ).
5) If r + s = d, then return (r, s). Otherwise, go to 1).

We provide explanation of each step in the above method.
In Step 1, we compute N1 in polynomial time, using the Schoof-Elkies-Atkin

algorithm and its variants [25][5][16][6][1][2][9] [22][17][7][13].
As described earlier, N Miller is regarded as Miller’s algorithm that finds the

group structure of the n-primary part E(Fqk )n of E(Fqk ). In 2), note that the
multiplication by Nk/n

d map [Nk/n
d] : E(Fqk) → E(Fqk) is an abelian group

homomorphism and hence it preserves the uniform distribution. Moreover, since
its image is the n-primary part E(Fqk)n, we can obtain V ′, W ′ ∈ E(Fqk)n
randomly if we pick V, W ∈ E(Fqk ) randomly. In 5), if r + s = d, we can see
that the group structure of the n-primary part is isomorphic to Z/nrZ×Z/nsZ,
and also the probability of success is

ϕ(nr)ϕ(ns)
nr+s

=
nr−1(n− 1)ns−1(n− 1)

nr+s
= (1− 1

n
)2,

where ϕ is the Euler function.
In Steps 4 and 5, we note that t = Nk

nr+1 = Nk

nd · ns−1. Therefore, the image
of the multiplication by t map [t] = [ns−1] ◦ [Nk/n

d] : E(Fqk ) −→ E(Fqk) is
exactly isomorphic to Z/nr−s+1Z × Z/nZ. Thus [t] is an analogue of [cd2] in
Step 3 of Procedure 2, although [t] is not correctly corresponding to [cd2].
Finally, we briefly analyze the time complexity of our method. (i.e. Procedure

2 and 3.) From the considerations described earlier, it follows that the success
probability for each iteration is approximately 1/nvn(d1) and the expected num-
ber of iterations is O(nvn(d1)). Thus, if vn(d1) = 0, i.e. d = vn(Nk) is even and the
group structure of the n-primary part E(Fqk )n is isomorphic to Z/n

d
2 Z×Z/n

d
2 Z,

they are completed in probabilistic polynomial time in k log q. Otherwise, if n is
exponential in log q, they are no longer efficient.

Remark 2. It is possible to improve the method in order to make the success
probability high: after picking a point Q ∈ E(Fqk )n randomly by using the map
[Nk/n

d], we compute its order, say, nl. Then we can obtain Q′ = [nl−1]Q ∈
E[n]. This might be familiar to some people. The success probability of this
method is better than that of the above methods. However, in general cases,
this procedure also requires the expected number of iterations O(nvn(d1)) and the
time complexity remains same. More precisely, we cannot reduce the expected
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running time when 〈P 〉 = 〈nr−1S〉, where E(Fqk )n ∼= Z/nrZ × Z/nsZ (1 ≤ s <
r) and S is an element of order nr. Otherwise, the expected number of iterations
is almost one. In fact, this is clear by considering the two cases: E(Fqk )n ∼=
Z/nsZ×Z/nsZ; E(Fqk)n ∼= Z/nrZ×Z/nsZ (1 ≤ s < r) with 〈P 〉 �= 〈n!!r−1S〉.
The first case has been already considered in the previous methods while the
second case will be addressed in the following section. The above case (i.e. 〈P 〉 =
〈nr−1S〉) is essentially solved by proposing the next method in Section 4.3.
Example 1. As an example that the methods in this subsection are not efficient,
we can consider the case that E(Fq)n ∼= Z/n2Z, E(Fqk )n ∼= Z/n2Z × Z/nZ,
where n is exponential in log q.

4.3 An Efficient Method for General Elliptic Curves.

The methods described before are not always completed in polynomial time in
k log q for the general case. In other words, we need some assumptions in order for
them to be completed in polynomial time in k log q. Thus, we consider to remove
this restriction in this subsection. The key idea is to construct a homomorphism
f : E(Fqk ) → E(Fqk ) such that Imf = E[n], and we will see that it is possible
by using the q-th power Frobenius map φ under a certain condition.
As a natural situation, we assume that the group structure of E(Fqk ) is

unknown beforehand. The following is our proposed method for general elliptic
curves.

Procedure 4

Step 1: Compute N1 = #E(Fq).
Step 2: Compute Nk = #E(Fqk ) from N1, and d = vn(Nk).
Step 3: Execute N Miller to obtain the pair (r, s). If r = s, go to Step 5.
Step 4:

(4-1) Choose Q ∈ E(Fqk) randomly.
(4-2) Compute Q′ = [Nk/n

s+1]Q. If Q′ = O, go to (4-1). Otherwise, com-
pute Q′′ = (φ− 1)Q′.

(4-3) If Q′′ �= O, compute α = en(P,Q′) and go to Step 6.
Step 5:

(5-1) Choose Q ∈ E(Fqk) randomly.
(5-2) Compute Q′ = (φ − 1)r−s ◦ [Nk/n

r+1]Q. (We define (φ − 1)0 := id:
identity map.)

(5-3) Compute α = en(P,Q′). If α = 1, go to (5-1).
Step 6: Store Q′ and α.

We provide explanation of each step in the above method.
In Step 3, we can know the group structure of the n-primary part E(Fqk )n ∼=

Z/nrZ × Z/nsZ (1 ≤ s ≤ r). If r = s, the rest of this method is same as
Procedure 3, which is proposed in Section 4.2.
In Step 4, we assume that E(Fqk )n = 〈S〉 × 〈T 〉 ∼= Z/nrZ × Z/nsZ (1 ≤

s < r), where S and T are generators of orders nr and ns, respectively. The
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image of the multiplication by Nk/n
s+1 = nr−1 ×Nk/n

d map [nr−1] ◦ [Nk/n
d] :

E(Fqk )→ E(Fqk ) is isomorphic to Z/nZ. We can know whether 〈P 〉 = 〈nr−1S〉
or not by checking whether Q′′ = O or not. In fact, since the order of Q′ is n
and Q′(�= O) ∈ 〈nr−1S〉, and since we have assumed E(Fq)[n] = 〈P 〉, it follows
that 〈P 〉 = 〈nr−1S〉 ⇔ Q′ ∈ 〈P 〉 ⇔ (φ − 1)Q′ = O. In order to check whether
〈P 〉 = 〈nr−1S〉, we need Q′ �= O, and its success probability is

ϕ(nr)ns

nr+s
=

nr−1(n− 1)ns

nr+s
= 1− 1

n

if we choose Q ∈ E(Fqk ) randomly. When 〈P 〉 �= 〈nr−1S〉, we can obtain α =
en(P,Q′) �= 1.
In Step 5, we already know that E(Fqk)n ∼= Z/nsZ × Z/nsZ, or E(Fqk)n =

〈S〉 × 〈T 〉 ∼= Z/nrZ × Z/nsZ (1 ≤ s < r) with 〈P 〉 = 〈nr−1S〉. For the first
case, the rest of the method is same as Procedure 3. Therefore, when r = s, the
success probability for each iteration is 1− 1/n. For the second case, in order to
explain the validity of this step, we need the following theorem:

Theorem 1. We assume that

E(Fqk)n = 〈S〉 × 〈T 〉 ∼= Z/nrZ × Z/nsZ (1 ≤ s < r),

〈P 〉 = 〈nr−1S〉,
where S and T are generators of orders nr and ns, respectively.

Consider the map

f = (φ− 1)r−s ◦ [ns−1] ◦ [Nk/n
d] : E(Fqk ) −→ E(Fqk).

Then we have

Imf ∼= Z/nZ × Z/nZ.

Proof. Consider the multiplication byNk/n
d map [Nk/n

d] : E(Fqk ) −→ E(Fqk ).
It is easy to see that its image is the n-primary part E(Fqk )n of E(Fqk). We
define f (r−s) := (φ − 1)r−s : E(Fqk) −→ E(Fqk ), where φ is the q-th power
Frobenius map. Then, from Lemma 1, which will be given below, it follows
that Im(f (r−s) ◦ [Nk/n

d]) =Im(f (r−s)|E(F
qk )n
) ∼= Z/nsZ × Z/nsZ. Moreover,

by composing the map [ns−1] with it, we have Im([ns−1] ◦ f (r−s) ◦ [Nk/n
d]) ∼=

Z/nZ × Z/nZ. Therefore, Imf ∼= Z/nZ × Z/nZ follows, since

[ns−1] ◦ f (r−s) ◦ [Nk/n
d] = f (r−s) ◦ [ns−1] ◦ [Nk/n

d]. ��
Lemma 1. We assume that

E(Fqk)n = 〈S〉 × 〈T 〉 ∼= Z/nrZ × Z/nsZ (1 ≤ s < r),

where S and T are generators of orders nr and ns, respectively, and

〈P 〉 = 〈nr−1S〉.
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We consider the map :

f (i) = (φ− 1)i : E(Fqk ) −→ E(Fqk ) (0 ≤ i ≤ r − s),

where φ is the q-th power Frobenius map. Then we have

Im(f (i)|E(F
qk )n
) ∼= Z/nr−iZ × Z/nsZ

and Im(f (i)|E(F
qk )n
) is generated by f (i)(S) and f (i)(T ) of orders nr−i and ns,

respectively.

Proof. The proof is given in Appendix A. ��

From Theorem 1, it follows that Q′ ∈ E[n] in Step (5-2), since (φ− 1)r − s ◦
[Nk/n

r+1] = (φ−1)r−s◦[ns−1]◦[Nk/n
d]. Moreover, when r > s, the effectiveness

of Step 5 is justified by the following proposition:

Proposition 4. We assume that

E(Fqk )n = 〈S〉 × 〈T 〉 ∼= Z/nrZ × Z/nsZ (1 ≤ s < r)

〈P 〉 = 〈nr−1S〉,

where S and T are generators of orders nr and ns, respectively. Then, in Step 5
of Procedure 4, the probability of obtaining α �= 1is 1− 1/n.

Proof. Since Nk

nr+1 = ns−1 · NK

nd , we have

f = (φ − 1)r−s ◦ [Nk/n
r+1] = (φ − 1)r−s ◦ [ns−1] ◦ [Nk/n

d].

The map f : E(Fqk ) −→ E(Fqk) is an abelian group homomorphism and it
preserves the uniform distribution. Moreover, its image is isomorphic to Z/nZ×
Z/nZ. (See Theorem 1.) Thus the probability of finding Q ∈ E(Fqk ) such that
en(P, f(Q)) �= 1 is

#E[n]−#〈P 〉
#E[n]

=
n2 − n

n2
= 1− 1

n
. ��

Finally, from the considerations above, it follows that the probability of suc-
cess in Procedure 4 is approximately one and that it is completed in probabilistic
polynomial time in k log q. (See Section 5.2. for more details.)

5 Optimizing the MOV Algorithm for General Elliptic
Curves

In this section, we actually realize the MOV algorithm for general elliptic curves
under Assumption 1, using the results obtained in the previous sections.
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5.1 Description of an Optimized MOV Algorithm

The MOV algorithm is completed, based on the results in previous sections, as
follows:

Algorithm 2 (An Optimized MOV Algorithm)

Input: An elliptic curve E, a base point P ∈ E(Fq) and R ∈ 〈P 〉.
Output: An integer l such that R = [l]P .
Step 1: Determine the minimum positive integer k such that qk ≡ 1 mod n.
Step 2:

(2-1) Compute N1 = #E(Fq).
(2-2) Compute Nk = #E(Fqk ) from N1, and d = vn(Nk).
(2-3) Execute N Miller to obtain the pair (r, s). If r = s, go to (2-5).
(2-4) :

(2-4-1) Choose Q ∈ E(Fqk ) randomly.
(2-4-2) Compute Q′ = [Nk/n

s+1]Q. If Q′ = O, go to (2-4-1). Other-
wise, compute Q′′ = (φ− 1)Q′.

(2-4-3) If Q′′ �= O, compute α = en(P,Q′) and go to (2-6).
(2-5) :

(2-5-1) Choose Q ∈ E(Fqk ) randomly.
(2-5-2) Compute Q′ = (φ− 1)r−s ◦ [Nk/n

r+1]Q.
(2-5-3) Compute α = en(P,Q′). If α = 1, go to (2-5- 1).

(2-6) Store Q′ and α.
Step 3: Compute β = en(R,Q′).
Step 4: Compute l, the discrete logarithm of β to the base α in F ∗

qk .

N Miller :

1) Pick V,W ∈ E(Fqk) randomly.
2) Compute V ′ = [Nk/n

d]V and W ′ = [Nk/n
d]W .

3) Compute ord(V ′), ord(W ′) and set r =max{vn(ord(V ′)), vn(ord(W ′))}.
4) Compute δ = enr (V ′,W ′) and its order ns = ord(δ).
5) If r + s = d, then return (r, s). Otherwise, go to 1).

5.2 Success Probability and Running Time

We consider the success probability and running time of Algorithm 2.

– Success Probability:
1. the success probability in N Miller is approximately (1 − 1/n)2. (See
Section 4.2.)

2. the success probability in Step (2-4) is approximately 1− 1/n. (See Sec-
tion 4.3.)

3. the success probability in Step (2-5) is approximately 1− 1/n. (See Sec-
tion 4.3.)

Therefore, once we determine the value k in Step 1, the success probability
of the rest of the reduction (i.e. Step 2 and Step 3) is approximately one.
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– Running Time:
We assume that the usual multiplication algorithms are used, so that multi-
plying two elements of length N takes time O(N2). We estimate the running
time of the following major computation.
1. Computation of #E(Fq) using the Schoof-Elkies-Atkin algorithm and its
variants (in Step (2-1)): this procedure requires O(log6 q).

2. Picking a random point on E(Fqk ): this procedure requires O(k3 log3 q).
3. Computation of Q′ (and V ′, W ′): computation of Q′ in Step (2-4-2)
requires O((logNk)(k log q)2) = O((k log q)(k log q)2) = O(k3 log3 q),
where Nk = #E(Fqk ). Similarly, computation of V ′ and W ′ requires
O(k3 log3 q). Computation of Q′ in Step (2-5-2) requires
O(k3 log3 q + (r − s)(log q)(k log q)2) = O(k3 log3 q).

4. Computation of the Weil pairing en(P,Q′): this procedure requires
O(k3 log3 q + (log n)(k log q)2) = O(k3 log3 q + k2 log3 q) = O(k3 log3 q).
Similarly, computation of the Weil pairing enr (V ′,W ′) in N Miller re-
quires O(k3 log3 q + (r logn)(k log q)2) = O(k3 log3 q).

Also, each procedure in Step 2 and Step 3, except the above, require at most
O(k3 log3 q). Therefore, once we determine the value k in Step 1, the rest
of the reduction (i.e. Step 2 and Step 3) is completed in polynomial time in
k log q, more precisely, O(k3 log3 q + log6 q).
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Appendix A (Proof of Lemma 1)

Proof of Lemma 1. The proof is completed by induction on i.
The case i = 0 is trivial. We consider the case i = 1. Set S′ := f (1)(S) =

(φ− 1)S and T ′ := f (1)(T ) = (φ− 1)T . We first show that the orders of S′ and
T ′ are nr−1 and ns, respectively. Clearly, nr−1S′ = (φ− 1)(nr−1S) = O. Since

njS′ = O ⇔ (φ− 1)(njS) = O ⇔ njS ∈ 〈P 〉 = 〈nr−1S〉,
it follows that j ≥ r − 1. Thus, the order of S′ is nr−1. Also, clearly, nsT ′ =
(φ − 1)(nsT ) = O. To prove that the order of T ′ is ns, it is sufficient to show
that njT ′ �= O for any j < s. Suppose on the contrary that njT ′ = O, then
we have njT ∈ 〈P 〉 = 〈nr−1S〉. This contradicts the assumption that S and T
are algebraically independent. We next show that S′ and T ′ are algebraically
independent. Suppose on the contrary that there is a non-trivial relation

nm(anr−1−sS′ + bT ′) = O, (GCD(a, n) = 1, GCD(b, n) = 1, 0 ≤ m < s).

(Note that any non-trivial relation can be expressed as above since the orders of
S′ and T ′ are nr−1 and ns, respectively.) Then we have

nm{anr−1−s(φ−1)(S) + b(φ−1)(T )}=O ⇔(φ− 1)(nm(anr−1−sS + bT )) = O

⇔ nm(anr−1−sS + bT ) ∈ 〈P 〉 = 〈nr−1S〉.
Therefore, there is some c ∈ Z/nZ such that nm(anr−1−sS + bT ) = cnr−1S.
The multiplication by ns−m on the both sides of the above equation induces
anr−1S = O, which is a contradiction since the order of S is nr and GCD(a, n) =
1.
Assume that the statement of the lemma is true for i− 2 and i− 1. We first

show that the orders of f (i)(S) and f (i)(T ) are nr−i and ns, respectively. From
the induction hypothesis that f (i−1)(S) has order nr−i+1 and that r− i+1 > s,
we can represent it in the form

f (i−1)(S) = ani−1S + bT, (GCD(a, n) = 1, b ∈ Z/nsZ).

Therefore, we have

nr−if (i)(S) = nr−i(φ− 1)f (i−1)(S)
= nr−i(φ− 1)(ani−1S + bT )
= (φ− 1)(anr−1S + bnr−iT )
= (φ− 1)(anr−1S) = O.

(Note that nr−iT = O since we now consider the case i ≤ r − s ⇔ s ≤ r − i.)
Also, if njf (i)(S) = O, then

(φ− 1)(njf (i−1)(S)) = O ⇔ njf (i−1)(S) ∈ 〈P 〉 = 〈nr−1S〉.
It follows that j+1 ≥ r−i+1⇔ j ≥ r−i since nj+1f (i−1)(S) = O. Thus, the or-
der of f (i)(S) is nr−i. On the other hand, from the induction hypothesis that the
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order of f (i−1)(T ) is ns, it follows that nsf (i)(T ) = (φ−1)(nsf (i−1)(T )) = O. To
prove that the order of f (i)(T ) is ns, it is sufficient to show that njf (i)(T ) �= O
for any j < s. Suppose on the contrary that njf (i)(T ) = O for some j < s, then
we have

nj(φ− 1)f (i−1)(T ) = O ⇔ njf (i−1)(T ) ∈ 〈P 〉 = 〈nr−1S〉.
Therefore, nj+1f (i−1)(T ) = O, from which it follows that j + 1 ≥ s. Thus, we
obtain j = s − 1 (note that j < s), and furthermore, ns−1f (i−1)(T ) = anr−1S
for some a ∈ (Z/nZ)×. Then we have

ns−1f (i−1)(T ) = anr−1S ⇔ (φ− 1)(ns−1f (i−2)(T )) = anr−1S,

and it follows that

φ(ns−1f (i−2)(T )) = ns−1f (i−2)(T ) + anr−1S. (2)

Thus we have

O = ns−1f (i)(T )
= ns−1(φ− 1)2(f (i−2)(T ))
= ns−1(φ2 − 2φ+ 1)(f (i−2)(T ))
= ns−1{(t− 2)φ(f (i−2)(T )) + (1− q)f (i−2)(T )} (since φ2 = tφ− q)
= (t− 2){ns−1f (i−2)(T ) + anr−1S}+ (1− q)(ns−1f (i−2)(T )) (since (2))
= (t− 1− q)(ns−1f (i−2)(T )) + (t− 2)anr−1S

= (t− 2)anr−1S,

where the last equality follows from the assumption that n|#E(Fq) = 1 + q − t
and that the order of f (i−2)(T ) is ns. Thus, we obtain t − 2 ≡ 0 mod n since
a ∈ (Z/nZ)×. Therefore, it follows that q − 1 ≡ 0 mod n. This contradicts the
assumption that n � |q − 1.
We next show that f (i)(S) and f (i)(T ) are algebraically independent. (This

is proved similarly as in the case i = 1.) Suppose on the contrary that there is a
non-trivial relation

nm{anr−i−sf (i)(S) + bf (i)(T )} = O

(GCD(a, n) = 1, GCD(b, n) = 1, 0 ≤ m < s).

(Note that the orders of f (i)(S) and f (i)(T ) are nr−i and ns, respectively, and
that r − i ≥ s.) Then we have

nm(φ− 1)(anr−i−sf (i−1)(S) + bf (i−1)(T )) = O

⇔ nm(anr−i−sf (i−1)(S) + bf (i−1)(T )) ∈ 〈P 〉 = 〈nr−1S〉.
Therefore, the multiplication by ns−m on the above last formula induces

ns{anr−i−sf (i−1)(S) + bf (i−1)(T )} = O

⇔ anr−if (i−1)(S) = O,

which is a contradiction since f (i−1)(S) has order nr−i+1 and GCD(a, n) = 1.
The proof is completed. ��
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1 Introduction

The use of elliptic curves in cryptography was first suggested by Miller [28] and
Koblitz [19], following the work of Lenstra on integer factorization [23]. Many
people improved on these ideas and the domain is flourishing. (See for instance
the many books on that topic, e.g. [18,27].) Koblitz [20] was the first to suggest
using hyperelliptic curves for the same goal.

The security of many cryptosystems based on curves relies on the difficulty
of the discrete log problem. In some special cases, it was shown that this prob-
lem was rather easy [26], [11], [44], [38], [40]. Apart from new lifting ideas
[43,17,7,6,15] that remain to be tested, it seems that the discrete log on elliptic
curves still resists. On ordinary curves, the only known attack is a parallelized
version of Pollard’s rho method [50]. The Certicom challenge1 records the state
of the art in the field.

Among the curves suggested for cryptographic use, the so-called Anomalous
Binary Curves (ABC curves) have been shown to be somewhat less secure than
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ordinary curves, due to the existence of an automorphism of large order. Two
types of attack have been suggested [52], [13]. The first one can be seen as an
additive rho method, the second one as a multiplicative method.

The purpose of this article is to point out that these attacks can be gen-
eralized to the case where there exists an automorphim on the curve (resp. on
the Jacobian of an hyperelliptic curve). In particular, we show how to obtain a
speedup of

√
m if there is an automorphism of order m.

The organization of the article is as follows. First of all, we recall Pollard’s
algorithm and its additive and multiplicative variants. Then, we describe the
use of equivalence classes as originated in [52,13]. In particular, we show how
to tackle the problem of useless cycles in the Wiener-Zuccherato approach, by
analyzing the number of useless cycles and being able to throw them out. We
then show how to use automorphisms of large order on (hyper)elliptic curves,
including generalized ABC curves [30,45] and curves with CM by Z[

√−1] or
Z[(1 +

√−3)/2], for which this appears to be the first published attack. This
method applies also to hyperelliptic curves that were presented by Koblitz and
others. We support our approach by numerical simulations.

2 Parallel Collision Search

Let G be a finite abelian group with law written additively ⊕ (and multiplication
by k denoted by [k]P ) and P an element of order n of G (w.l.o.g. we will assume
that n is prime using the Pohlig-Hellman approach [33]). Let Q be an element
of < P >, the cyclic group generated by P . The discrete log problem refers to
the search for κ s.t. Q = [κ]P . For instance, G can be the group of points of an
elliptic curve over a finite field, or the Jacobian of a hyperelliptic curve.

Generically, there exist three methods for computing discrete logs in time
O(

√
n): Shanks’s method [41], Pollard’s rho and lambda methods [34], the last

one being better when one has to find the discrete logarithm in a reduced range
(that is not over [0, n[). The first method also uses O(

√
n) space, which is gen-

erally a problem. After recalling Pollard’s rho, we show how a parallel collision
search method can be described in the same spirit.

2.1 Pollard’s Rho Method

It is well known that if we collect approximately k random values from a set of
cardinality n, then we will find two equal values if k =

√
πn/2 on average. To

solve the memory problem, Pollard [34] suggested to iterate a random function
f on the group < P >. Starting from a point R0 ∈< P >, for instance R0 =
[u0]P ⊕ [v0]Q with u0 and v0 random integers (modulo n), one computes

Ri+1 = f(Ri)

thereby obtaining two sequences (ui) and (vi) modulo n such that:

Ri = [ui]P ⊕ [vi]Q.
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In order to understand the properties of this random sequence, one is led to
study the functional graph of f , that is the graph built using all starting points
R ∈< P >, as shown in Figure 1.

✫✪
✬✩

◦
R0

◦
R1

◦
R2

◦
Rµ−1

◦
Rµ

◦
Rµ+1

◦
◦

Rµ+λ−1

Fig. 1. The rho shape of (Ri).

Such a sequence consists in a tail of length µ and a cycle of length λ, thus
forming a rho of size ρ = µ + λ. Asymptotic values for the critical parameters
of this graph are given in [10]. For instance, a graph with n vertices should have
0.5 logn (connected) components, the average tail (resp. cycle) length should be√
πn/8, thus giving a rho length of about

√
πn/2.

These results imply that after about
√
πn/2 iterations, we will find a collision,

that is two integers i and j for which Ri = Rj . This will give an identity

[ui − uj]P ⊕ [vi − vj ]Q = 0

from which we can deduce κ if vi �≡ vj mod n, which happens with probability
1 − 1/n: Indeed, each element R of < P > has n different representations as
[u]P ⊕ [v]Q and the values vi and vj are supposed to be random integers in
[0, n− 1].

2.2 Using Distinguished Points

An efficient implementation of parallel collision search requires storing a limited
number of points that have a distinguished property (this idea was used for the
first time in [35]). If θ is the proportion of distinguished points, then we should
find a collision after computing about

√
πn/2 points, or θ

√
πn/2 distinguished

points. Now, parallelization is straightforward: have each processor contribute
to the same list of distinguished points [50]. Each processor would have to find
θ
√
πn/2/M points, thus yielding a speedup of M to the total running time.
To understand how a parallelized search works, consider figure 2, on which

we have drawn two paths, the one corresponding to processor i and the second to
processor j. Their paths collide at point C, which lies between the distinguished
points D1 and D3 (resp. D2 and D3). The collision will be discovered as soon as
we find that R = D3.

Such a random walk has a very important feature: it is deterministic, which
means that if f(R) = C, then f(f(R)) = f(C), so that after hitting C from any
direction, one follows a single path afterwards.
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❍❍❍❍❍❍❍❍❍

❍❍❍❥

✟✟✟✟✟✟✟✟✟

✟✟✟✟✟✯

✲
C

◦

D1

• ◦

D2

• ◦
◦

◦
D3

•

Fig. 2. The deterministic property.

2.3 Choosing the Function f

An Additive Random Walk. One way of choosing a good random function
consists in precomputing r random points (T (j))0≤j<r in < P >, with T (j) =
[u(j)]P ⊕ [v(j)]Q and to define the random walk as

f(R) = R⊕ T (j)

where j = H(R) with H a hash function sending < P > to {0, 1, . . . , r−1}. This
creates an additive random walk in Z/nZ since each point Ri can be written as
Ri = [ui]P ⊕ [vi]Q for which

ui+1 ≡ ui + u(j) mod n, vi+1 ≡ vi + v(j) mod n.

Satler and Schnorr [39] have shown that the above approach is sufficiently
random if r ≥ 8. Teske has found experimentally [49] that a value of r ≥ 20 is
more convenient.

A Multiplicative Random Walk. One can also use a function f built with
fixed multipliers (µj)0≤j<r , µj defined modulo n. We define:

f(R) = [µj ]R

where j = H(R) as above. In this version, we would in fact compute:

f(R) =


r−1∏

j=0

µ
fj

j


R0.

A collision with a single sequence would not be interesting since this would lead
to (

∏
j µ

fj

j ) ≡ 1 mod n. A collision is interesting if it comes from two distinct
sequences: two initial values R0 = [u0]P ⊕ [v0]Q and R′

0 = [u′0]P ⊕ [v′0]Q would
lead to a more useful [

∏
j µ

fj

j ]([u0]P ⊕ [v0]Q) = [u′0]P ⊕ [v′0]Q. For this to be
random enough, we must have r large as above. To be efficient, the method
requires that the multiples be efficiently computed.
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Mixed Walks. In practice, it would be fruitful to mix both strategies. This
would lead to a walk that is difficult to analyze in theory but which is likely to
be “more random”.

3 Random Mappings on Equivalence Classes

Let ∼ be an equivalence relation on < P > for which there are n/m equivalence
classes. We note R for the equivalence class of R. If we can iterate Pollard’s rho
on the set of equivalence classes < P > / ∼, then we should find a collision in
time

√
πn/(2m) instead of

√
πn/2.

The easiest way of building an equivalence class is by using automorphisms
of the group G. Wiener and Zuccherato [52] considered the case where G is the
set of points of an elliptic curve E defined over a finite field K. In that case, the
equivalence relation would be S ∼ T if and only if T = −S. The first known
nontrivial example of such a phenomenon came from ABC curves [52,13] (see
section 3.3 below).

More generally, if we know an automorphism α of order m operating on G,
we can use the equivalence relation:

S ∼ T ⇐⇒ ∃i, S = [αi]T

and hope to get a speedup of
√
m. We will give new examples in the following

section.
¿From now on, we suppose our equivalence class is built on an automorphism

α of order m. For the method to work efficiently, the equivalence class of a point
should be easy to compute, that is much faster than an addition in G.

3.1 Well Defined Mappings

The first thing we can think of is to iterate f as usual, but perform the matches
on the equivalence classes only. Starting from a random point R in < P >, we
iterate R = f(R); if R = Rj for some j, try to find a match and stop, otherwise,
store R.

❍❍❍❍❍❍❍❍❍

❍❍❍❥

✟✟✟✟✟✟✟✟✟

✟✟✟✟✟✟✟✟✟✟✟✟✟✟✟✟✯

✲
C

◦

D1

• ◦

D2

• ◦
◦

◦
D3

•

◦

Fig. 3. Paths that cross each other.
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This looks fine, as long as we do not want to parallelize the algorithm. In that
case, we can come across the diagram of figure 3 which shows that the random
walk would no longer be deterministic. For instance, imagine that we are again
in the case of elliptic curves with an additive walk and that:

Ri+1 = Ri + T (k) = (x, y),

Sj+1 = Sj + T (�) = (x,−y).

In that case Sj+1 = Ri+1, but in general f(Sj+1) �= f(Ri+1).

Therefore, we must find a function f defined over < P > and that is well
defined over the equivalence classes. More precisely, we want that if R′ ∈ R, then
f(R′) = f(R). The most obvious approach is to use Ri+1 = f(Ri) and we iterate
R = f(R) until a collision is found.

3.2 Useless Cycles for Additive Walks

Let us explain why useless cycles appear. Suppose that G is the set E(K) of
points on an elliptic curve E over the finite field K = Fpn . Suppose we use a
function f as in section 2.3. Assume that the representative of a class is the point
(x, y) with least y. Then we could encounter a situation where starting from Ri,
we find

Ri+1 = Ri ⊕ T (j) = �Ri � T (j).

It could happen that
Ri+2 = Ri+1 ⊕ T (j)

(the same j), thus yielding

Ri+2 = �Ri � T (j) ⊕ T (j) = Ri.

This proves the existence of useless 2-cycles.
We fix some notations for studying these cycles. We consider a (primitive)

t-cycle consisting of points R1, R2, . . . , Rt, Rt+1 = R1. We denote by jk the value
H(Rk) of the hash function and we denote by εk = αek the automorphism which
gives the representative of the equivalence class of Rk ⊕ T (jk). Thus we have
Rk+1 = [εk](Rk ⊕ T (jk)). See figure 4 for a description of the cycle.

We can now derive an expression of Rt+1 in terms of R1 and our parameters
jk and εk:

[1/εt]Rt+1 = [εt−1 · · · ε1]R1 ⊕ τ

with τ = [εt−1 · · · ε1]T (j1) ⊕ [εt−1 · · · ε2]T (j2) ⊕ · · · ⊕ [εt−1]T (jt−1) ⊕ T (jt). We
have a useless t-cycle if τ = 0. Indeed, when ε1, . . . , εt−1 and j1, . . . , jt are
chosen such that τ = 0, then Rt+1 is in the class of R1, which does not impose
any restriction on εt. The fact that the T (j) are randomly chosen implies that
(very likely) there is no simple relation between them2. In that case, a necessary
2 If there is one, then we have found the discrete log!
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R2

R1

Rt−1

Rt

❄

✻

✛

✕

j1 ε1 jt−1 εt−1

jt

εt

Fig. 4. A typical useless t-cycle.

condition for having τ = 0 is that for all k ∈ {1, 2, . . . , t} there exists a l �= k
such that jk = jl.

Now, we can summarize the following results on the expected number of
useless t-cycles.

Proposition 31 Suppose there is an automorphism α of order m acting on a
group G with n elements and that the T (j) are not related by relations involving
powers of α. We can estimate the probability P(t) of useless t-cycles for small
t when iterating an additive function with r branches (the expected number of
t-cycles being P(t)(n/m/t)).

We have

P(t) ≤
min(r,t/2)∑

k=1

1
mk

min
(

1,
r!kt

(r − k)!rt

)
.

Moreover, for small values of t we have the following bounds:

t pattern P(t)
2 j1 = j2 1/(mr)
3 ≤ 2/(mr)2 3 | m

0 3 � m
4 j1 = j2 = j3 = j4 ≤ (1 − 1/m)2/(mr3)

j1 = j3, j2 = j4 (1 − 1/r)/(mr)2

The proof of this proposition is given as an appendix. This proposition shows
that when t and r are large enough, the probability to find a t-cycle is very small,
and we likely do not encounter one.

Taking Care of Useless Cycles. Using Proposition 31, it is clear that an easy
way of solving the problem is to force a large value of r, which is not really a
problem in practice. In the rare cases where a cycle appears, we can get out of it
by collapsing it as suggested in [13]. If the cycle is R1 �→ R2 �→ · · · �→ Rt, we want
to get out of it in a symmetric way, that is reach the same point, whichever Ri

was the point at which we entered the cycle. Our version is to sort the points Ri

to obtain S1, S2, . . ., St and start again, say, from R =
⊕t

i=1[ii +1]Si. Anything
that breaks linearity would be convenient.
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From a practical point of view, we count the number of distinguished points
we obtain along the path. If this number does not evolve as prescribed by the
theory, that is 1 among 1/θ points, then we decide to inspect the cycle and check
out if it comes from a useless one or not. The more frequent case of 2-cycles can
be handled with a look-ahead technique (see [52]) that is somewhat simpler.

3.3 A Multiplicative Random Walk

Let us explain the situation for ABC curves [22]. In this case, K = F2� and E
is defined over F2. Then λ : (x, y) �→ (x2, y2) is an automorphism of order '. If
' is odd3, the equivalence relation is: S ∼ T ⇐⇒ ∃i, S = [±λi]T with m = 2'
classes. This relation has been exploited in [13] and [52] as well as in real life
computations by R. Harley (see http://www.certicom.com/chal/).

Gallant et al. have suggested to use a multiplicative random walk with a
function f defined by f(R) = [µR]R, where µR is a multiplier depending on the
class of R. This walk is well defined, since f commutes with λ:

f(R′) = [µR′ ]R′ = [µR]R′ = [µR]([±λi]R) = [±λi]([µR]R) ∈ f(R).

In order to make the method efficient, the multiples must be computed very
quickly. In that case, µR is taken to be 1 + λH(R) where H is a hash-function
sending the equivalence classes to {0, 1, . . . ,m− 1}. As noted in section 2.3, the
number of such multipliers should be large. For the CM examples given below
this will prove not to be the case.

4 Finding New Examples

Our idea is to find new examples of curves with non-trivial automorphisms. We
will concentrate on algebraic curves defined over finite fields of characteristic p.
We will first summarize the results concerning the number of automorphisms of
(the Jacobian of) a curve.

4.1 Theoretical Results

For g = 1, we know that we can obtain automorphisms of order 4 or 6 for
some CM curves (details for both cases follow in Section 4.2) and powers of the
Frobenius for ABC curves [22].

We obtain examples for g > 1 by considering CM hyperelliptic curves and
curves defined over finite fields fixed by powers of the Frobenius, as well as curves
defined over Q having non-trivial automorphisms.

For genus g > 1, we need a priori distinguish between automorphisms of a
curve and automorphisms of its Jacobian. Automorphisms of a curve naturally
define automorphisms on its Jacobian. By Torelli’s theorem [29], all automor-
phisms of the Jacobian (for a fixed projective embedding and a chosen zero
3 If � is even, we obtain a relation with � classes only.
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element) arise in this way (except for multiplication by minus one on the Jaco-
bian of non-hyperelliptic curves). And we may identify the automorphisms of a
curve and those of its Jacobian.

If g > 1, the number of geometric automorphisms (not considering powers
of the Frobenius) does not exceed 84(g − 1) provided that p > g + 1, with the
exception of the curve y2 = xp−x (see [36]). Without the restriction p > g+1, the
upper bound becomes 16g4, with again a single explicit exception: yq −y = xq+1

or a quotient thereof, for q a power of p (see [48]). Under the assumption that
the Jacobian has maximal p-rank g, the upper bound 84g(g − 1) holds [32].

The exceptions are of no interest to us as the Jacobians of these curves con-
tain no large cyclic components. To some extent this occurs more generally for
curves with many automorphisms. Automorphisms induce invariant subgroups
in the Jacobian. When these subgroups are non-trivial for many different auto-
morphisms, the Jacobian does not admit cyclic components of large prime order.
For such a large component would itself have invariant subgroups. It follows that
the selection of curves with automorphisms suitable for cryptosystems requires
some care. For the decomposition of a Jacobian with given automorphism group,
see [1,16].

Examples of curves with automorphisms that have large cyclic components
in their Jacobian are the curves y2 = xp − x + 1 in odd characteristic p [9].
The automorphism x �→ x + 1 of prime order p induces as invariant subgroup
the trivial group and the Jacobian itself is often of prime order. Other examples
are described in Section 4.3. In this paper we will always consider that the
automorphism on the Jacobian can be restricted to an automorphism of the
cyclic subgroup we are working in. This will be the case for all practical examples
where the group is almost prime. Indeed, assume that we are dealing with a cyclic
subgroup of prime cardinality n generated by P . Then n2 does not divide the
cardinality of the whole group, and the only elements of order n in the group are
precisely those which constitute the subgroup < P >. Then the image of P by
the automorphism is a of order n, and is in < P >, and the subgroup is stable
under the action of the automorphism.

4.2 New Examples with Elliptic Curves

We can find the proofs for what follows in [42, Chapter 2]. It is well known that
the only elliptic curves having non-trivial automorphisms (over Q) have CM by
Z[i] (resp. Z[ρ]) where i2 = −1 (resp. ρ3 = 1). They are: Ea,0 : Y 2 = X3 + aX
for a �= 0 and E0,b : Y 2 = X3 + b with b �= 0. On Ea,0, multiplication by i is
an automorphism sending a point (x, y) to (−x, iy); on E0,b, ρ sends (x, y) to
(ρx, y).

Over Q, this is all the story, an elliptic curve having in general automorphism
group {±1}. Over finite fields, Frobenius automorphisms enter the game as seen
with ABC curves. It is easy to see how to generalize the automorphism attack
to curves suggested by Müller [30] and Smart [45].
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The reductions of the curves Ea,0 and E0,b are supersingular for p = 2, 3, so
that we will consider them interesting only in the case p > 3. For the sake of
simplicity, we suppose that K = Fp, p odd prime > 3.

The Case Ea,0. We suppose that a �≡ 0 mod p and p ≡ 1 mod 4 (if p ≡
3 mod 4, then Ea,0 is supersingular and the MOV reduction applies [26]). Again,
we suppose that we are looking for a discrete log on the group < P > with prime
order n. Let I2

p ≡ −1 mod p and I2
n = −1 mod n such that [In](x, y) = (−x, Ipy)

(this is possible since p and n are ≡ 1 mod 4 by the theory of reduction of CM
curves). Then the automorphism is α(x, y) = [In](x, y) and the class ofR = (x, y)
consists of {(x, y), (−x, Ipy), (x,−y), (−x,−Ipy)}. We decide that R is the point
with minimal ordinate in absolute value.

The “obvious” choice would be to use a generalization of the ABC approach
and use µR = 1 + αH(R) where H sends the classes to {0, 1, 2, 3}. However, this
does not work, due to the fact that α2 = −1 and (1 + α)(1 − α) = 2. A random
walk would compute multiples of the form (1 +α)u(1−α)v which is not random
enough (compare with [39]). Using other multiples would be too costly.

So, we must use the additive random walk, with the modifications described
in the preceding section. This gives us a speed up of

√
4 = 2. In the case of Fp�

(' odd), we can use the Frobenius (x, y) �→ (xp, yp) to obtain a speedup of
√

4'.

The Case E0,b. We suppose b �≡ 0 mod p and p ≡ 1 mod 3 (the case p ≡
2 mod 3 yields a supersingular curve). We let ρp (resp. ρn) denote a primitive
third root of unity modulo p (resp. modulo n) such that [ρn](x, y) = (ρpx, y).
The automorphism is α(x, y) = [−ρn](x, y) and the class of R = (x, y) consists of
{(x,±y), (ρpx,±y), (ρ2

px,±y)}. We take the representative with smallest x and
smallest y.

Here again, the multiplicative choice using multipliers of the form (1 +αi) is
disastrous due to the fact that 1 +α2 = −α and 1 +α = −α2 and we come back
to the additive version, thus yielding a speedup of

√
6 and more generally

√
6'

over Fp� , ' odd.

4.3 Examples of Hyperelliptic Curves

We will consider curves of equation Y 2 = F (X) = X2g+1 + · · · when p > 2
(resp. Y 2 + H(X)Y = F (X) = X2g+1 + · · · for p = 2) where g > 1 is the
genus of the curve. There is no group law on the curve, but there is one on
its Jacobian, noted Jac(C). The only result we need says that every element
of Jac(C) can be uniquely represented by a so-called reduced divisor with at
most g points. For more precise statements about those things, one can refer
to Mumford [31]. In [4] (see also [20]), Cantor gives an algorithm for computing
with the reduced divisors: we can add them in polynomial time. We do not recall
his method here, but we give the representation of a reduced divisor: it is a pair
of polynomials [u(z), v(z)], where u is monic of degree at most g and greater than
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the degree of v. The opposite of such a reduced divisor (for the Jacobian group
law) is just the divisor represented by [u(z),−v(z)]. The hyperelliptic involution
is [u(z), v(z)] �→ [u(z),−v(z)].

From a practical point of view, it is not as easy to compute the cardinality
of a Jacobian over finite fields as it is for elliptic curves using the so-called SEA
algorithm [25,24]. So various researchers have suggested some special form of
curves for which this computation is easy [21], [9], [5], [46], [37], [3].

Automorphisms. We suppose α is an automorphism on the curve of the form
α : (x, y) �→ (α1(x), α2(y)). We restrict ourself to the study of two classes of
automorphisms: in case 1, the coordinate-functions α1 and α2 are identical and
are also automorphisms (a typical example is the Frobenius action), and in case
2, α1 and α2 are multiplication maps in the finite field (this occurs for CM
curves).

In both cases the automorphism can be extended to the Jacobian of the
curve, and we still denote α the extended automorphism. With the polynomial
representation of reduced divisors, we can derive simple expressions for the action
of α: for h ≤ g, we have

α : [zh + uh−1z
h−1 + · · · + u0, vh−1z

h−1 + · · · + v0]
�→ [zh + α1(uh−1)zh−1 + · · · + α1(u0), α1(vh−1)zh−1 + · · · + α1(v0)]

for case 1, and

α : [zh + uh−1z
h−1 + · · · + u0, vh−1z

h−1 + · · · + v0]

�→ [zh + α1uh−1z
h−1 + · · · + αh

1u0, α2α
−(h−1)
1 vh−1z

h−1 + · · · + α2v0]

for case 2.
Thus, provided that the computation of the action of α1 and α2 is easy we

can obtain the image of a divisor quite quickly.

Examples. In the literature we find many examples of hyperelliptic curves
which come with an automorphism. Some of them are obvious (such as Frobenius
endomorphism), but some others were probably not known to the authors (see
the curve of Sakai and Sakurai [37]). We summarize in table 1 some examples for
which we give the non-trivial automorphisms, and the order m that we obtain
when combining them together with the hyperelliptic involution.

The curves marked by (∗) can be broken by the reduction method of [11]
which is much faster than the ρ method, even with the use of automorphisms.
For high genus curves in the examples marked by (†), a faster attack is given by
the index-calculus method of [2].

For each curve in the table, we can improve the parallel collision search by
a factor

√
m. For example, if one wants to break the cryptosystem proposed by

Sakai and Sakurai, which uses a divisor of prime order around 2171, we have
to perform about 286 operations on the Jacobian, and using the Frobenius, the
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Author Equation of curve Field Automorphisms m

Koblitz [20], [21] Y 2 + Y = X5 + X3 (∗) F2n Frob +

�
X �→ X + 1
Y �→ Y + X2 4n

Y 2 + Y = X5 + X3 + X (∗) F2n Frobenius 2n

Y 2 + Y = X2g+1 + X F2n Frobenius 2n

Y 2 + Y = X2g+1
F2n Frobenius 2n

Buhler Koblitz [3] Y 2 + Y = X2g+1 (†) Fp with mult. by ζ2g+1 2(2g + 1)
Chao et al. [5] (and twists) p ≡ 1 (2g + 1)

Sakai Sakurai [37] Y 2 + Y = X13 + X11+ F229 Frobenius & 4 × 29

X9 + X5 + 1 (†)
8<
:

X �→ X + 1
Y �→ Y + X6 + X5

+ X4 + X3 + X2

Duursma & Y 2 = Xp − X + 1 (†) Fpn Frobenius & 2np
Sakurai [9] (X, Y ) �→ (X + 1, Y )

Table 1. Examples of curves

involution and the new automorphism, we have only to perform about 282 op-
erations. Note that the authors took into account the use of Frobenius in their
evaluation of the security, but not the other automorphism (however it still does
not break the system).

The Curve Y 2 = X5 − 1 and Generalizations. The Jacobian of the curve
Y 2 = X5 − 1 admits complex multiplication by the field Q(ζ5) where ζ5 is a
5-th root of unity. Combining it with the hyperelliptic involution, we obtain an
automorphism of order 10. The formulae for the action on reduced divisors are:

α : [z2 + u1z + u0, v1z + v0] �→ [z2 + ζ5u1z + ζ2
5u0, −ζ−1

5 v1z − v0]
[z + u0, v0] �→ [z + ζ5u0,−v0]

0 �→ 0.

This case may be generalized to the curves of equations Y 2 = X2g+1 − 1 (or
Y 2 + Y = X2g+1 as suggested in [3]), which admit complex multiplication by
the ring of integers of Q(ζ2g+1), providing an automorphism of order 2g+1 (and
even 4g + 2 combined with the trivial involution).

In this case, we could also dream of using a multiplicative random walk with
multipliers 1 + αi. However, we have to be careful, due to the many algebraic
relations between 5-th roots of unity. Apart from 1 − α+ α2 − α3 + α4 = 0, we
have among others 1 + α5 = 0, (1 + α2)(1 + α4) = α3, (1 + α4)(1 + α8) = α,
(1+α6)(1+α8) = −α2, (1+α3)(1+α8) = 1+α, etc. If during the random walk
we do a couple of consecutive steps corresponding to one of these relations, then
we obtain a cycle of length 2 which is useless. So, we come back to the additive
one to get our speedup of

√
10.

5 Numerical Experimentations

In order to validate our findings, we made several experiments on random graphs
of reasonable size as well as some real discrete log computations on small exam-
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ples. The hash function used was H((x, y)) = y mod r in each case. All examples
were done using the computer algebra system MAGMA.

5.1 Elliptic Examples

We built functional graphs for the case of E : Y 2 = X3 + 2X over K = F1000037.
We chose P = (301864, 331917) of prime order n = 500153. We made two series
of experiments on 50 random mappings with r branches. The following table
contains the number of useless t-cycles found:

r #2 − cycles #4 − cycles
20 772(781) 5(5)

1000 16(15) 0(0)

These values are close to those prescribed by Proposition 31 that are given in
parentheses.

We did the same for the curve E : Y 2 = X3 + 2 over K = F1000381 on which
P = (1, 696906) is a point of prime order n = 998839. Again we tried 50 random
walks.

r #2 − cycles #4 − cycles #3 − cycles
20 694(693) 7(7) 2(3)

1000 13(14) 0(0) 0(0)

We also did 100 real discrete log computations for the curves given be-
low. We give the average gain obtained, that is the ratio θ

√
πn/2 divided by

the number of distinguished points computed. For E : Y 2 = X3 + 2X over
F10000003021 with P = (9166669436, 170163551) of prime order n = 5000068261,
Q = (1314815213, 7654067643) (with κ = 2153613198), we got a speed up of
1.88 for r = 20 (resp. 1.82 for r = 1000) and for E : Y 2 = X3 + 2 over
F10000000963, P = (2, 5825971627), n = 9999804109, Q = (4, 6715313768) (thus
κ = 8959085671), we got 2.23 for r = 1000.

5.2 Hyperelliptic Examples

We built the functional graphs of 50 random mappings for the Jacobian of the
curve Y 2 = X5−1 over K = F313 , which has a divisor of prime order n = 778201.
We found 201 components on average, with 196 2-cycles and 0.8 4-cycles, which
is closed to the expected theoretical values (194 and 0.7).

We did the same for the first example given by Koblitz in [20]: the curve is
Y 2 + Y = X5 +X3 +X over K = F211 , with a divisor of order n = 599479. We
tried 50 different pseudo-random walks obtaining on average 31.5 2-cycles (the
theory predicts 30.9), and almost no 4-cycles (0.07 expected). With the modified
walk, we have 5.6 components on average (5.1 for pure random walk).

We also did some experiments of discrete log computations. For each of the
curves, we did 1000 tests, the r parameter was fixed to 50. The first curve was
Y 2 = X5−1 over F317 , with a divisor of order n = 1440181261. We got an average
gain of 3.13 for the number of iterations (to be compared with

√
10 ≈ 3.16). The
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second test was done for the curve Y 2 + Y = X5 + X3 + X over F237 , with a
divisor of order n = 319020217. The average gain obtained was 8.83 (theory says√

74 ≈ 8.60).

6 Conclusions

We have described a general framework speeding up discrete logarithm compu-
tations on curves with large automorphism groups, including in particular some
elliptic and hyperelliptic curves with complex multiplication. One could raise
the question to find curves having automorphisms which are not of Frobenius or
CM type.

Note that for high genus hyperelliptic curves, we can speed up the Adleman–
DeMarrais–Huang discrete log algorithm [2] using all these automorphisms (see
[14]). This suggests that the use of such curves in cryptosystems requires great
care.

For the genus > 2, most of the curves in the literature for which the car-
dinality of the Jacobian can be computed have a non-trivial automorphism. It
would be interesting to build new curves having no automorphisms. For genus 2,
examples are given by the CM construction of Spallek [46], see also [51]. See also
[47] for some examples of high genus random curves and [12] for superelliptic
curves.
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ularly Daniel Augot, for having given the authors the opportunity to meet and
work together. We also to thank E. Thomé for helpful discussions concerning
this work, as well as R. Harley for his careful reading of an intermediate version
of the article. Also, we are very happy to receive constructive reports from the
referees, a phenomemon which is so rare that we want to emphasize it.

A Proof of Proposition 31

Remember that α is an automorphism of order m and that we use an additive
function with r branches.

A.1 2-cycles

How many useless 2-cycles do we expect? We first evaluate the probability for
a random point R1 to be in a useless 2-cycle. Let R2 be the point computed
by the pseudo-random walk, and j1 = H(R1). We have R2 = R1 ⊕ T (j1). The
useless cycle can be produced when the class of R1 ⊕ T (j1) is �R1 � T (j1),
which occurs with probability 1/m. If this first condition is satisfied, the cycle
is produced when H(R2) equals j1, which occurs with probability 1/r. Finally,
the probability for a point to be in a useless 2-cycle is 1/(rm).
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A.2 3-cycles

For 3-cycles, the expression of τ is

τ = [ε1ε2R1 + ε1ε2]T (j1) ⊕ [ε2]T (j2) ⊕ T (j3).

The condition on the jk’s implies that j1 = j2 = j3. Then τ = 0 = [ε1ε2 + ε2 +
1]T (j1), and we have ε2(1 + ε1) = −1. We study ”true” 3-cycles, so we do not
want R3 = R1, so we can suppose ε1 �= −1. Then ε2 = −1/(1 + ε1).

If we suppose that the automorphism α is a root of unity4, the last equation
gives |1 + ε1| = |ε1| = 1, and then ε1 is a third root of unity. Thus, if the order
m of α is not a multiple of 3, we cannot have a useless 3-cycle; otherwise we can
give an upper bound for the probability for a point to be in a useless 3-cycle by
2/(mr)2 (ε1 can take 2 values, and then ε2 is unique).

A.3 4-cycles

We have three different patterns for the jk’s.
First case: j1 = j2 = j3 = j4. Then we have τ = [ε1ε2ε3 + ε2ε3 + ε3 + 1]T (j1),

and we have a cycle if

ε3 = − 1
1 + ε2(1 + ε1)

.

The properties ε1 �= −1 and ε2 �= −1/(1 + ε1) are necessary to have a true 4-
cycle, and guarantee that the expression makes sense. However, for some values
of ε1 and ε2, there is no ε3 satisfying this equation. For example, if α4 = 1, then
the only triples of solutions are (ε1, ε2, ε3) = (α, α, α) or (−α,−α,−α).

We can bound the probability of a 4-cycle with this pattern. The probability
that the jk’s are equal is 1/r3; the probability that ε1 �= −1 is 1 − 1/m, the
probability that ε2 �= −1 and ε2 �= −1/(1 + ε1) is bounded by (1 − 1/m),
and finally we have at most one choice for ε3, i.e. probability 1/m. Finally, the
probability for a point to belong to such a 4-cycle is less than (1 − 1/m)2/mr3.

Second case: j1 = j2 and j3 = j4. We want to have a true 4-cycle, so R1 �= R3,
which implies that ε1 �= −1. In that case, the equation τ = 0 becomes

[ε2ε3(1 + ε1)]T (j1) ⊕ [1 + ε3]T (j3) = 0,

with T (j1) �= T (j3), so this equation has no solution with ε1 �= −1 if the points
T (j) are sufficiently randomly chosen. Hence such a pattern cannot occur with
significant probability.

The same result holds for the case: j1 = j4 and j2 = j3.
Third case: j1 = j3 and j2 = j4. In that case, the equation τ = 0 becomes

[ε3(ε1ε2 + 1)]T (j1) ⊕ [ε2ε3 + 1]T (j2) = 0, which reduces to the system
{
ε1ε2 = −1,
ε2ε3 = −1,

4 This is always the case for an automorphism of a cyclic group.
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or ε3 = ε1 = −1/ε2. If we assume that the automorphism is a root of unity, then
for any given ε1, there is a unique solution of the system for ε2 and ε3.

The probability that j1 = j3 is 1/r, idem for j2 = j3, and moreover we impose
j1 �= j2, which occurs with probability (1 − 1/r); the probability of finding the
good values for ε2 and ε3 is 1/m2. Finally the probability for a point to belong
in a 4-cycle with such a pattern is (1 − 1/r)/(rm)2;

Putting together these results, we can bound the probability for a point to
be in a useless 4-cycle by (1 − 1/r)/(rm)2 + (1 − 1/m)2/mr3.

A.4 The Case of t-cycles

For a t-cycle, we rewrite the cancellation of τ as a system of k equations, one
for each ji which actually occurs. We evaluate the probability of (τ = 0) for
every value of k, and then collect the results. Note that k has to be at most t/2,
because there has to be at least two terms in each equation, and of course k is
at most r. Now let S be the set of the ji which actually occur in τ . Then

Pr(τ = 0) =
min(r,t/2)∑

k=1

Pr(τ = 0 |#S = k).Pr(#S = k).

First step: Pr(#S = k) ≤ min( r!kt

(r−k)!rt , 1).
This problem can be expressed as follows: what is the probability to get

exactly k distinct elements, when one takes randomly t elements in a set of r
elements (we put the element back in the set after each step). This probability
is classically (see [8])

(
r
k

)
S2(t, k)/rt, where S2(t, k) is the Stirling number of the

second kind. Then we bound S2(t, k) by k!kt, and obtain the formula.
Second step: Pr(τ = 0 |#S = k).
Let us make the change of variables




ε∗1 = εt−1 · · · ε1
ε∗2 = εt−1 · · · ε2

...
ε∗t−1 = εt−1

This transformation is invertible since the εi are invertible. The expression for τ
becomes τ = [εt−1 · · · ε1]T (j1)⊕· · ·⊕T (jt) = [ε∗1]T (j1)⊕· · ·⊕[ε∗t−1]T (jt−1)⊕T (jt) =⊕k

l=1[El]T (jil
), where the El are linear expressions in the ε∗i . When the ε∗i are

randomly chosen among m values, for each l the probability that El is verified
is bounded by 1/m. Thus the probability to have a good (t − 1)-uple of εi is
bounded by 1/mk, and the result follows.

Note that we used the fact that we have a true t-cycle, because we supposed
that the εi were randomly chosen, which is not the case if for example we have
a 2-cycle (ε2 has an imposed value in that case).
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Abstract. A prohibitive barrier faced by elliptic curve users is the dif-
ficulty of computing the curves’ cardinalities. Despite recent theoretical
breakthroughs, point counting still remains very cumbersome and inten-
sively time consuming.
In this paper we show that point counting can be avoided at the cost of a
protocol slow-down. This slow-down factor is quite important (typically
∼= 500) but proves that the existence of secure elliptic-curve signatures
is not necessarily conditioned by point counting.

Keywords: Elliptic curve, point counting, signature.

1 Introduction

Point counting is the most complex part of elliptic-curve cryptography which,
despite constant improvements, still remains time-consuming and cumbersome
(we refer the reader to [3,4,8,9,13,14,15,11,17,20,21] for a comprehensive bibli-
ography about cardinality counting).

Elliptic-curve cryptosystems that would not require point counting are thus
theoretically interesting, although, having taken the decision to design such a
scheme, one must overcome three technical difficulties :

• If the number of points on the curve (#C) is unknown to the participants,
the protocol must never involve q, the large prime factor of #C. This excludes the
computation of modular inverses modulo q by the signer and the verifier (recall
that DSA signatures involve s = (m + xr)/k mod q and verifications require
1/s mod q).

• Being unknown, #C may be accidentally smooth enough to be vulnerable to
Pohlig-Hellman attack [18]. An attacker could then undertake the point counting
avoided by the designer, factor #C and break-down the Discrete Logarithm
Problem’s complexity into the much easier tasks of solving DLPs in the various
subgroups that correspond to the factors of #C.
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• Finally, even if #C has a large prime factor q, the choice of the group
generatorG (e.g. ECDSA’s exponentiation base) may still yield a small subgroup
vulnerable to discrete logarithm extraction.

Sections 2, 3 and 4 will develop separately each of these issues which will
be assembled as a consistent, point-counting-free cryptosystem in section 5. By
easing considerably key-generation, our protocol will extend the key-range of
elliptic-curve cryptosystems and open new research perspectives.

2 Poupard-Stern’s q-free DSA

In Eurocrypt’98, Poupard and Stern [19] presented a DSA-like scheme that com-
bines DLP-based provable security, short identity-based keys, very low trans-
mission overhead and minimal on-line computations. By opposition to other
Schnorr-like schemes, Poupard-Stern’s protocol uses the order of the multiplica-
tive group q only for system setup (figure 1).

System parameters
primes p and q such that q|(p − 1)
g ∈ ZZ/pZZ of order q
a hash function h : {0, 1}∗ → ZZ/qZZ

Key generation
secret : x ∈R ZZ/qZZ
public : y = g−x mod p

Signature
pick a large random k
r = gk mod p
s = k + x × h(m, r)
signature : {r, s}

Verification

check that r
?= gsyh(m,r) mod p

Fig. 1. Poupard-Stern signatures.

We refer the reader to [19] for a precise definition of the system parameters
(e.g. the size of k), a formal security proof and a description of the scheme’s
implementation trade-offs.

Elliptic-curve generalization is straightforward : let p be the size of the un-
derlying field (or ring) on which the curve is defined (a prime, an RSA modulus
or 2n); when p is a prime or an RSA modulus the equation of the curve C, char-
acterized by a and b, is given by y2 = x3 + ax+ b; the curve will be defined by
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y2 + xy = x3 + ax+ b when the underlying field is GF(2n). In the elliptic curve
Pourpard-Stern signature scheme, p − 1 and q are respectively replaced by #C
and one of its large prime factors (figure 2).

System parameters
a prime q
an elliptic curve C such that q|#C
G ∈ C of order q
a hash function h : {0, 1}∗ → ZZ/qZZ

Key generation
secret : x ∈R ZZ/qZZ
public : Y = −xG

Signature
pick a large random k
R = kG = (xR, yR)
s = k + x × h(m, xR)
signature : {xR, s}

Verification
compute R′ = sG+ h(m, xR)Y = (xR′ , yR′)
check that xR

?= xR′

Fig. 2. Elliptic-curve Poupard-Stern signatures.

Poupard and Stern’s security proof can be extended, mutatis mutandis, to
the elliptic-curve variant; the proof can be consulted in the appendix.

We will now suppress from the above protocol the last references to q; care
should be taken to underline that we do not claim yet that the resulting protocol
(figure 3) is secure.

3 The Expected Smoothness of #C

As an inescapable consequence of our modification, #C may now be smooth
enough to be at Pohlig-Hellman’s reach. An attacker could then perform the
point counting, factor #C and reduce the DLP’s complexity into the much easier
tasks of solving DLPs in the various subgroups that correspond to the different
factors of #C. Moreover, even if #C has a large prime factor it may still be
divisible by a product π of small primes, allowing the adversary to find a portion
of the secret key (x mod π) using Pohlig-Hellman. Using Hesse’s theorem, we
set L = log2
p+ 1 − 2√p� and deliberately accept that only � bits of the L-bit
secret key will actually remain unknown to the attacker.
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System parameters
a random elliptic curve C
G ∈R C
a hash function h : {0, 1}∗ → {0, 1}L

Key generation
secret : x ∈R {0, 1}L

public : Y = −xG

Processing
pick a large random k
R = kG = (xR, yR)
s = k + x × h(m, xR)
output : {xR, s}

Verification
compute R′ = sG+ h(m, xR)Y = (xR′ , yR′)
check that xR

?= xR′

Fig. 3. q-free EC variant of Poupard-Stern’s protocol.

We consider that a curve is weak if all the factors of #C are smaller than
2� (i.e. #C is 2�-smooth) where � is a security parameter. The odds of such an
event are analyzed in this section under the assumption that #C is uniformly
distributed over [p+ 1− 2√p, p+ 1 + 2

√
p].

Defining ψ(x, y) = #{n < x, such that n is y-smooth}, it is known [5,6,7]
that, for large x, the ratio :

ψ(x, t
√

x)
x

is equivalent to Dickman’s function defined by :

ρ(t) =




1 if 0 ≤ t ≤ 1

ρ(n)−
∫ t

n

ρ(v − 1)
v

dv if n ≤ t ≤ n+ 1

ρ(t) is thus an approximation of the probability that a � × t-bit number is
2�-smooth; table 1 summarizes the value of ρ for 2 ≤ t ≤ 10.

Since ρ(t) is not easy to compute, we will use throughout this paper the exact
formula for t ≤ 10 and de Bruijn’s asymptotic approximation [1,2] for t > 10 :

ρ(t) ∼= (2πt)−1/2 exp
(

γ − tζ +
∫ ζ

0

es − 1
s

ds
)

where ζ is the positive solution of eζ − 1 = tζ and γ is Euler’s constant.
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t 2 3 4 5 6 7 8 9 10

ρ(t) 3.07e-1 4.86e-2 4.91e-3 3.54e-4 1.96e-5 8.75e-7 3.23e-8 1.02e-9 2.79e-11

Table 1. ρ(t) for 2 ≤ t ≤ 10.

Table 1 shows that the proportion of weak curves is too high for immediate
use : values of t, such as 2 and 3, which would respectively yield 320 and 480-bit
field size for � = 160, correspond to a percentage of 0.3 and 0.05 weak curves.
In section 5, we will propose a signature strategy that decreases exponentially
these probabilities.

As pointed out earlier, the above assumes that #C is distributed uniformly
over [p+ 1 − 2√p, p+ 1 + 2

√
p]. A more accurate result, valid for prime p, was

proved by Lenstra in [12] :

Theorem 1. Denoting by #’ the number of isomorphism classes of elliptic cur-
ves, and ∆(S) = #′{elliptic curves E over Fp such that #E ∈ S ⊂ IN} there
exist effectively computable positive constants c1, c2 such that for each prime
p > 3, the following holds :

• if for all s ∈ S, |s− (p+1)| ≤ 2
√

p then ∆(S) ≤ c1#S
√

p(log p)(log log p)2

• if for all s ∈ S, |s − (p+ 1)| ≤ √
p then ∆(S) ≥ c2

√
p(#S − 2)/ log p

Since all classes have a number of representatives which is roughly p, Lenstra’s
theorem basically claims that by taking a curve at random, the probability τS

that its cardinality lies in S satisfies the inequality :

c3

log p
≤ τS

πS
≤ c4(log p)(log log p)2

where πS denotes the probability of picking an element of S at random in
the interval

[
p −√

p, p+
√

p
]
. The theorem indicates that (at least if p is prime)

when C is random, the proportion of weak-curves respects Dickman’s estimate.
We consider this as heuristically satisfactory for further build-up.

4 The Expected Order of the Generator G

Even when #C has an prime factor larger than � bits, G could still yield a small
subgroup, which would again weaken the scheme.

We refer the reader to [16] for the following theorem :

Theorem 2. The set of points of an elliptic curve is an abelian group which is
either a cyclic group or the product of two cyclic groups.
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Let q be a large prime factor of r = #C of multiplicity 1.
• Assume that C is a cyclic abelian group, isomorphic to ZZ/rZZ, with gen-

erator g ∈ C. The order d of a random G = gα is given by d = r/ gcd(r, α).
Therefore q does not divide d if and only if α is a multiple of q. The probability
that the order of a random G is not divisible by q is thus 1/q.

• Assume that C is the product of two cyclic abelian groups, then C is isomor-
phic to some product ZZ/r1ZZ × ZZ/r2ZZ where r2 divides r1 and r1r2 = r. For a
large prime factor q of r (with multiplicity 1), q divides r1 but not r2. Therefore
q divides the order of an element of the curve if and only if q divides the order
of this element with respect to ZZ/r1ZZ. This leads back to the first case, and the
probability that the order of a random G is not divisible by q is 1/q again.

In both cases, the probability that a random choice for G yields a small sub-
group is negligible.

5 The New Scheme

The new protocol iterates the signature on a few curves in order to reduce (below
an ε = 2−�/2) the probability that all curves will be smooth (figure 4) :

System parameters
σ random elliptic curves C1, . . . , Cσ

σ random points G1, . . . , Gσ such that Gi ∈ Ci

a hash function h : {0, 1}∗ → {0, 1}L

Key generation
secret : σ random integers xi ∈R {0, 1}L

public : σ points Yi = −xiGi such that Yi ∈ Ci

Signature
for i = 1 to σ

pick a large random ki

compute Ri = kiGi ∈ Ci = (xRi , yRi)
compute si = ki + xi × h(m, xRi)

signature : {{xR1 , s1}, . . . , {xRσ , sσ}}
Verification

for i = 1 to σ
Compute R′

i = siGi + h(m, xRi)Yi = (xR′
i
, yR′

i
)

Check that xR′
i

?= xRi

Fig. 4. q-free elliptic-curve Poupard-Stern signatures.
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The number of necessary iterations σ is given by :

ρ(|p|/�)σ ≤ ε ⇒ σ =
⌈

�

2 log ρ(|p|/�)

⌉

and is summarized in table 2 for � = 160.
The slow-down factor γ between the elliptic curve Poupard-Stern signature

scheme and the new scheme (signature generation times) is due to the iteration
of the signature on σ curves and the increased complexity of point operations
over bigger underlying fields. Since the time complexity of elliptic curve scalar
multiplication is in O(|p|3), γ is basically given by :

γ = σ ×
( |p|

�

)3

The slow-down factor is summarized in table 2 for � = 160.

# of iterations σ size of p slow-down # of iterations σ size of p slow-down

20 460 bits 474 10 654 bits 683

19 471 bits 486 9 693 bits 732

18 484 bits 499 8 740 bits 791

17 497 bits 509 7 798 bits 868

16 513 bits 526 6 873 bits 977

15 529 bits 542 5 973 bits 1125

14 548 bits 562 4 1115 bits 1352

13 570 bits 588 3 1337 bits 1746

12 594 bits 613 2 1757 bits 2646

11 622 bits 645 1 2800 bits 5355

Table 2. Protocol trade-offs for � = 160.

Letting alone the factor γ, the verification times of the new scheme are also
slower than usual ECC ones (e.g. ECDSA) because of the additional increase in
the size of s due to the Poupard-Stern construction.

Note that Poupard-Stern’s security proof will still apply to (at least one of)
our curves with probability greater than 1−ε ∼= 1. Surprisingly, instances will be
either provably secure against existential forgery under adaptive chosen message
attacks (probability greater than 1− ε) or insecure (probability lower than ε =
2−�/2) without transiting through intermediate gray areas where security is only
conjectured (our ε is, of course, not related to [19]’s one).

Although the security proof has not been extended to the case where all
curves have the same system parameters (identical p, intersection in G), we
conjecture that the resulting scheme (figures 5 and 6) is still secure.
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Secret parameters (xi and ki) must however remain distinct for every curve,
given the (deliberately accepted) risk that the DLP might be easy on some of
our curves.

System parameters
σ elliptic curves C1, . . . , Cσ intersecting in G
a hash function h : {0, 1}∗ → {0, 1}L

Key generation
secret : σ random integers xi ∈R {0, 1}L

public : σ points Yi = −xiG such that Yi ∈ Ci

Signature
for i = 1 to σ

pick a large random ki

compute Ri = kiG ∈ Ci = (xRi , yRi)
compute si = ki + xi × h(m, xRi)

signature : {{xR1 , s1}, . . . , {xRσ , sσ}}
Verification

for i = 1 to σ
Compute R′

i = siG+ h(m, Ri)Yi = (xR′
i
, yR′

i
)

Check that xR′
i

?= xRi

Fig. 5. q-free elliptic-curve Poupard-Stern signatures (common G).

It is important to point-out that, due to our probabilistic design, the signer
must generate C1, . . . , Cσ or (at least) make sure that the authority can exhibit
a random seed (similar to the DSA’s certificate of proper key generation) that
yields all the curves’ parameters by hashing.

6 Extensions and Variants

The scheme can be improved in many ways : by hashing xi = h′(x, i) and
ki = h′′(k, i) one can make the economy of σ−1 secret keys and session randoms;
a particularly efficient variant consists in grouping {R1, . . . , Rσ} in a single digest
(figure 7); the scheme can, of course, be implemented on any group.

Note that when p is an RSA modulus (hereafter n), life becomes much harder
for the attacker who must (in our present state of knowledge) factor n (equivalent
to point counting [10]), compute the orders d1 and d2 of the curve modulo the
prime factors of n, factor d1 and d2 and compute the exact order of G as a
multiplicative combination of the prime factors of d1 and d2.
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G

C

C

C

3

2

1

Fig. 6. System configuration (intersecting curves) for σ = 3.

The overwhelming security contribution comes from the factorisation of n
although when this calculation comes to an end, the attacker may face a (non-
smooth) curve where the DLP is hard. The attacker’s success chances are con-
sequently reduced to :

ε′ = ρ

( |n|
2�

)2

for one curve and

ε′′ = ε′σ = ρ

( |n|
2�

)2σ

for the σ curves. This indicates an interesting way of squeezing more com-
plexity out of RSA moduli : since (in our present state of knowledge) smooth
curves can not be spotted without factoring n, the inverse of ε′′ represents a
strengthening factor that multiplies1 the attacker’s effort by a factor depending
on |n| and σ (table 3 for � = 160).
1 under the discrete logarithm assumption.
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System parameters
σ elliptic curves C1, . . . , Cσ intersecting in G
a hash function h : {0, 1}∗ → {0, 1}L

Key generation
secret : σ random integers xi ∈R {0, 1}L

public : σ points Yi = −xiG such that Yi ∈ Ci

Signature
for i = 1 to σ

pick a large random ki

compute Ri = kiG ∈ Ci = (xRi , yRi)
r = h(m, xR1 , . . . , xRσ )
for i = 1 to σ

compute si = ki + xi × r
signature : {r, s1, . . . , sσ}

Verification
for i = 1 to σ

compute R′
i = siG+ rYi = (xR′

i
, yR′

i
)

check that r
?= h(m, xR′

1
, . . . , xR′

σ
)

Fig. 7. q-free elliptic-curve Poupard-Stern signatures (common G and r).

− log2 factor ↘ |n| = 512 |n| = 768 |n| = 1024

σ = 1 1.8 5.3 9.9

σ = 2 3.6 10.7 19.9

σ = 3 5.5 16.0 29.8

σ = 4 7.3 21.4 39.8

σ = 5 9.1 26.8 49.8

σ = 6 11.0 32.1 59.7

σ = 7 12.8 37.5 69.7

Table 3. Strengthening factors for � = 160 and 1 ≤ σ ≤ 7.
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APPENDIX

Using Poupard and Stern’s notations, the following is a generalization of
[19]’s security proof :

Theorem 3. Assume that kSτ/X and 1/k are negligible. If an existential for-
gery of the signature scheme under adaptive chosen message attack has a non-
negligible success probability then the discrete logarithm on elliptic curves can be
computed in a time polynomial in |q|.

The proof is based on the same 3-fork variant of Pointcheval-Stern’s forking
lemma. However, there is a technical difficulty; in the modular case studied by
Poupard and Stern, the authors deal with an RSA modulus n = pq, assuming
that g is of order λ(n) = GCD(p − 1, q − 1). Their proof includes three steps :

1. compute a multiple L of λ(n).

2. factor n, using L and a number-theoretic algorithm due to Miller.

3. finally, use the 3-fork variant of the forking lemma to yield a couple of
relations involving the unknown key s :

αs+ β = 0 mod λ(n) and α′s+ β′ = 0 mod λ(n)

such that for some polynomial B, which only depends on the machine which
presumably performs the existential forgery, GCD(α, α′) ≤ B; from these equa-
tions, s can be computed in polynomial time.

In the elliptic curve case, there is no analog to step 2; which requires a further
twist :

1. compute a multiple ρ of the (unknown) order r of G, which is approxi-
mately |X |+ |k|-bit long.

2. use the forking lemma’s 3-fork variant to yield a couple of relations involv-
ing s :

αs+ β = 0 mod λ(n) and α′s+ β′ = 0 mod λ(n)
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such that for some polynomial B, which only depends on the machine which
presumably performs the existential forgery, GCD(α, α′) ≤ B. Furthermore, we
cancel all primes smaller than B from ρ. From these relations and ρ, one can
compute a substitute to s which satisfies V = −sG without being in the proper
range.

3. Finally, we show that an algorithm which computes a substitute of s and a
multiple of r with significant probability can be turned into an algorithm which
computes the proper value of s :

Lemma 1. An algorithm A which computes with significant probability a
fixed-size multiple ρ of the unknown order r of G and a substitute to the secret
key s < ρ can be turned into an algorithm B which computes the proper value of
s.

proof Let ε be the success probability of A and fix δ = ε/|ρ|. By induction
on |ρ|, we show how to design an algorithm B which discloses the actual key
with probability at least δ : Apply A to V = −sG, where s is in the proper
range for keys. A could either output s with probability δ (in which case the
proof is complete) or it outputs a substitute s′ �= s with probability bigger than
(ρ − 1)δ. In this case, we can consider s′ − s and ρ − s′ + s; both are multiples
of r and one of them (hereafter ρ′) is smaller than ρ/2. Note that A produces,
with probability δ|ρ′| a multiple ρ′ of r. Furthermore, it also produces substitute
keys smaller than ρ′, since one can always replace a substitute s by s mod ρ′;
we can thus apply the inductive hypothesis, which completes the proof. ��
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Abstract. We describe a new method for conducting scalar multiplica-
tion on a non-supersingular elliptic curve in characteristic two. The idea
is to replace all point doublings in the double-and-add algorithm with a
faster operation called point halving.

1 Introduction

The security of cryptosystems like the Diffie-Hellman scheme is based on the
intractability of the Discrete Logarithm Problem of the underlying group. For
most elliptic curves defined over finite fields the Discrete Logarithm Problem
is believed to be hard to solve and for this reason they are interesting in cryp-
tography. The most time consuming part of the Diffie-Hellman key exchange
protocol is multiplication of a point on the curve not known in advance by a
random scalar. We will only discuss curves defined over fields of characteristic
two; a popular choice for implementations since addition in such a field cor-
responds to the exclusive-or operation. It is known that scalar multiplication
can be speeded up on a curve which is defined over a field of small cardinality
([Koblitz],[Meistaff],[Muller1]) using the Frobenius morphism. The curves can
be chosen such that no known attack applies to them. However, at least princi-
pally, it is of course preferable to be able to choose the curve which one wants to
use from as general a class of curves as possible. The method described in this
paper applies in its fastest version to half of the elliptic curves. Moreover, from
a cryptographic point of view it is the ”better” half. Before giving the principle
of the method we formulate the basic concepts. See for example [Silverman] for
an introduction to the theory of elliptic curves.

Let n be a fixed integer. Let F2n denote the field with 2n elements and let
F2n denote the algebraic closure of F2n . Let O denote the point at infinity. By
a non-supersingular elliptic curve E defined over F2n we mean the set

E = {(x, y) ∈ F2n × F2n | y2 + xy = x3 + ax2 + b} ∪ {O} a, b ∈ F2n , b �= 0

It is well known that E can be equipped with an abelian group structure where
the point at infinity is the neutral element. It is customary to call the elements

K. Y. Lam, E. Okamoto and C. Xing (Eds.): ASIACRYPT’99, LNCS 1716, pp. 135–149, 1999.
c© Springer-Verlag Berlin Heidelberg 1999
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of E for points. We will work with the finite subgroup of E

E(F2n) = {(x, y) ∈ F2n × F2n | y2 + xy = x3 + ax2 + b} ∪ {O}
That is the F2n -rational points in E. For any m ∈ N we can define the multi-
plication-by-m map

[m] : E → E

P 
→P + · · · + P︸ ︷︷ ︸
(m times)

and for m = 0:
∀P ∈ E : [0]P = O.

The kernel of the multiplication-by-m map is denoted by E[m]. The points of
the group E[m] are also called the m-torsion points of E. The group structure of
the m-torsion points is well known. We will only be interested in the case where
m is a power of two. In this case we have:

∀k ∈ N : E[2k] 
 Z/2kZ

We will use the notation T2k for a point of order 2k. Since T2 is contained in
E(F2n) and since E(F2n ) is a finite subgroup of E it has the structure:

E(F2n) = G× E[2k]

where G is a group of odd order and k ≥ 1. When k = 1 we will say that the
curve has minimal two-torsion.

After these preliminaries we are ready to explain the aim of the paper. The
multiplication-by-two map, denoted by [2], which we will also call the doubling
map, is not an injective function when defined on E or E(F2n) because it has
kernel E[2] = {O, T2}. On the other hand, if we restrict the domain of the
doubling map to a subgroup G ⊂ E(F2n) of odd order the map is a bijection.
Consequently, on this subgroup the doubling map has an inverse map which we
call the halving map:

[
1
2

] : G → G

P 
→Q [2]Q = P

We will write [12 ]P for the point in G which the doubling map sends to P . For
all i ≥ 1 we will write

[
1
2i

] := [
1
2

] ◦ · · · ◦ [
1
2

]

for the i-fold composition of the halving map. The halving map is interesting in
connection with elliptic scalar multiplication for the following reason: it is possi-
ble to replace all point doublings used when performing a scalar multiplication
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by point halvings. As we shall see the halving map is considerably faster to eval-
uate than the doubling map on a curve with minimal two-torsion when working
in affine coordinates. From a cryptographic viewpoint it is good to have as many
curves to choose from as possible and it is customary to use a curve for which
the two-torsion of E(F2n ) is either minimal or isomorphic to Z/4Z. We shall see
in Appendix A that for a given field F2n the curves with minimal two-torsion
constitutes exactly half of all the curves defined over F2n . Therefore, although
not completely general, the method described applies in its fastest version to a
large class of the curves which are interesting in connection with cryptography.
The method can always be implemented if the field elements are represented in
a normal basis. If a polynomial basis is used the storage requirements are in the
order of magnitude O(n2) bits.

In section 2 we show how to compute [ 12 ]P ∈ G from P ∈ G. In section 3
suggestions are given for fast computations. In section 4 we show how to replace
doublings by halvings when performing a scalar multiplication and in section 5
we discuss the expected improvements in running time due to this replacement.

2 Point Halving

Representations of Points
We will use two representations: The usual affine representation of a point

P = (x, y)

and the representation

(x, λP ) where λP = x+
y

x
.

From the second representation we can evaluate y = x(x + λP ) using one mul-
tiplication. The idea is then, when performing a scalar multiplication, to save
field multiplications by performing intermediate results using the representation
(x, λP ) and only determining the second coordinate of the affine representation
in the very end.

Point Halving
Given a point P in G we want to calculate [ 12 ]P . To do this let P = (x, y) =
(x, x(x+λP )) ∈ G and Q = (u, v) = (u, u(u+λQ)) ∈ E(F2n) denote points such
that [2]Q = P . The doubling formulas are given by ([IEEE]):

λQ = u+
v

u
(1)

x = λ2
Q + λQ + a (2)

y = (x+ u)λQ + x+ v (3)
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Multiplying (1) by u and substituting the value of v from (1) into (3) this is
rewritten to:

v = u(u+ λQ)
λ2

Q + λQ = a + x

y = (x+ u)λQ + x+ u2 + uλQ = u2 + x(λQ + 1)

Remembering that y = x(x + λP ) we get:

λ2
Q + λQ = a + x (i)

u2 = x(λQ + 1) + y = x(λQ + λP + x+ 1) (ii)
v = u(u+ λQ) (iii)

With input P = (x, y) = (x, x(x + λP )) in either affine coordinates or the
representation (x, λP ) this system of equations determines the two points

[
1
2

]P ∈ G and [
1
2

]P + T2 ∈ E(F2n )\G

which are mapped to P by the doubling map. We want to be able to distinguish
between them. We start by considering curves with minimal two-torsion:

Theorem 1. Let E be a curve with minimal two-torsion. Let P ∈ E(F2n) =
G× {O, T2} be an element of odd order. Let Q be a point such that

Q ∈ {[
1
2

]P, [
1
2

]P + T2}

and let Q1 denote either one of the two points in E for which [2]Q1 = Q. We
then have the necessary and sufficient condition

Q = [
1
2

]P ⇔ Q1 ∈ E(F2n)

Proof. Q1 is determined by applying the formulas (i),(ii) and (iii) to Q. Q equals
either [12 ]P or [12 ]P + T2. By applying the formulas (i),(ii) and (iii) to [12 ]P we
get the two points

[
1
4

]P, [
1
4

]P + T2 ∈ E(F2n )

which are in E(F2n). Let T4 and [3]T4 denote the two points of order four in E.
Applying the formulas (i),(ii) and (iii) to [12 ]P + T2 we get

[
1
4

]P + T4, [
1
4

]P + [3]T4 �∈E(F2n )

The points are not in E(F2n ) because T4 �∈E(F2n) = G× {O, T2} ��
Theorem 1 tells us that we on a curve with minimal two-torsion can check

whether Q = [12 ]P or Q = [12 ]P + T2 by checking whether the coordinates of
Q1 are in F2n or in a field extension. Since Q1 is determined by the equations
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(i),(ii) and (iii) we examine these for operations which are not internal to the
field. Solving the second degree equation in (i) is one such operation, and it is
in fact the only one: it is true that we also have to calculate a square root to
calculate the first coordinate of Q1, but in characteristic two taking a square
root is an operation internal to the field. We thus have:

Q = (u, v) = [
1
2

]P ⇔ ∃λ ∈ F2n : λ2 + λ = a+ u

Since taking a square root is an operation internal to the field we can state this
necessary and sufficient condition in another way:

Q = (u, v) = [
1
2

]P ⇔ ∃λ ∈ F2n : λ2 + λ = a2 + u2

Using this last condition will optimize the algorithm given below if the time to
compute a square root is non-negligible.

Given P ∈ G, the two solutions to (i) are λ[ 12 ]P and λ[ 12 ]P + 1 and we see
from (ii) that the first coordinates of the corresponding candidates are u and
u +

√
x. We have justified that we can calculate [12 ]P in the following manner

on a curve with minimal two-torsion:

Point Halving Algorithm
Input: P = (x, y) = (x, x(x+ λP )) ∈ G represented either as (x, y) or as (x, λP )
Output: [12 ]P = (u, v) ∈ G represented as (u, λ[ 12 ]P )
Method:

1. Compute a solution λ[ 12 ]P from (i).
2. Compute the corresponding u2 from (ii).
3. Check if there exists λ ∈ F2n such that λ2 + λ = a2 + u2.
4. If such a λ does not exist then compute

u2 := u2 + x and λ[ 12 ]P := λ[ 12 ]P + 1

5. Calculate u :=
√
u2.

6. Output (u, λ[ 12 ]P ).

If a2 is precomputed and stored the algorithm requires
solving 1 second degree equation (in 1)
1 multiplication (in 2)
1 check (in 3)
1 square root (in 5)

and if v is to be evaluated using (iii) one extra multiplication is required. We
see that if we have to perform k consecutive halvings we can save k − 1 field
multiplications by keeping the intermediate result in the representation (x, λP ).

We now turn to the case of an arbitrary curve E(F2n) = G× E[2k]. Let P ∈ G
and Q ∈ {[12 ]P, [12 ]P + T2} be given. We want to determine whether Q = [12 ]P
or Q = [12 ]P + T2 and we can do this by repeating the procedure in the proof
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of Theorem 1. Apply the formulas (i) and (ii) k times: the first time to Q to
get a point Q1 such that [2]Q1 = Q. In the i’th step apply the formulas to Qi−1

to get a point Qi such that [2]Qi = Qi−1. The resulting point Qk will be on
the form [ 1

2k+1 ]P + T2k+1 if and only if Q = [12 ]P + T2 and it will be on the
form [ 1

2k+1 ]P + T2i where 0 ≤ i ≤ k if and only if Q = [12 ]P . One thus has the
necessary and sufficient condition:

Q = [
1
2

]P ⇔ Qk ∈ E(F2n)

With the notation Q = (u, v) = (u, u(u+λ[12 ]P )) and Qk−1 = (uk−1, vk−1), [12 ]P
is computed in the following manner: compute u2

k−1 by repeated applications of
steps 1,2 and 5 of the Point Halving Algorithm. Use u2

k−1 in the check. If the
check is negative put u := u +

√
x and put λ[ 12 ]P := λ[ 12 ]P + 1. Finally, output

(u, λ[ 12 ]P ). For a general curve the operations to be performed in a point halving
which gives the output in the representation (u, λ[ 12 ]P ) are:

solving k second degree equations
k multiplications
1 check
k or k + 1 square roots

3 Computing Efficiently

We show how to perform the check, solve the second degree equation and com-
pute the square root used in the Point Halving Algorithm in an efficient way. By
”efficient”, we mean time efficient and not necessarily storage efficient. We con-
sider both normal and polynomial bases. In a normal basis everything proceeds
smoothly. In a polynomial basis we can likewise perform fast computations, but
only if it is possible to store O(n2) bits.

Normal basis
The results given for the normal basis can be found in [IEEE]. We can view F2n

as an n-dimensional vectorspace over F2. In a normal basis a field element is
represented as

x =
n−1∑
i=0

xiβ
2i

xi ∈ {0, 1}

where β ∈ F2n is chosen such that {β, β2, · · · , β2n−1} is a basis for F2n . The
normal basis has the feature that computing a square root is done by a left
cyclic shift and squaring by a right cyclic shift. The time to compute these
operations is negligible.

Assume that the second degree equation λ2 + λ = x has solutions in F2n . A
solution is then given by

λ =
n−1∑
i=1

λiβ
2i

where λi =
i∑

k=1

xk for all 1 ≤ i ≤ n− 1
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We expect the time needed to compute this to be negligible compared to the
time needed to compute a field multiplication or an inversion.

Since the time to compute a solution to a second degree equation is negligible
we can compute the check in the following way: Compute a candidate λ from x
and check if λ2 +λ = x. If this is not the case then the equation has no solutions
in F2n .

Polynomial Basis
We will use the representation:

x =
n−1∑
i=0

xiT
i xi ∈ {0, 1}

The square root of x can be computed with the storage of the element
√
T after

making the following observations:

– in characteristic two the square root map is a field morphism.
–

√∑
i even xiT i =

∑
i even xiT

i
2

Now, splitting x into even and odd powers and taking the square root, we get

√
x =

∑
i even

xiT
i
2 +

√
T

∑
i odd

xiT
i−1
2

so all we have to do to compute a square root is to ”shrink” two vectors to half
size and then perform a multiplication of a precomputed value with an element of
length n

2 . Therefore we expect the time to compute a square root in a polynomial
basis to be equivalent to half the time to compute a field multiplication plus a
very small overhead.

To perform the check and to solve the second degree equation we will view
F2n as an n-dimensional vectorspace over F2. The map

F : F2n → F2n

λ 
→λ2 + λ

is then a linear operator with kernel {0, 1}.

For a given x, the equation λ2 + λ = x has solutions in F2n if and only if
the vector x is in the image of F . Im(F ) is an n − 1 dimensional subspace of
F2n . For a given basis of F2n with corresponding dot product there is a unique
non-zero vector which is orthogonal to all vectors in Im(F ). Denote this vector
w. We then have:

∃λ ∈ F2n : λ2 + λ = x ⇔ x • w = 0

so the check can be performed by adding up the entries of x for which the cor-
responding entries of w hold a 1. We expect the time to perform the check to be
negligible.
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To solve the second degree equation F (λ) = λ2 + λ = x in a polynomial ba-
sis we propose a straightforward method which requires capability to store an
n× n matrix. We are looking for a linear operator G such that

∀ x ∈ Im(F ) : F (G(x)) = (G(x))2 +G(x) = x

Let α ∈ F2n be any vector such that α �∈Im(F ) and define G by

G := F̃−1 where F̃ (T i) =
{

α when i = 0
F (T i) when 1 ≤ i ≤ n− 1

With x =
∑n−1

i=1 xiF (T i) ∈ Im(F ) given it is left to the reader to verify that
G(x) solves the second degree equation. In an implementation one precomputes
the matrix representation for G in the basis {1, T, · · · , T n−1}. In characteristic
two, multiplication of a matrix by a vector is just adding up the columns of the
matrix for which the corresponding entries of the vector hold a 1. Therefore,
this method for solving a second degree equation on average requires n

2 field
additions.

The drawback of the method is the storage needed. In appendix B, an al-
gorithm is given which reduces the storage needed to n2

2 bits. It is even faster
requiring on average n

4 field additions and a small overhead.
We have one further remark on the storage before ending the section. We do

not need to store the vector w needed for the check seperately, since it is the
first row of the matrix representation of G. It follows from the fact that G is
invertible and G(F (T i)) = T i for 1 ≤ i ≤ n−1. This implies that the first row of
the matrix representation of G is non-zero and orthogonal to all column vectors
of the matrix representation of F .

4 Applications for Scalar Multiplication

Let a point P ∈ E(F2n ) of odd order r and an integer c be given. Let m
denote the integer part of log2(r). We want to compute the scalar multiple [c]P
employing the halving map. For this purpose, we prove the easy:

Lemma 1. For every integer c, there is a rational number of the form

m∑
i=0

ci
2i

ci ∈ {0, 1}

such that

c ≡
m∑

i=0

ci
2i

(mod r)



Elliptic Scalar Multiplication Using Point Halving 143

Proof. Calculate the remainder of 2mc after division by r and write the result
as a binary number:

2mc (mod r) =
m∑

i=0

ĉi2i ĉi ∈ {0, 1}

Dividing by 2m and putting ci := ĉm−i gives the result:
m∑

i=0

ci
2i

:=
m∑

i=0

ĉi2i−m ci ∈ {0, 1}

��
Let < P > denote the cyclic group generated by P . Since we have the isomor-
phism of rings:

< P > 
 Z/rZ
[k]P 
→ k

we can compute the scalar multiple by

[c]P =
m∑

i=0

[
ci
2i

]P

using point halvings and point additions. The well known double-and-add algo-
rithm can be used for the computations. We only have to replace doublings by
halvings in this algorithm. One has to perform log2(r) halvings and on average
1
2 log2(r) additions. There are improvements to the double-and-add algorithm
which require only 1

3 log2(r) additions in the average case. In appendix C, we
give an automaton suitable for the halve-and-add algorithm. In general, any
method which is based on manipulating an integer represented by its binary ex-
pansion should be easy to modify so as to make the same manipulations on the
rational number from Lemma 1 represented by its 1

2 -adic expansion. We bear in
mind here in particular the sliding window method.

For the addition of our original point P and the intermediate result Q, we
use the following algorithm which is a small modification of the usual addition
algorithm given in for example [IEEE]:

Addition Algorithm
Input: P = (x, y) in affine coordinates and Q = (u, u(u + λQ)) represented as
(u, λQ)
Output:P +Q = (s, t) in affine coordinates
Method:

1 Compute λ := y+u(u+λQ)
x+u

2 Compute s := λ2 + λ+ a + x+ u
3 Compute t := (s + x)λ + s+ y
4 Output (s, t)

The algorithm requires 1 inversion,3 multiplications and 1 squaring.
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5 Expected Performance

We will only consider curves with minimal two-torsion in this section. The time
saved by using halvings instead of doublings is significant. In affine coordinates,
both elliptic doubling and addition require 1 inversion, 2 multiplications and 1
squaring. If the scalar for the scalar multiplication is represented by a bitvec-
tor of length m with k non-zero entries the operations needed for the scalar
multiplication are:

operation double-and-add halve-and-add
inversions m+ k k

multiplications 2m+ 2k m+ 3k
squarings m+ k k

solving λ2 + λ = a+ x 0 m
square roots 0 m

checks 0 m

Thus, by using halvings one saves m inversions, m − k multiplications and m
squarings at the cost of solving m second degree equations, calculating m square
roots and performing m checks. We have shown how to compute the ”new” op-
erations fast. In the average case of the optimized version of the double-and-add
algorithm and halve-and-add algorithm given in Appendix C we have k = m

3 . In
a polynomial basis, it is difficult to give a general estimate of the improvement
in running time because of the many different operations involved. Based on
[SOOS] we will put the time to compute an inversion equivalent to the time to
compute 3 multiplications. A field multiplication in the average case requires n

2
field additions and afterwards a reduction by the reduction polynomial defining
the field. With the following assumptions on equivalence of timings:

1 inversion ∼ 3 multiplications
1 multiplication ∼ 10 squarings
1(λ2 +λ = a+x) + 1 check + 1 square root ∼ 1 multiplication + 1 squaring

we get an improvement in the running time on 39%. In a normal basis, as men-
tioned in Section 3, we assume that the time needed to calculate the square
root, the check and the second degree equation is negligible compared to the
time needed to compute a multiplication or an inversion. An inversion can be
computed using [log2(n− 1)] + ω(n− 1) − 1 multiplications ([Menezes]), where
n is the degree of the field extension and ω is the number of 1′s in the binary
expansion of n− 1. As an example, with n = 155 the number of multiplications
needed for one inversion is 10. The improvement in running time is then 67%.
Even with the time to compute an inversion being equivalent to the time to
calculate 3 multiplications we get a 55% improvement of the running time.
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6 Conclusion

A fast method for elliptic scalar multiplication has been introduced. In its fastest
version it applies to half the curves: the ones with minimal two-torsion. For a
polynomial basis, the disadvantage is the amount of storage needed. For a normal
basis, there are no disadvantages. The algorithm is clearly superior to any double-
and-add algorithm when this is implemented using affine coordinates. In [CLNZ]
it is investigated how to reduce the amount of curve additions by representing
the scalar by a bit vector which is longer, but has a lower Hamming-weight. This
is of particular interest in this context since point halving is much faster than
point addition. The current limitations of the method give rise to the challenges:
Find a fast check for curves with higher two-torsion. Derive an efficient halving
algorithm for projective coordinates. Reduce the storage needed in a polynomial
basis.
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A Half the Curves Have Minimal Two-Torsion

Theorem 2. Let a field F2n be given. Half the curves defined on F2n have
minimal two-torsion.

Proof. As mentioned in the introduction, a non-supersingular curve E is defined
by an equation

y2 + xy = x3 + ax2 + b a, b ∈ F2n b �= 0

That is, it is defined by the pair (a, b) ∈ F2n × F2n . The unique point of order
two is given by T2 = (0,

√
b). With T2 as input, we can calculate the two points

of order four by the equations (i), (ii), (iii) in Section 2. Therefore, by repeating
the arguments of Theorem 1 and the analysis afterwards leading to the check in
the Point Halving Algorithm, we have with T2 as input in equation (i):

T4, [3]T4 ∈ E(F2n ) ⇔ ∃λ ∈ F2n : λ2 + λ = a

Let F denote the linear operator F (λ) = λ2 + λ with domain F2n . We negate
the necessary and sufficient condition and get:

E has minimal two-torsion ⇔ a �∈Im(F )

Since F has kernel {0, 1}, this condition holds for 2n−1 values of a, thus half the
curves. ��

B Reducing Storage in a Polynomial Basis

Assume that the equation F (λ) = λ2 +λ = x has solutions in F2n . As explained
in Chapter 3, the solutions can be computed with the storage of an n×n matrix
representation of a linear operator G, where G(x) is a solution to the second
degree equation. In this Appendix we show how to reduce the storage needed.
The idea is to write x as

x = F (y) + z

where y =
∑n−1

i=1 yiT
i and where z is an element of the subspace of F2n generated

by the vector 1 and the vectors {T i} where i is odd. Define G̃ by

G̃(T i) =




G(1) if i = 0
G(T i) if i = 1, 3, 5, ...

0 if i = 2, 4, 6, ...

Then G̃(z) = G(z). It follows from the definition of G that G(F (T i)) = T i for
all 1 ≤ i ≤ n− 1. Therefore a solution to the second degree equation is given by

G(x) = G(F (y) + z) = G(
n−1∑
i=1

yiF (T i)) +G(z) = y +G(z) = y + G̃(z)
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So, using this approach, we only have to store the [n
2 ] + 1 nontrivial vectors of

the matrix representation of G̃. Let x be represented as

x =
n−1∑
i=0

xiT
i

and assume for simplicity that n− 1 is a power of two. The following algorithm
calculates a solution to the second degree equation using log2(n− 1) iterations.

Input: x ∈ Im(F )
Output: λ such that λ2 + λ = x
Method:

y := 0
m := n− 1
while m > 2 do

u :=
∑m

2
i= m

4 +1 x2iT
i

x := x+ F (u)
y := y + u
m := m

2
od
u := x2T
x := x+ F (u)
y := y + u
λ := y + G̃(x)

Theorem 3. The algorithm works.

Proof. Define values

ak :=
{

n−1
2k when 0 ≤ k ≤ log2(n− 1)
0 when k = 1 + log2(n− 1)

x(0) := x

y(0) := 0

and recursively for 1 ≤ k ≤ log2(n− 1):

x(k) = x(k−1) + F (
ak∑

i=1+ak+1

x
(k−1)
2i T i)

y(k) = y(k−1) +
ak∑

i=1+ak+1

x
(k−1)
2i T i

corresponding to the operations performed in the algorithm. Using the fact that
F is a linear operator, it is easily seen that we have for all 0 ≤ k ≤ log2(n− 1):

x = F (y(k)) + x(k)
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In particular, this is true for k := log2(n−1). It is immediate from the recursion
formula defining y(k) that the constant term of y(log2(n−1)) is zero. It remains to
show that all even coefficients of x(log2(n−1)) of index greater than or equal to
two are zero. Then, a solution can be calculated by y(log2(n−1)) + G̃(x(log2(n−1)))
which is the final step of the algorithm. With 2+ak ≤ n−1 we show by induction
on k that

x
(k)
2+ak

= x
(k)
4+ak

= · · · = x
(k)
n−1 = 0 for all 0 ≤ k < log2(n− 1)

For k = 0 this is trivially true. Assume that the statement holds for k − 1. We
then have:

x(k) = x(k−1) +
ak∑

i=1+ak+1

x
(k−1)
2i T 2i +

ak∑
i=1+ak+1

x
(k−1)
2i T i

=


x(k−1) +

ak−1∑
i even, i=2+ak

x
(k−1)
i T i


 +

ak∑
i=1+ak+1

x
(k−1)
2i T i

It is clear that the coefficients of the expression in the parenthesis are zero for
even indices 2 + ak, · · · , ak−1. By the induction assumption, the same is true for
the even indices 2 + ak−1, · · · , n − 1. Adding the term outside the parenthesis
does not affect basis vectors of index greater than ak and this completes the
induction. Finally, for the last iteration in the algorithm with k = log2(n − 1),
we get:

x(k) = (x(k−1) + x
(k−1)
2 T 2) + x

(k−1)
2 T

from which we see that x(log2(n−1))
2 = 0 and we are done. ��

Each iteration in the algorithm is fast. The kth iteration consists in removing the
relevant coefficients of even index from x, ”squeezing” them to a vector of length
n−1
2k+1 and then add this vector to x and y. It is left to the reader to see that the
addition in the reassigning of y is not really an addition but a concatenation.
Therefore the total amount of field additions in the loop corresponds to the
addition of a vector of length n

2 . We can thus expect the running time of the
algorithm to be a small overhead plus, on average, n

4 field additions from the
final multiplication of the matrix representation of G̃ with x.

Using the same idea, one can hope to get the amount of storage even further
down by exploiting the specific properties of the reduction polynomial. More
precisely, the idea is that one can avoid to store a column vector of high index
k if the degree of T 2k after reduction by the reduction polynomial is less than
k. We can then once more write x = (x + F (xkT

k)) + F (xkT
k) and calculate a

solution by G(x) = G(x + F (xkT
k)) + xkT

k which does not involve computing
G(T k). We will not pursue this further.



Elliptic Scalar Multiplication Using Point Halving 149

C An Optimized Version of the Halving-and-add
Algorithm

We give below an automaton which takes as input a point P of odd order and
a bitvector (c0, · · · , cm) and outputs

∑m
i=0[ ci

2i ]P . The basic idea, which we have
from [MorOli], is to minimize the number of curve additions by applying the
following identities of strings to the bitvector:

1 · · · 1︸ ︷︷ ︸ = 1 0 · · ·0︸ ︷︷ ︸−1

k k − 1

and
1 · · · 1︸ ︷︷ ︸ 0 1 · · · 1︸ ︷︷ ︸ = 1 · · · 1︸ ︷︷ ︸ 0 · · · 0︸ ︷︷ ︸ −1 = 1 0 · · · 0︸ ︷︷ ︸ −1 0 · · · 0︸ ︷︷ ︸ −1

k1 k2 k1 + 1 k2 − 1 k1 k2 − 1

In this way one can always obtain an identity of rational numbers:

m∑
i=1

ci
2i

=
m∑

i=0

di

2i
, di ∈ {0,±1}

where the coefficients di have the further feature that ∀i ∈ {0, · · · ,m−1} : di �=
0 ⇒ di+1 = 0. It is proven in for example [Zhang] that the amount of non-zero
coefficients di on average will be one third of m. Since the time to calculate −P
from P is negligible, we can now calculate

m∑
i=0

[
ci
2i

]P = [c0]P +
m∑

i=1

[
ci
2i

]P = [c0]P +
m∑

i=0

[
di

2i
]P

using fewer curve additions and still m halvings. In [Muller2] is given an au-
tomaton to be used in an optimization of the Double-and-add Algorithm. It is
identical to the automaton given below except for the last bit. For the correct-
ness of the automaton given here we therefore refer to [Muller2]. The automaton
is to be used on the bits cm, · · · , c0 in descending order of indices. The arrows
pointing out are for the calculations regarding the final bit c0.
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Abstract.  At Eurocrypt'99, Boneh and Durfee presented a new short
secret exponent attack which improves Wiener’s bound (d< 25.0N ) up to
d< 292.0N . In this paper we show that it is possible to use a short secret
exponent which is below these bounds while not compromising with
the security of RSA provided that p and q are differing in size and are
large enough to combat factoring algorithms. As an example, the RSA
system with d of 192 bits, p of 256 bits, and q of 768 bits is secure
against all the existing short secret exponent attacks. Besides, in order
to balance and minimize the overall computations between encryption
and decryption, we propose a variant of RSA such that both e and d are
of the same size, e.g., e2log ≈ d2log ≈ 568 for a 1024-bit RSA
modulus. Moreover, a generalization of this variant is presented to
design the RSA system with e2log + d2log  ≈ N2log + kl  where kl  is
a predetermined constant, e.g., 112. As an example, we can construct a
secure RSA system with p of 256 bits, q of 768 bits, d of 256 bits, and e
of 880 bits.

1 Introduction
The RSA public-key cryptosystem was invented by Rivest, Shamir, and Adleman [16]
in 1978. Since then, the RSA system has been the most well-known and accepted
public key cryptosystem. Usually, the RSA system is deployed in various application
systems for providing privacy and/or ensuring authenticity of digital data. Hence
many practical issues have been sequentially considered when implementing RSA,
e.g., how to reduce the storage for RSA modulus [13,24], how to use short public
exponent for reducing the encryption execution time (or signature-verification time)
[2-4,8-9], and how to use short secret exponent for reducing the decryption execution
time (or signature-generation time) [1,25-26]. In this paper, we are interested in the
use of short secret exponent because it is particularly advantageous when there is a
large difference in computing power between two communicating devices. For
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example, it would be desirable for a smart card to have a short secret exponent in
order to speedup the decryption or the generation of signatures in the smart card, and
for a larger computer to have a short public exponent in order to speedup the
encryption or the verification of signatures required in the smart card. We are also
interested in the use of balanced and minimized public and secret exponents that the
length of both is approximately equal and is as short as possible. The main motivation
for this is to provide the requirement of those applications when the computing power
between two communicating devices is approximately equal. Particularly, it is
advantageous when a sequence of encryptions and decryptions (or signature
generations and verifications) are required to run synchronously, i.e., no party is idle
between communication. Inspired by the above concept, we are also interested in
balancing and minimizing the encryption time and the decryption time when there is a
difference in computing power between two communicating devices. It is an intuitive
thought that if the computation amount in encryption is heavier, then the computation
amount in decryption will be lighter, and vice versa.  Therefore there should exists a
trade-off between encryption and decryption, e.g., the overall computation amount is
constant. Consequently, what we concern is how to reduce the overall computations
used in encryption and decryption and how to distribute the overall computations
between encryption and decryption. If the distributed computations between
encryption and decryption are roughly proportional to the computing power of the
two communicating devices, we can balance the encryption time and the decryption
time even if there is a difference in computing power between these two devices.

We first describe a simplified version of RSA primitive as follows: Let N=pq be
the product of two large primes. If both p and q are 512 bits long, then N is about
1024 bits long. Let e and d be two integers satisfying ed=1 mod φ(N), where φ(N)=(p-
1)(q-1) is the Euler totient function of N. Here we call N the RSA modulus, e the
public exponent, and d the secret exponent. The public key is the pair (N, e) and the
secret key is d. For simplicity, we assume the owner of the secret key is Alice. To
provide privacy, one can encrypt a message M into a ciphertext C by: C= eM  mod N,
while only Alice can decrypt the ciphertext C into the plaintext M by: M= dC  mod N.
To ensure authenticity of digital data, only Alice can sign a document M to obtain a
signature S by: S= dM  mod N, while one can verify the validity of Alice’s signature S
on M by checking if M= eC  mod N satisfies a predetermined redundancy scheme.

For a fixed modulus size, the RSA encryption or decryption time is roughly
proportional to the number of bits in the exponent. To reduce the encryption time (or
the signature-verification time), one may wish to use a small public exponent e. The
smallest possible value for e is 3. If e=3 is used for encryption, it has been proven to
be insecure against some short public exponent attacks [9]. The most powerful attack
on short public exponent is due to Coppersmith, Franklin, Patarin and Reiter [4].
Under their attack, the RSA primitive is insecure for all public exponents of length up
to around 32 bits. Therefore it is suggested to use public exponents of length more
than 32 bits. Note that these short public exponent attacks succeed only in the
encryption of the RSA primitive. They cannot work in the RSA with the protection of
the standards PKCS#1 v2.0 or IEEE P1363.

On the other hand, to reduce the decryption time (or the signature-generation time),
one may also wish to use a small secret exponent d. Unfortunately, based on the



152      Hung-Min Sun et al.

convergents of the continued fraction expansion of a given number, Wiener [26]
showed that the RSA system can be totally broken if d< 25.0N . Verheul and van
Tilborg [25] proposed an extension of Wiener’s attack that allows the RSA system to
be broken when d is a few bits longer than N2log25.0 . For d> 25.0N , their attack

need do an exhaustive search for about 2t+8 bits, where t= 0.25
2log ( / )d N . If t =20

(which leads to an order of magnitude 482 ) is feasible to do an exhaustive search,
then the RSA system with d< 25.0202 N  is insecure. Thus this gives a 20 bits
improvement on Wiener’s bound. Recently, based on lattice basis reduction, Boneh
and Durfee [1] proposed a new attack on the use of short secret exponent. They
improved Wiener’s bound up to d< 292.0N . This gives a 43 bits improvement on
Wiener’s bound if N is the size of 1024 bits.  In general, the use of short secret
exponent encounters a more serious security problem than the use of short public
exponent.
  In this paper, we show that it is possible to use a short secret exponent which is
below both Wiener’s bound and Boneh and Durfee’s bound while not compromising
the security of RSA provided that p and q are differing in size and are large enough to
combat the factoring algorithms which are based on elliptic curves. As an example,
when p is the size of 256 bits and q is the size of 768 bits, d of 192 bits is large
enough to combat the existing short secret exponent attacks. In this study of the
balanced and minimized public and secret exponents, we propose a secure variant of
RSA such that e and d are of the same size, e.g., e2log ≈ d2log ≈ 568 for a 1024-bit
RSA modulus. We analyze the security of the proposed RSA variant according to the
ways of attacking short secret exponent RSA and conclude that the proposed scheme
is secure enough to defeat all the existing short secret exponent attacks. Finally, the
trade-off between the length of secret exponent and public exponent is analyzed. We
show that it is possible to design a secure RSA system with

e2log + d2log ≈ N2log + kl  where kl  is a predetermined constant, e.g., 112.
Compared with typical RSA system that e is of the same order of magnitude as N if d
is first selected, these variants of RSA have the advantage that the overall
computations can be significantly reduced. As an example, we can construct a secure
RSA system with p of 256 bits, q of 768 bits, d of 256 bits, and e of 880 bits.

The remainder of this paper is organized as follows. In section 2, we review some
well-known attacks on the use of short secret exponent. In section 3, we propose and
analyze a construction of RSA system to combat those short secret exponent attacks.
In section 4, we present a variant of RSA such that the length of the secret exponent
and the public exponent can be balanced and minimized. In section 5, the trade-off
between the length of the secret exponent and the length of the public exponent is
analyzed. Finally, we conclude this paper in section 6.

2  Overview of Previous Works
Because the security analysis of our schemes is related to Wiener’s attack [26],
Verheul and van Tilborg’s attack [25], and Boneh and Durfee’s attack [1] on the use
of short secret exponent, here we briefly review these attacks as the background
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information for reading this paper. Additionally, we also introduce the basic concept
of unbalanced RSA which was proposed by Shamir [19].

2.1  Wiener’s Attack and its Extension on Short Secret Exponent

Wiener's attack [26] is based on approximations using continued fractions to find the
numerator and denominator of a fraction in polynomial time when a close enough
estimate of the fraction is known. He showed the RSA system can be totally broken if
the secret exponent with up to approximately one-quarter as many bits as the modulus
(both p and q are of the same size). For simplicity, we slightly modify Wiener’s attack
in the following. Let ed = kφ(N)+1 in a typical RSA system. Hence gcd(d, k)=1. We

can rewrite this equation as: ed=k(N-(p+q)+1)+1. Therefore, δ=− ||
d
k

N
e , where

N
k

qp

d
k

11−−+
=δ . It is known that for a rational number x such that |x-

A
B |< 22

1
A

,

where gcd(A, B)=1, 
A
B  can be obtained as convergents of the continued fraction

expansion of x. For further discussion of continued fractions, we refer the reader to

[26]. As pointed out by Pinch [15], if p<q<2p and d<
3
1 25.0N , then p+q-1 < N3  and

k<d<
3
1 25.0N . Therefore, 2225.0 2

1
3

11 ||
dddNd

k
N
e <<≤− . Thus 

d
k  can be found

because 
d
k  is one of the logN convergents of the continued fraction for 

N
e .

The extension of Wiener’s attack, proposed by Verheul and van Tilborg [25],
basically follows Wiener’s approach except that they proposed a more general method
to compute the convergents of the continued fraction expansion of the same number
as in Wiener’s attack up to the point where the denominator of the convergent
exceeds approximately 25.0N . For d> 25.0N , their attack need do an exhaustive search
for about 2t+8 bits, where t = )/(log 25.0

2 Nd . Because Verheul and van Tilborg’s
attack is not directly related to our work, we omit reviewing their attack here.

2.2  Boneh and Durfee’s Attack on Short Secret Exponent

Based on solving the small inverse problem, Boneh and Durfee [1] proposed a new
attack on short RSA secret exponent, which leads to a tighter bound than the bound
proposed by Wiener. They concluded that if e≈N and d < 292.0N , then the secret
exponent d can be efficiently found.  In a typical RSA system, ed = kφ(N)+1. So, ed =
k((N+1)-(p+q))+1. Let A= 1+N  and s= -(p+q), and t=-k. Then ed + t(A+s)=1. Thus
t(A+s) =1 (mod e). If both t and s are much smaller than e, the problem can be viewed
as follows: given an integer A, find an element close to A whose inverse modulo e is
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small. This problem is usually referred as the small inverse problem. Let e ≈ αN  and

d < βN . So far, Boneh and Durfee have showed that if β<
6
7 - 2/1)61(

3
1 α+ , then the

small inverse problem can be solved. Consequently, RSA is insecure whenever d
< 285.0N  (which can be slightly improved up to 292.0N ) if α=1.

2.3  Unbalanced RSA System

It is generally accepted that RSA moduli are composed of two large primes of the
same size. Shamir [19] proposed a variant of the typical RSA, called unbalanced RSA,
that the two primes are widely differing in size, e.g., pq 22 log10log ⋅= . His
motivation is to provide higher security without increasing computational cost.

In general, all the existing factoring algorithms to break RSA can be classified into
two types: algorithms whose running time depends on the smaller factor p, and
algorithms whose running time depends on the size of the modulus N. The fastest
factoring algorithm of the first type is based on elliptic curves, and its asymptotic
running time is exp(O( 2/1

22
2/1

2 )log(log)(log pp )). This algorithm is usually referred
as the elliptic curve method (ECM). So far, the largest factor that has ever been found
in practice with this algorithm is about 53 digits (≈176 bits) long [6]. Therefore, if we
choose p to be larger than 256 bits, the elliptic curve method becomes infeasible. The
fastest factoring algorithm of the second type is based on the general number field
sieve (GNFS), and its asymptotic running time is exp(O 3/2

22
3/1

2 )log(log)(log NN )).
So far, the largest RSA modulus has ever been factored in practice with this algorithm
is 140 digits (≈ 465 bits) long [5]. As the fast development of computer techniques
and factoring algorithms, it is clear that the standard 512-bit RSA modulus no longer
provides adequate security and must be significantly increased. Generally, for a large
RSA modulus the GNFS attack is much more efficient than the ECM attack.
Therefore, there is no need to increase the sizes of the RSA modulus and its prime
factors at the same rate. Note that at the Eurocrypt'99 rump session, Shamir [20]
announced his design for a special hardware, called "TWINKLE" device which can
execute sieve-based factoring algorithms approximately two to three orders of
magnitude as fast as a conventional fast PC. If the device can be implemented
efficiently, this new technique will increase the size of factorable numbers by 100 to
200 bits for a GNFS attack.

Note that Gilbert et al. [7] pointed out that Shamir’s unbalanced RSA suffers from
some weaknesses.  However, these weaknesses come from decrypting only modulo p
(and thus limiting the plaintexts to integers smaller than p).  Our schemes proposed in
this paper don’t suffer from the same weaknesses.

Note that some fast and practical public-key cryptosystems [11,14,23] which rely
on the difficulty of factoring numbers of the type qp 2  were proposed recently.  These
cryptosystems also use the same concept of making the factors short but large enough
such that an ECM attack is infeasible.
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3  RSA with Short Secret Exponent

In this section, we propose an unbalanced RSA system such that the use of short
secret exponent in the RSA is still secure against all the existing short secret exponent
attacks.  We show that when p and q are the size of 256 bits and 768 bits, d of 192 bits
is large enough to combat all the existing short secret exponent attacks.

3.1  The Proposed Scheme (Scheme I)

We propose a construction of the unbalanced RSA as follows:

Step 1. Randomly select a prime p and a prime q (p<q) such that p and N is large
enough to make an ECM attack and a GNFS attack infeasible respectively,
e.g., p and q are 256 bits and 768 bits long, and therefore N is about 1024
bits long.

Step 2. Randomly select a short secret exponent d such that d2log + p2log >

N2log
3
1  (see Section 3.4) and d > 5.02 pγ , where γ is a security parameter,

e.g., γ = 64 and hence d is 192 bits long.  Note that it is necessary that γ
satisfies the following inequality: 32α 2log eγ  >> 3(1-α-2 2log eγ )2,
where qelog≈α .  Here elog  denotes the logarithm with the base e that is
the public exponent.  We give the details in Section 3.3.

Step 3. Find e such that ed=1 mod φ(N), where φ(N)=(p-1)(q-1).  Generally, e will
be the same order of magnitude as φ(N).  Here we assume e ≥ φ(N)/2 +1
(the occurrence probability of this case is 1/2).  If not, we repeat Step 2
again.

It is clear that the construction leads to a short secret exponent, e.g., a 192-bit d for
a 1024-bit RSA modulus, which is far below the lower bounds proposed by Wiener
(256 bits [26]) and by Boneh and Durfee (299 bits [1]).  Note that if γ≈0.5 p2log , to
our best knowledge, no information can be obtained to break the resulting RSA
system until now.  The details are explained in Section 3.3.  So, the RSA system with
p of 256 bits, q of 768 bits, d of 256 bits (due to 128-bit γ ) and e of 1024 bits is quite
secure.
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3.2  Combating Wiener’s Attack and its Extension

Because d > 5.02 pγ , it is clear that 2
2 121

dp
γ> . Because kφ(N)=ed-1, we can obtain

d
k =

)(

1

N
d

e

φ

−
≥

)(

11
2

)(

N
d

N

φ

φ −+
≥

)(
2

)(

N

N

φ

φ

≥
2
1 . Thus ||

d
k

N
e − =

N
k

qp

d
k

11−−+
>

N
q

d
k =

pd
k 1 >

2
1

2
2 12

d
γ  = 2

2

2
12
d

γ >> 22
1
d

.  If γ is adequately large, the value ||
d
k

N
e −

will be far away the value 22
1
d

.  Thus, Wiener’s attack doesn’t apply to Scheme I.

3.3  Combating Boneh and Durfee’s Attack

Following Boneh and Durfee’s approach, let A= 1+N , s= -(p+q), and t=-k.  Thus
t(A+s) =1 (mod e).  Let |s|< αe  and |t| < βe .  The sufficient condition for solving the
small inverse problem is: 2)1(3)12(4 αβαβα −−<−+ .  Because of the limit of
space, we provide the details in the full version of this paper.

In our construction e ≈ N, q ≈ |s| ≈ αe , d ≈ |k| ≈ |t| ≈ βe , therefore p=
q
N ≈ αe

e ≈ α−1e .

Hence d≈ 5.02 pγ ≈ )1(5.02 αγ −e .  Let γ2 ≈ 'γe , i.e., 2log' eγγ ≈ .  Therefore, d

≈ )1(5.0' αγ −+e .  Thus, αγβ −+≈ 1'22 .  So, the sufficient condition for solving the small
inverse problem can be reduced into 32αγ’ < 3(1-α-2γ’)2 .  Hence, in order to combat
Boneh and Durfee’s attack, it is necessary that γ is adequately large such that the
following inequality holds: 32α 2log eγ  >> 3(1-α-2 2log eγ )2.  As an example, we
assume p, q, γ and d are 256 bits, 768 bits, 64 bits, and 192 bits long respectively.
Thus α=0.75 and β=0.1875. It is clear that )12(4 −+αβα = 0.375 >>

2)1(3 αβ −− =0.117186.  So, Boneh and Durfee’s attack cannot succeed.
An important observation proposed by Boneh and Durfee [1] is that the unique

solution of the small inverse problem encodes enough information to find d.
Therefore, a strong resistance to Boneh and Durfee’s attack is to make the small
inverse problem failed to have a unique solution.  This is why Boneh and Durfee
believed that a typical RSA with d ≈ 5.0N  is strongly secure against short secret
exponent attacks.  So, if we let γ be slightly larger than 0.5 p2log , then d > p.

Without loss of generality, we assume |t| ≈ d > p ≈ α−1e , then |t| > α−1e .  Thus the
resulting small inverse problem: t(A+s) =1 (mod e), where |t| > α−1e  and |s|≈ αe , will
no longer have a unique solution.  As a result, if d is a few bits larger than p, the
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resulting RSA is strongly secure against Boneh and Durfee's attack even if Boneh and
Durfee's attack can be up to d< 5.0N .

3.4  Combating the Cubic Attack

Here we consider a kind of attack, named the cubic attack, in the following.
Because ed=k(p-1)(q-1)+1 and N=pq, we can obtain the following system of modular
equations:
(1) k(p-1)(q-1)+1 = 0  (mod e)
(2) pq = N  (mod e).
Combining (1) and (2), we can obtain the following cubic equation in two variables k
and p:
(3) k(p-1)(N-p)+p = 0  (mod e)
Coppersmith [2] has shown how to solve such cubic equations heuristically if

k2log + p2log < e2log
3
1 .  To combat Coppersmith's attack, we need the constraint:

d2log + p2log > N2log
3
1  because k2log ≈ d2log  and e2log ≈ N2log  in Scheme

I.  On the other hand, if one can know the exact value of k, then the equation (3) can
be reduced to a quadratic equation in a single variable p and hence can be solved
provided that either e is prime, or can be factored and doesn’t have too many prime
factors.  Therefore, we must make k unknown to an attacker.  In Scheme I, because k
is of the same order of magnitude as d, it is large enough to make an exhaustive
search infeasible.  Hence Scheme I is secure against the cubic attack.

4  RSA with Balanced Public Exponent and Secret Exponent

Traditionally, when constructing RSA, p and q are first selected.  After that, either
first select the secret exponent d and then determine the public exponent e, or vice
versa.  Thus either e or d is of the same order of magnitude as φ(N).  In this section,
we are interested in constructing RSA with balanced and minimized public and secret

exponents such that both are approximately ( N2log
2
1 +56) bits long without

compromising the security of RSA.  Different from traditional constructions, we first
select p and d, and then determine e and q.

4.1  The Proposed Scheme (Scheme II)

Theorem 1.  Let two integers a, b > 1.  If gcd(a, b) =1, then we can find a unique pair
(uh, vh) satisfying auh-bvh=1, where (h-1)b< uh < hb and (h-1)a< vh< ha, for any
integer h≥1.
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  We assume p and q are approximately ( N2log
2
1 - 112) and ( N2log

2
1 +112) bits

long respectively.  Here we assume that p and N are large enough to make an ECM
attack and a GNFS attack infeasible, e.g., p and N are about 400 bits and 1024 bits
long respectively.  Our construction is the following:

Step 1. Randomly select a prime number p of ( N2log
2
1 -112) bits.

Step 2. Randomly select a number k of 112 bits.

Step 3. Randomly select a number d of ( N2log
2
1 +56) bits such that gcd(k(p-1),

d)=1.
Step 4. Based on Theorem 1, we can uniquely determine two numbers u’ and v’

such that du’-k(p-1)v’=1, where 0< u’ < k(p-1) and 0< v’< d.
Step 5. If gcd(v’+1, d) ≠ 1, then go to Step 3.
Step 6. Randomly select a number h of 56 bits, compute u = u’+hk(p-1) and v =

v’+hd.
Step 7. If v+1 isn’t a prime number, then go to Step 6.
Step 8. Let e=u, q=v+1, and N=pq, then p, q, e, d, and N are the parameters of

RSA.

Clearly, in this construction e and d satisfy the equation: ed =k(p-1)(q-
1)+1=kφ(N)+1.  Therefore, the equation: ed=1 mod φ(N) still holds as that in typical
RSA.  Obviously, both e and d obtained from this construction are approximately

( N2log
2
1 +56) bits long, and p and q are approximately ( N2log

2
1 -112) bits and

( N2log
2
1 +112) bits long respectively.  As an example, if N2log ≈1024, then d is

568 bits long, p is 400 bits long, e is about 568 bits long and q is about 624 long.  A
concrete example for this case is given in Appendix A.  In order to measure the
efficiency of the proposed scheme, we ran some experiments to test the average times
required to find a suitable h in Step 6 for obtaining a prime q.  Under 100 samples,
our results indicate that in average we need try 487.48 times for Step 6 when N is of
1024 bits long.  A comparative result is 566.31 times of selecting a random number of
624 bits and testing whether the number is a prime.  This shows that both have
approximately the same cost in order to obtain a prime q.  Note that in Step 5, if
gcd(v’+1, d) ≠ 1, it implies that it is impossible to find h such that v’+hd+1 is a prime.
In addition, the prime p generated in Step 1 can be arbitrarily determined, e.g.,
selecting a strong prime p, but the prime q generated in Step 8 cannot.  Fortunately,
the requirement for RSA key that p and q are strong primes is no longer needed due to
[17,21-22].

Note that compared with the RSA with CRT-based implementations, Scheme II
apparently doesn't provide better efficiency.  However the CRT-based RSA needs to
keep more secrets p and q than the typical RSA.  Moreover, the CRT-based RSA
usually incurs some additional security problems [12], even some error detection
techniques are applied to it.
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4.2  Combating Wiener’s Attack and its Extension:

Here we examine the security of Scheme II following the line of the attack, proposed
by Wiener, on short RSA secret exponent.

It is clear that ||
d
k

N
e − =

N
k

qp

d
k

11−−+
 > 

N
q

d
k =

pd
k 1 .  Without loss of

generality, we assume that k> 1112 , 5.01132 N− <p< 5.01122 N−  and 5.0552 N <d< 5.0562 N .
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e −  will be much larger than 22
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.  Thus, Wiener’s attack doesn’t apply to

Scheme II.

4.3  Combating Boneh and Durfee’s Attack:

Similar to Section 3.3, the sufficient condition for solving the small inverse problem
is: 2)1(3)12(4 αβαβα −−<−+ .  Due to the difficulty of obtaining a general proof,
we only show Scheme II with N of 1024 bits is secure against Boneh and Durfee’s
Attack.  For Scheme II, if N2log ≈1024, then d is 568 bits long, p is 400 bits long, e

is about 568 bits long and q is about 624 bits long.  Thus α=
568
624  and β =

568
112 .  It is

clear that )12(4 −+αβα = 2.1664 >> 2)1(3 αβ −− =0.2625.  So, Boneh and
Durfee’s attack doesn’t apply to Scheme II.

4.4  Combating the Cubic Attack

Here we refer to Section 3.4.  In Scheme II, because k2log + p2log  = N2log
2
1  >>

e2log
3
1 , Coppersmith's attack cannot work here.  In addition, because k is 112 bits

long, it is large enough to make an exhaustive search infeasible.  Hence Scheme II is
secure against the cubic attack.
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5  Trade-off between Public Exponent and Secret Exponent

From Section 4, we know that it is possible for us to use median public and secret
exponents in RSA system such that the overall computations required in encryption
and decryption are minimized and balanced without compromising with the security
of RSA.  Therefore, one may be desirable to have secret and public exponents which
are differing in size, but the overall computations are still minimized, e.g., d≈ 25.0N
and e≈ 86.0N .  To minimize the overall computations required in encryption and
decryption, it is natural that there exists a trade-off between the length of the public
exponent and the length of the secret exponent.  In this section, we are interested in
addressing this problem.

5.1  The Proposed Scheme (Scheme III)

In the following, generalizing Scheme II, we give an efficient construction of RSA
such that e2log + d2log ≈ N2log + kl , where kl  is a predetermined constant.

Step 1. Randomly select a prime number p of length pl  ( pl < N2log
2
1 ) such that

it is large enough to make an ECM attack infeasible, e.g., pl =256.
Step 2. Randomly select a number k of length kl , e.g., kl =112.
Step 3. Randomly select a number d of length dl  such that gcd(k(p-1), d)=1, e.g.,

dl =256.
Step 4. Based on Theorem 1, we can uniquely determine two numbers u’ and v’

such that du’-k(p-1)v’=1, where 0< u’ < k(p-1) and 0< v’< d.
Step 5.   If gcd(v’+1, d) ≠ 1, then go to Step 3.
Step 6. Randomly select a number h of length dp llN −−log , compute u =

u’+hk(p-1) and v = v’+hd.
Step 7. If v+1 isn’t a prime number, then go to Step 6.
Step 8. Let e=u, q=v+1, and N=pq, then p, q, e, d, and N are the parameters of

RSA.

From Step 1-3, we know that k, p, and d are kl  bits, pl  bits, and dl  bits long.
Obviously, e and q obtained from the above construction are roughly dk llN −+log
bits and plN −2log  bits long.  These parameters kl , pl , and dl  must satisfy the
following requirements:
(1) 1+−>> dpk lll .   (See 5.2)

(2) α and β must satisfy: 2)1(3    )12(4 αβαβα −−>>−+ , where α

=
dk

p

llN
lN
−+

−

2

2

log
log

 and β =
dk

k

llN
l

−+2log
.  (See 5.3)
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(3) k is large enough to make an exhaustive search infeasible and kl + pl >

N2log
3
1  (see Section 5.4)

As an example, if k, p, and d are 112 bits, 256 bits, and 256 bits long, then e is
about 880 bits long and q is about 768 bits long.  A concrete example for this case is
given in Appendix B. In order to measure the efficiency of the proposed scheme, we
also ran some experiments to test the average times required to find a suitable h in
Step 6 for obtaining a prime q.  Under 100 samples, our results indicate that in
average we need try 743.56 times for Step 6.  A comparative result is 696.86 times of
selecting a random number of 768 bits and testing whether the number is a prime.
This shows that both have approximately the same cost in order to obtain a prime q.

Note that if one wish to have a smaller public exponent and a larger secret
exponent, he need only modify this construction by interchanging the positions of e
and d, i.e., he first fixes e and p and then determines d and q.

5.2  Combating Wiener’s Attack and its Extension

Here we refer to Section 3.2.  It is clear that ||
d
k

N
e − >

pd
k 1 .  Without loss of

generality, we assume that k> 12 −kl , 12 −pl <p< pl2  and 12 −dl <d< dl2 .  Hence, pl

p
−> 21

and 
d

dl 12 1 >+− .  Obviously, 
pd

k 1 > 
d

pk ll 12 1−−  = 
d

pk ll

2
12 − .  From requirement (1):

1+−>> dpk lll , we know that 1+−>>− dpk lll .  Therefore, 
pd

k 1 >> 
d

dl

2
12 1+−  >

22
1
d

.  So, ||
d
k

N
e −  is much larger than 22

1
d

.  Thus, Wiener’s attack doesn’t apply

to Scheme III.

5.3  Combating Boneh and Durfee’s Attack

Because k, p, and d are kl  bits, pl  bits, and dl  bits long, e and q obtained from
Scheme III will be roughly dk llN −+log  bits and plN −log  bits long.  Note that

q>p.  Let |s|< αe  and |t| < βe .  Therefore, α ≈
dk

p

llN
lN
−+

−

2

2

log
log

 and β

≈
dk

k

llN
l

−+2log
.  As described in Section 3.3, to combat Boneh and Durfee’s

attack, α and β must satisfy: 2)1(3    )12(4 αβαβα −−>>−+ .  As an example, if k,
p, and d are 112 bits, 256 bits, and 256 bits long (hence e and q are about 880 bits and
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768 bits long), then α ≈
880
768  and β ≈

880
112 .  It is clear that )12(4 −+αβα = 0.4443 >>

2)1(3 αβ −−  =0.

5.4  Combating the Cubic Attack

Here we refer to Section 3.4.  In Scheme III, because k2log + p2log  > N2log
3
1  >

e2log
3
1 , Coppersmith's attack cannot work here.  Besides, kl =112 makes an

exhaustive search infeasible.  Therefore, Scheme III is secure against the cubic attack.

6  Conclusions

An important observation obtained in this paper is that making the size of p and q
different enhances RSA to combat all the existing short secret exponent attacks.
Although this also reduces the strength of RSA against factoring, p of 256 bits is large
enough to combat an ECM attack at present. Hence RSA with d of 192 bits, p of 256
bits, and q of 768 bits is secure against Boneh and Durfee's attack. To our best
knowledge, d of 256 bits is quite secure even if Boneh and Durfee's attack can be up
to d< 5.0N . We also propose an efficient construction of RSA with e2log = d2log =

N2log +56 and its generalization with e2log + d2log ≈ N2log + kl  where kl  is a
predetermined constant. These two constructions are also secure against all the
existing short secret exponent attacks due to making the size of p and q different. As
an example, RSA with e of 568 bits, d of 568 bits, p of 400 bits, and q of 624 bits and
RSA with p of 256 bits, q of 768 bits, d of 256 bits, and e of 880 bits are both secure.

Remark:  After we finished this paper, Marc Joye provided us with a related article
by Sakai, Morii, and Kasahara [18].  In the paper, they proposed a key generation
algorithm for RSA cryptosystem which can make e2log + d2log ≈ N2log .  Their
schemes have the following properties:

(1) ed = 1
2

)1)(1(
+

−−
g

qpk
, where g is a large prime and g|(p-1), g|(q-1)

(2) p2log ≈ q2log ≈ N2log
2
1

It should be noticed that Wiener [26] has pointed out that making g large (and hence
GCD(p-1, q-1) is large) may cause some security problems.  For example, one can
find g from N-1 by factoring algorithms because g divides pq-1=(p-1)(q-1)+(p-1)+(q-
1).  If g isn't large enough to combat an ECM attack, e.g., g of 110 bits and 120 bits in
Sakai et al.'s schemes, g can be found from N-1 easily.  Even if g is large enough to
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combat an ECM attack, e.g, 250 bits long, it is still possible to factor N-1 and hence
obtain g because N-1 may possibly contain only some small prime factors excluding
g.  Once g is obtained, Wiener's attack can work efficiently [26].  A possible solution
to repair their schemes is to make g much larger (> 250 bits) and let N-1 contain at
least two large prime factors (> 250 bits) including g.  However, in some literatures
and current practical use, e.g., X9.31, it is usually recommended to make GCD(p-1, q-
1) small in order to guard against the relevant attacks such as repeat encryption
attacks.

Acknowledgments.  We are grateful to Marc Joye for providing us with reference
[18] and his valuable comments.  We also thank Sung-Ming Yen and the anonymous
referees for their helpful comments.
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Abstract. This paper proposes two new public-key cryptosystems se-
mantically secure against adaptive chosen-ciphertext attacks. Inspired
from a recently discovered trapdoor technique based on composite-degree
residues, our converted encryption schemes are proven, in the random or-
acle model, secure against active adversaries (NM-CCA2) under the as-
sumptions that the Decision Composite Residuosity and Decision Partial
Discrete Logarithms problems are intractable. We make use of specific
techniques that differ from Bellare-Rogaway or Fujisaki-Okamoto conver-
sion methods. Our second scheme is specifically designed to be efficient
for decryption and could provide an elegant alternative to OAEP.

1 Introduction

Diffie and Hellman’s famous paper [7] initiated the paradigm of asymmetric
cryptography in the late seventies but since, very few trapdoor mechanisms
were found that fulfill satisfactory security properties. Of course, the first secu-
rity criterion a cryptosystem has to verify is the one-wayness of its encryption
function, but this notion does not suffice to evaluate (and get people convinced
of) the strength of an encryption scheme.

A typical example is RSA [18] which, although very popular and widely
used in many cryptographic applications, suffers from being malleable and con-
sequently requires an additional treatment (some probabilistic padding) on the
plaintext in order to strengthen its practical security. Resistance against chosen-
ciphertext attacks, in this case, relies on the conjoint use of an external paradigm
instead of being inherently provided, although this empirical approach may
sometimes appear insufficient, as shown by Bleichenbacher [4] and more recently
by Coron, Naccache and Stern [5]. This motivates the construction of provably
secure padding techniques such as OAEP [3] or Fujisaki-Okamoto [10].

Considerable efforts have recently been made to investigate cryptosystems
achieving provable security against active adversaries at reasonable encryption
and/or decryption cost. Our paper introduces two such cryptosystems that are
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efficient for decryption and meet provable security at the strongest level (NM-
CCA2) in the random oracle model. We make use of specific techniques that
differ from those of [3] and [10].

We begin by briefly surveying known notions of security for public-key en-
cryption schemes, refering the reader to [1] for their formal definitions and con-
nections.

1.1 Notions of Security

Formalizing another security criterion that an encryption scheme should verify
beyond one-wayness, Goldwasser and Micali [11] introduced the notion of seman-
tic security. Also called indistinguishability of encryptions (or IND for short), this
property captures the idea according to which an adversary should not be able
to learn any information whatsoever about a plaintext, its length excepted, given
its encryption. The property of non-malleability (NM), independently proposed
by Dolev, Dwork and Naor [8], supposes that, given the encryption of a plain-
text x, the attacker cannot produce the encryption of a related plaintext x′.
Here, rather than learning some information about x, the adversary will try to
output the encryption of x′. These two properties are related in the sense that
non-malleability implies semantic security for any adversary model, as pointed
out in [8] and [1].

On the other hand, there exist several types of adversaries, or attack models.
In a chosen-plaintext attack (CPA), the adversary has access to an encryp-
tion oracle, hence to the encryption of any plaintext she wants. Clearly, in a
public-key setting, this scenario cannot be avoided. Naor and Yung [13] con-
sider non-adaptive chosen-ciphertext attacks (CCA1) (also known as lunchtime
or midnight attacks), wherein the adversary gets, in addition, access to a de-
cryption oracle before being given the challenge ciphertext. Finally, Rackoff and
Simon [17] defined adaptive chosen-ciphertext attacks (CCA2) as a scenario in
which the adversary queries the decryption oracle before and after being chal-
lenged; her only restriction here is that she may not feed the oracle with the
challenge ciphertext itself. This is the strongest known attack scenario.

Various security levels are then defined by pairing each goal (IND or NM)
with an attack model (CPA, CCA1 or CCA2), these two caracteristics being
considered separately. Interestingly, it has been shown that IND-CCA2 and NM-
CCA2 were strictly equivalent notions [1].

Beyond this, Bellare and Rogaway [3] proposed the concept of plaintext
awareness, where the adversary attempts to produce a valid ciphertext with-
out knowing the corresponding plaintext. This additional security notion was
only properly defined in the random oracle model [2].

1.2 The Random Oracle Model

The random oracle model was proposed by Bellare and Rogaway [2] to pro-
vide heuristic (yet satisfactorily convincing) proofs of security. In this model,
hash functions are considered to be ideal, i.e. perfectly random. From a security
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viewpoint, this impacts all three adversary models by giving the attacker an
additional access to the random oracles of the scheme.

1.3 Related Work

The basic El Gamal encryption scheme [9], which one-wayness relates to the
celebrated Diffie-Hellman (DH) problem, was recently proven semantically se-
cure (i.e. secure in the sense of IND-CPA) by Tsiounis and Yung [22] under
the Decision Diffie-Hellman (D-DH) assumption. However, just like RSA, the
original scheme remains totally unsecure regarding active attacks. The same
authors therefore proposed a converted scheme provably secure in the sense of
NM-CCA2 in the random oracle model, under the D-DH assumption in addi-
tion to a non-standard one. Independently, Shoup and Gennaro [20] proposed
another converted scheme NM-CCA2 in the random oracle model under the
D-DH assumption only. The same year, Cramer and Shoup [6] also presented
an El Gamal-based cryptosystem, the first to be simultaneously pratical and
provably NM-CCA2 secure in the standard model, provided that the D-DH as-
sumption holds.

Several authors have investigated other intractability assumptions. Point-
cheval [16] proposed DRSA, an encryption scheme based on the Dependent-
RSA Problem, and provided efficient variants provably NM-CCA2 secure in
the random oracle model under the hypothesis that the decisional version of
the D-RSA Problem is intractable. Naccache and Stern [12], and independently
Okamoto and Uchiyama [14] investigated different approaches based on high
degree residues. The one-wayness (resp. semantic security) of their schemes is
ensured by the Prime Residuosity assumption (resp. the hardness of distinguish-
ing prime-degree residues). Finally, Paillier [15] proposed an encryption scheme
based on composite-degree residues wherein semantic security relies on a similar
assumption (see below).

In 94, Bellare and Rogaway [3] proposed OAEP, a specific hash-based treat-
ment applicable to any one-way trapdoor permutation to make it secure in the
sense of NM-CCA2. Standing in the random oracle model, their security proof
is widely recognized and initiated the upcoming RSA-based PKCS #1 V2.0
standard [19]. More recently, Fujisaki and Okamoto [10] discovered a generic
conversion method which transforms any semantically secure encryption scheme
into a scheme secure in the sense of NM-CCA2 in the random oracle model. The
conversion is low-cost for encryption (one additional hash), but appears to be
heavy for decryption1.

1.4 Outline of the Paper

In this paper, we propose two new encryption schemes that are provably secure
against adaptive chosen-ciphertext attacks (NM-CCA2) in the random oracle
1 the converted decryption process includes a complete data re-encryption.
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model. Based on Paillier’s probabilistic encryption schemes [15], we provide se-
mantic security relatively to two number-theoretic decisional problems, namely
the Decision Composite Residuosity and Decision Partial Discrete Log prob-
lems. With an efficiency comparable to OAEP for decryption, we believe that
the second of these cryptosystems could provide an elegant alternative to the
new standard.

2 The Basic Schemes

This section briefly describes the public-key cryptosystems proposed in [15],
keeping the same notations as in the original paper.

2.1 Notations

We set n = pq where p and q are large primes. We will denote by φ Euler’s
totient function and by λ Carmichael’s function on n, i.e. φ = (p− 1)(q− 1) and
λ = lcm(p− 1, q− 1) in the present case. For technical reasons, we will focus on
moduli n = pq such that gcd(p− 1, q − 1) = 2, which yields φ = 2λ. Recall that
|Z∗
n2 | = φ(n2) = nφ and that Carmichael’s theorem implies that

∀w ∈ Z
∗
n2 ,

{
wλ = 1 mod n
wnλ = 1 mod n2 ,

We denote by RSA [n, e] the well-known problem of extracting e-th roots modulo
n where n = pq is of unknown factorization.

2.2 Setting

Let n = pq be a modulus chosen as above and g ∈ Z
∗
n2 . It is known that the

integer-valued function Eg defined as

Zn × Z
∗
n �−→Z

∗
n2

(x, y) �−→gx · yn mod n2

is a bijection if the order of g in Z
∗
n2 is a multiple of n. When this condition is

met, then given w ∈ Z
∗
n2 , the unique integer x for which there exists a y such

that Eg(x, y) = w is called the (n-residuosity) class of w and is denoted [[w]]g. It is
believed that for given n, g and w the problem of computing the class [[w]]g of w
is computationally hard: this is known as the composite residuosity assumption
(CRA) [15].

It has been shown, however, that the knowledge of the factors p and q is
sufficient for computing the class of any integer w ∈ Z

∗
n2 . Indeed, setting

Sn = {u < n2 | u = 1 mod n} ,

and
∀u ∈ Sn L(u) = (u− 1)/n ,
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we have

[[w]]g =
L(wλ mod n2)
L(gλ mod n2)

mod n . (1)

2.3 Description

First, randomly select an integer g such that n divides the order of g. This can
be done by checking whether

gcd
(
L(gλ mod n2), n

)
= 1 . (2)

The pair (n, g) is then published as the public key, whilst the pair (p, q) (or
equivalently λ) forms the secret key. The cryptosystem is described on figure 1.

Initialization
n = pq, g ∈ Z∗

n2

n divides the order of g

Public: n, g
Secret: λ

Encryption
plaintext: m ∈ Zn

select a random r ∈ Z∗
n

ciphertext: c = gm · rn mod n2

Decryption
ciphertext: c ∈ Z∗

n2

plaintext: m =
L(cλ mod n2)

L(gλ mod n2)
mod n

Fig. 1. Main Scheme

Decryption thus requires essentially one exponentiation modulo n2 with ex-
ponent λ. As pointed out in [15], this encryption scheme is one-way if and only
if the CRA holds.

2.4 The Subgroup Variant

In this variant (see figure 2), the idea consists in restricting the ciphertext space
Z
∗
n2 to the subgroup 〈g〉 of smaller order by taking advantage of the following

extension of Equation 1. Assume that the order of g is nα for some 1 ≤ α ≤ λ.
Then for any w ∈ 〈g〉,

[[w]]g =
L(wα mod n2)
L(gα mod n2)

mod n . (3)



170 Pascal Paillier and David Pointcheval

By carefully setting α to an integer of suitable length � (typically 320 bits in
practice), the decryption workload thus decreases to an exponentiation with an
�-bit exponent.

Initialization
n = pq, α|λ
h ∈ Z∗

n2 of maximal order nλ

g = hλ/α mod n2

Public: n, g
Secret: α

Encryption
plaintext: m ∈ Zn

randomly select r < 2�

ciphertext: c = gm+nr mod n2

Decryption
ciphertext: c ∈ Z∗

n2

plaintext: m =
L(cα mod n2)

L(gα mod n2)
mod n

if the computation was impossible, output “failure”

Fig. 2. Subgroup Variant

Naturally, the problem of computing [[w]]g for w ∈ 〈g〉 is (computationally)
weaker than doing so for w ∈ Z

∗
n2 . For � = Ω (|n|ε) with ε > 0, it is however

considered to be intractable: this complexity hypothesis is known as the Partial
Discrete Log (PDL) assumption. Moreover, inverting the hereabove encryption
scheme was shown to be intractable if (and only if) the PDLA assumption holds.

2.5 Security Results

In a similar way, both cryptosystems were proven semantically secure against
chosen-plaintext attacks (IND-CPA) under the additional complexity assump-
tions that the decisional versions of the Composite Residuosity and Partial Dis-
crete Log problems are also intractable (see [15] for technical details). These in-
tractability hypothesis are called Decision Composite Residuosity (D-CRA) and
Decision Partial Discrete Log (D-PDLA) assumptions, respectively. Because of
their obvious malleability, however, both cryptosystems do not resist chosen-
ciphertext attacks.

Remark 1. Interestingly, adaptive attacks do not seem to allow a total break-
down (secret key retrieval) of these encryption schemes, whilst they trivially do
in Okamoto-Uchiyama’s [14] as pointed out in their original paper.
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In the next section, we show how to render these schemes secure against
adaptive chosen-ciphertext attacks relatively to the D-CRA and the D-PDLA
assumptions in the random oracle model.

3 Improved Cryptosystems

The notion of security against an adaptive chosen-ciphertext attack (IND-CCA2)
was introduced by Rackoff and Simon [17] as the property that a cryptosystem
must have to resist active adversaries. In this scenario, the adversary makes
queries of her choice to a decryption oracle during two stages. After the first stage
of queries (the “find” stage), the attacker chooses two messages and requests an
encryption oracle to encrypt one of them, leaving to the oracle the (secret) choice
of which one. The adversary then continues to query the decryption oracle (the
“guess” stage) with ciphertexts of her choice. Finally, she tells her guess about
the choice the encryption oracle made. If she correctly guesses with probability
non-negligibly higher than one half, in polynomial time, then the encryption
scheme is considered unsecure.

In this section, we propose a modification of the main scheme (c.f. section
2.3) which provides security in the sense of IND-CCA2 under the D-CR assump-
tion in the random oracle model. At that point, note that OAEP [3] cannot
be employed ad hoc for this purpose, unless using Paillier’s trapdoor one-way
permutation: this would lead to a practical but inefficient converted encryption
scheme. Also, Fujisaki and Okamoto’s conversion method [10] could theoretically
be applied but would considerably decrease the decryption speed (as previously
said, a re-encryption is necessary during the converted decryption process) and
therefore significatively reduce the practical interest of the subgroup variant.

Instead of these approaches, we rather rely on modifications specifically
adapted to the schemes. For this purpose, we use a t-bit random number and two
hash functions G,H : {0, 1}∗ �→ {0, 1}|n| seen as random oracles. The encryption
scheme is described on figure 3.

Theorem 1. Provided t = Ω
(|n|δ) for δ > 0, Scheme 1 is semantically se-

cure against adaptive chosen-ciphertext attacks under the Decision Composite
Residuosity assumption in the random oracle model.

Proof. Let us consider an adversary A = (A1, A2) against the semantic security
of Scheme 1, where A1 denotes the “find”-stage and A2 the “guess”-stage. We
then use this adversary to efficiently decide n-residuosity classes. Indistinguisha-
bility of encryptions will be due to the randomness of the oracle G, whereas
adaptive attacks are covered thanks to the random oracle H .

Simulation of the Decryption Oracle Since we consider chosen-ciphertext attacks,
the adversary has access, in both stages, to a decryption oracle D that we have
to simulate: when the attacker asks for a ciphertext c to be decrypted, the
simulator checks in the query-answer history obtained from the random oracle
H whether some entry leads to the ciphertext c and then returns m; otherwise, it
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Initialization
n = pq, g ∈ Z∗

n2

n divides the order of g

Public: n, g
Secret: λ

Encryption

plaintext: m < 2|n|−t−1

randomly select r < 2t

z = H(m,r)n mod n2

M = m||r + G(z mod n) mod n

ciphertext: c = gMz mod n2

Decryption
ciphertext: c ∈ Z∗

n2

M =
L(cλ mod n2)

L(gλ mod n2)
mod n

z′ = g−Mc mod n

m′||r′ = M − G(z′) mod n

if H(m′, r′)n = z′ mod n then the plaintext is m′

otherwise output “failure”

Fig. 3. Encryption scheme secure against adaptive attacks (Scheme 1)

returns “failure”. This provides a quasi-perfect simulation since the probability
of producing a valid ciphertext without asking the query (m, r) to the random
oracle H (whose answer a has to satisfy the test an = z mod n) is upper-bounded
by 1/φ(n) ≤ 2/n, which is clearly negligible. This simulator can also be seen as
a knowledge extractor, which provides the plaintext-awareness [3] of the scheme.

Semantic Security We will rely on the attacker A to design a distinguisher B
for n-residuosity classes. Let (w,α) be a given instance of the D-CR problem: α
is suspected to be the n-residuosity class of w.

Our distinguisher B first randomly chooses u ∈ Zn, v ∈ Z
∗
n and 0 ≤ r < 2t

and then computes z = w · g−αvn mod n as well as c = w · guvn mod n2. It then
runs A1 and gets two messages m0 and m1. B chooses a bit b and runs A2 on
the ciphertext c, supposed to be the ciphertext of mb using the random r.

If during the game z is asked to the oracle G (which event will be denoted
by AskG), one stops the game and B returns 1. If (m0, r) or (m1, r) are asked to
the oracle H (which event will be denoted by AskH), one stops the game and B
returns 0. In any other case, B returns 0 when A2 ends.

One has to remark that no more than one event AskG or AskH is likely to
happen since both events make B terminate the game. Furthermore, because of
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the random choice of r, the probability of AskH is upper bounded by qH/2t in
any case, where qH denotes the number of queries asked to H .

Since G and H are seen like random oracles, the attacker has no chance to
correctly guess b, during a real attack (or in the case where α = [[w]]g), if none
of the events AskG or AskH occur, then AdvA ≤ Pr[AskG ∨ AskH| [[w]]g = α].

On the other hand, if α �= [[w]]g, z is perfectly random (and furthermore in-
dependent of c), then AskG cannot occur with probability greater than qG/φ(n),
where qG denotes the number of queries asked to G.

Therefore, the distinguisher B gets the following advantage in deciding the
n-residuosity classes

AdvB = Pr[1| [[w]]g = α] − Pr[1| [[w]]g �= α]
= Pr[AskG| [[w]]g = α] − Pr[AskG| [[w]]g �= α]
= Pr[AskG ∨ AskH| [[w]]g = α] − Pr[AskH| [[w]]g = α] − Pr[AskG| [[w]]g �= α]

≥ AdvA − qH/2t − qG/φ(n) ≥ AdvA − qH/2t − 2qG/n.

Reduction Cost To conclude, if there exists an active attacker A against semantic
security, one can decide n-residuosity classes with an advantage greater than

AdvA ×
(

1 − 2
n

)qD

− qH
2t

− 2qG
n

≥ AdvA − qH
2t

− 2 · qG + qD
n

,

where qD, qG and qH denote the number of queries asked to the decryption
oracle, G and H respectively. ��
However, the ability to decide n-residues may not be enough to break the se-
mantic security. Furthermore, one can also prove that the converted scheme is
still one-way relatively to the computational problem.

Theorem 2. Provided t = Ω
(|n|δ) for δ > 0, Scheme 1 is one-way, even

against adaptive chosen-ciphertext attacks, under the Composite Residuosity as-
sumption in the random oracle model.

Proof. Let us consider an adversary A able to decrypt any ciphertext c with
probability ε, within a time bound T . Since we consider chosen-ciphertext at-
tacks, the adversary has access to a decryption oracle D whose simulation works
as described above. During an attack, two cases may appear

case 1: either the attacker tries to check the validity of the ciphertext, then she
has to compute H(m, r) which gives us m, r and therefore the n-residuosity
class of the ciphertext;

case 2: or she asks the query z to the oracle G (as previously noticed, she gets
no information about the plaintext without such a query).

As already mentioned, the attacker cannot get any information about the plain-
text if none of these cases applies. Then either the first case applies with prob-
ability greater than ε/2, and therefore the attacker can be used to compute
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n-residuosity classes with probability greater than ε/2 within a time bound T ,
or the second case applies with probability greater than ε/2. Let us consider the
second case. For simplicity, we will restrict the study to the setting 3t ≤ |n| since
other parameter choices present no practical interest, and would make the proof
be more intricate.

Let w be an element of Z
∗
n2 of class α we want to compute. One randomly

chooses α0, α1 ∈ Zn, β0, β1 ∈ Z
∗
n, and computes

w0 = w · gα0βn0 mod n2 and w1 = w−2t · gα1βn1 mod n2.

The ciphertexts w0 and w1 are successively given to the attacker and all the
answers ρi (randomly chosen in Zn by the simulation of G during the attack
against w0) as well as all the answers σi (given during the attack against w1) are
collected and stored. Because of the uniform distribution of w0 and w1 in Z

∗
n2 ,

the attacker A succeeds in correctly finding m0 and m1, dropping in case 2, with
probability ε2/4. Then, there exist 0 ≤ r0, r1 < 2t and indices i, j such that

α + α0 = 2tm0 + r0 + ρi mod n

−2t · α + α1 = 2tm1 + r1 + σj mod n.

By combination, one gets

2tr0 + r1 = 2tα0 + α1 − 22tm0 − 2tm1 − 2tρi − σj mod n.

Hence there exists at least one pair (i, j) such that

0 ≤ 2tα0 + α1 − 22tm0 − 2tm1 − 2tρi − σj mod n < 22t.

One randomly chooses such a pair (i, j) which allows to compute r0 and r1,
and therefore α (with probability greater than 1/q2

G if m0 and m1 are correct,
since there are at most q2

G possible pairs (i, j), where qG is the number of queries
asked to G during a decryption). Consequently, our reduction recovers α with
probability greater than (ε/2qG)2 within a time bound 2T .

However, this reduction can be heuristically shown much more efficient.
Indeed, the probability of having one valid pair (i, j) for incorrect plaintexts
(m0,m1) and the probability of having many pairs (i, j) for valid plaintexts m0,
m1 are both upper-bounded by q2

G/2t (because of the randomness of the ρk and
σk sequences, and perfect independence of α0, α1, β0, β1). We can therefore ig-
nore them for a large enough security parameter t. Finally, one can recover α
within an expected time bounded by 8T/ε (this is an optimal reduction). ��

At this point, we comment that Fujisaki and Okamoto’s conversion tech-
nique [10] would have given an identical security level and a quite similar com-
putational workload. The superiority of our approach resides in that

a) the one-wayness of our both converted schemes are equivalent to the CR and
PDL problems, whereas Fujisaki-Okamoto would have inherently restricted
one-wayness to the decision problems D-CR and D-PDL,
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b) the same proof as above will now apply almost unchanged on the subgroup
variant, leading to a far better decryption efficiency (our validity test does
not involve a complete re-encryption).

We now turn to show how to modify the subgroup variant (c.f. section 2.4)
to meet NM-CCA2 security under the D-PDLA in the random oracle model. As
before, we make use of two hash functions, G,H : {0, 1}∗ �→ {0, 1}|n| considered
as random oracles. In what follows, we set α to an odd divisor α = 2a + 1 of
λ with bitsize � and randomly pick an element h of maximal order nλ in Z

∗
n2 .

Recall that the modulus n is chosen such that p−1 and q−1 do not have common
prime divisors other than 2. The encryption scheme is depicted on figure 4.

Initialization
n = pq, gcd(p − 1, q − 1) = 2, α = 2a + 1|λ
h ∈ Z∗

n2 of maximal order nλ

g = hλ/α mod n2

Public: n, g
Secret: α

Encryption

plaintext: m < 2|n|−t−1

randomly select r < 2t

z = gnH(m,r) mod n2

M = m||r + G(z mod n) mod n

ciphertext: c = gMz mod n2

Decryption
ciphertext: c ∈ Z∗

n2

M =
L(cα mod n2)

L(gα mod n2)
mod n

if the computation was impossible, output “failure”

z′ = g−Mc mod n
m′||r′ = M − G(z′) mod n

if gnH(m′,r′) = z′ mod n then the plaintext is m′

otherwise output “failure”

Fig. 4. Efficient variant secure against adaptive attacks (Scheme 2)

Theorem 3. Provided t = Ω
(|n|δ) and � = Ω (|n|ε) for δ, ε > 0, Scheme 2

is semantically secure against adaptive chosen-ciphertext attacks under the D-
PDLA in the random oracle model.

Proof. The proof is essentially the same, using gH(m,r) instead of H(m, r), but
we also have to prove that one cannot decrypt a ciphertext which has not been
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correctly computed (using the encryption scheme). Indeed, our simulation of the
decryption oracle (the plaintext extractor) can only decrypt a valid ciphertext.

Let then c be an accepted ciphertext (i.e which has not caused a decryp-
tion failure). This means that cα = 1 mod n and thus cα ∈ Sn = 〈hλ〉 ⊂ 〈h〉. We
have assumed that α = 2a + 1, gcd(p − 1, q − 1) = 2 and h of maximal order
λ(n2) = φ(n2)/2. Then, for any x ∈ Z

∗
n2 , x2 ∈ 〈h〉. Therefore,

c = cα · c−2a = cα · (c2)−a ∈ 〈h〉 ,
which implies the existence of an x such that c = hx mod n2. Furthermore,
cα = hxα = 1 mod n, and h is also of maximal order in Z

∗
n. Therefore there

exists y such that x = βy, where λ = αβ. Thus, c = hβy = gy mod n2, and the n-
residuosity class M obtained during the decryption process satisfies M =y mod n
and c = gM+kn mod n2. Hence z = gkn mod n.

Because the ciphertext was accepted, we have that z = gnH(m′,r′) mod n,
and therefore k = H(m′, r′) mod α, because g is of order α in Z

∗
n, and so is gn

(n is relatively prime to φ). Finally, if we define m = m′ and r = r′, one gets c
as ciphertext. ��
Theorem 4. Provided t = Ω

(|n|δ) and � = Ω (|n|ε) for δ, ε > 0, Scheme 2
is one-way, even against adaptive chosen-ciphertext attacks, under the Partial
Discrete Logarithm assumption in the random oracle model.

Remark 2. Because of the plaintext extractor presented in the proof of Theo-
rem 1, both schemes are plaintext-aware [3].

4 Encryption Parameters

In practice, α should be typically set to a 320-bit divisor of λ such that α = αpαq
where αp divides p−1 but not q−1 and αq divides q−1 but not p−1. This can
be met using an appropriate key generation algorithm. Note that our converted
schemes, like the original ones, allow Chinese remaindering for decryption. In
the subgroup variant, interestingly, the form of α leads to two exponentiations
modulo p2 and q2 with 160-bit exponents. This clearly shows one advantage of
this encryption scheme in terms of decryption throughput.

Also, we fix t to 80, that is, we recommend that random numbers r have
bitsize 80 or more in practical use.

5 Efficiency

This section gives tight estimates of our cryptosystems’ running times for de-
cryption compared to standard ones (OAEP, El Gamal). The elementary unit
will be taken as the number of modular multiplications of bitsize |n| per kilo-
bit of message input; it therefore depends on |n|. Typical modulus sizes are
|n| = 512, · · · , 2048. We also assume that the execution time of a modular multi-
plication is quadratic in the operand size and that modular squares are computed
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by the same routine. Chinese remaindering, as well as random number gener-
ation for probabilistic schemes, is considered to be negligible. The parameter t
is set to 80 in our two cryptosystems. All secret grandeurs such as factors and
exponents are assumed to contain about the same number of ones and zeroes in
their binary representation.

We give purely indicative estimates which do not come from actual imple-
mentations. Pre-processing stages are not considered, but Chinese remaindering
is taken into account whenever possible (hence for all schemes but El Gamal).

Schemes Scheme 1 Scheme 2 OAEP ElGamal

One-wayness CR PDL RSA DH

IND-CPA D − CR D − PDL RSA D-DH

NM-CCA2 D − CR D − PDL RSA none

Plaintext size |n| − 80 |n| − 80 |n| − 320 |p|
Ciphertext size 2 |n| 2 |n| |n| 2 |p|

Decryption Workload (Mult/Kbits)

|n|, |p| = 512 2731 1707 1024 1536

|n|, |p| = 768 2572 1072 658 1536

|n|, |p| = 1024 2499 781 559 1536

|n|, |p| = 1536 2431 506 485 1536

|n|, |p| = 2048 2398 375 455 1536

6 Conclusion and Further Research

We proposed two new public-key cryptosystems provably semantically secure
against adaptive chosen-ciphertext attacks i.e. secure in the sense of NM-CCA2.
Computationally efficient for decryption, one of them could provide an alterna-
tive to OAEP. A typical research topic would be to ensure security against active
adversaries relatively to the computational related problems CR and PDL. An-
other (independent) direction consists in improving their decryption throughputs
by accelerating computations modulo p2, possibly using appropriate modular
techniques such as [21].
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Adaptively-Secure Optimal-Resilience

Proactive RSA

Yair Frankel�, Philip MacKenzie��, and Moti Yung� � �

Abstract. When attacking a distributed protocol, an adaptive adver-
sary may determine its actions (e.g., which parties to corrupt), at any
time, based on its entire view of the protocol including the entire com-
munication history. In this paper we are concerned with proactive RSA
protocols, i.e., robust distributed RSA protocols that rerandomize key
shares at certain intervals to reduce the threat of long-term attacks. Here
we design the first proactive RSA system that is secure against an adap-
tive adversaries. The system achieves “optimal-resilience” and “secure
space scalability” (namely O(1) keys per user).

1 Introduction

Distributed public-key systems involve public/secret key pairs where the secret
key is distributively held by some number of servers. As long as an adversary
cannot corrupt a quorum of servers the system remains secure (as opposed to
centralized cryptosystems in which the compromise of a single entity breaks the
system). Distributed cryptography, including the design of practical distributed
cryptosystems, has been an area of extensive research (see surveys [9,23,21]).

In this paper, we present the first proactive RSA system that is both opti-
mally resilient and provably secure against an adaptive adversary. The system is
also scalable in that it only requires a number of key shares that is linear in the
number of servers. Let us review why such a proactive RSA system is considered
one of the hardest amongst the “distributed cryptosystems” problems:

1. RSA is harder to “make distributed” than the discrete logarithm family due
to mathematical constraints. The group of RSA exponents (which contains
the RSA secret key) has unknown order (as opposed to discrete-log based
protocols), which makes distributed manipulations with the partial keys:
polynomial interpolation and key re-randomization (typical in “proactive
systems” [28]) hard.

2. From an adversarial perspective, the “proactive” system is the most difficult
since it must cope with a “mobile” adversary (whereas a regular “robust
threshold system” copes only with static adversary)..
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3. For l denoting the number of servers and t the number of misbehaving
servers, an “optimally resilient” protocol is the weakest possible constraint,
of l ≥ 2t + 1, (matching the trivial lower bound).

4. The size of keying information per server is an important parameter in deter-
mining scalability of a system. For “scalability of secure space,” we require
each server to store O(1) key shares, which is optimal.

5. The security proof for distributed protocols is usually based on simulating the
adversary’s view of the protocol. From the point of view of “proving security”
against an adaptive adversary using simulatability is the most difficult one
because the view of an adaptive adversary changes dynamically based on all
information it receives.

Formally, what we show is:

Theorem 1. There exists an adaptively-secure optimal-resilient space-scalable
proactive RSA system.

2 Background

The “adaptive adversary” challenge:
Let us elaborate more on the problem facing the designers of adaptively-secure
distributed protocols. (Very few such systems have been designed e.g., [1,2]). The
major difficulty in proving the security of protocols against adaptive adversaries
is being able to efficiently simulate (without actually knowing the secret keys)
the view of an adversary which may corrupt parties dynamically, depending on
its internal “unknown strategy.” The adversary’s corruption strategy may be
based on values of public ciphertexts, other public cryptographic values in the
protocol, and the internal states of previously corrupted parties. Let a user’s
share of the private key be committed by any public value which is based on the
share. The commitment may be an encryption of the share, or the computation
to generate the signature with the quorum. Suppose the adversary decides to
corrupt next the party whose identity matches a one-way hash function applied
to the entire communication history of the protocol so far. Now we must simulate
the corruption which allows obtaining a share of the key which is consistent with
the commitments.

In distributed public-key systems, the problem of adaptive security is exac-
erbated by the fact that there is generally “public function and related pub-
licly-committed robustness information” available to anyone, which as discussed
above, needs to be consistent with internal states of parties that get corrupted.
This is the main cause of difficulties in the proof of security. With proactive sys-
tems the update has to be done correctly and be connected to the past, which
is another source of difficulty when facing an adaptive adversary.
History of proactive RSA:
The work of [24] developed tools to allow proactive security [28] in discrete-log
based systems. They also defined the notion of a proactive public-key system.
Tools to allow proactive security in RSA-based systems were given in [16,15,30].
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(Previous work on threshold and robust threshold RSA systems is given in
[10,8,17,22].) None of these tools have been shown to be secure against an adap-
tive adversary. Recently the notion of security against adaptive adversaries in
threshold public-key systems was dealt with (in systems less constrained than
ours) [19,3].
Our Contributions and Techniques:
We base our system on the one in [15], since it is optimally resilient, and, as
opposed to [16,30], is secure-space scalable (requires only a linear number of
RSA key shares). The system in [30] needs O(l3) RSA key shares. The system in
[16] is suitable for small number of participants, but it is not optimally resilient,
and may employ an even larger number of keys as the system grows in scale.
Our system differs from the one in [15] in that we construct and employ a new
set of techniques that make the system secure against an adaptive adversary.

As in previous proactive RSA systems, we perform secret sharing operations
over the integers (since for security the order of the group containing the secret
key cannot be revealed to the servers). A difficulty with integer operations is
maintaining bounded share sizes even after many proactive update (rerandom-
ization) operations. We do this without requiring any zero-knowledge proofs in
our update protocol. In fact, we only use zero-knowledge proofs in our func-
tion application (signature) protocol, and if one wishes to optimize the system
for the corruption-free case, these proofs would only need to be performed if
the computed signature is found to be invalid (which is the typical “optimistic”
approach to fault-tolerance advocated e.g. in [16]).

Since we must maintain security against an adaptive adversary, we are not
able to use Feldman’s verifiable secret sharing VSS [14], which is inherently in-
secure against an adaptive adversary. (Previous protocols, such as [15,30] are
based on Feldman VSS, and [30] uses it in particular to avoid the use of zero-
knowledge proofs and thus increase some of the efficiency.) Instead, we use a
form of Pedersen’s VSS [29]. One can think of the commitments in this VSS
as “detached commitments”. These commitments are used to ensure correct
behavior of servers, yet have no “hard attachment” to the rest of the system,
even the secret key itself! We show how to work with these detached commit-
ments, e.g., using “function representation transformations” like “poly-to-sum”
and “sum-to-poly” (which are basic tools which maintain space-scalability and
which we build based on [15]). We also show how to maintain robustness by con-
structing simulatable “soft attachments” from these detached commitments into
the operations of the rest of the system. The soft attachments are constructed us-
ing efficient zero-knowledge proofs-of-knowledge. For proactive maintenance we
develop update techniques that carefully assure correctness of update, as well as
non-growth of the key size as we perform our computations over the integers.

The basic proof technique for security against an adaptive adversary is based
on the notion of a “faking server” which is chosen when commitments related
to the secret key must be generated. (Fortunately, this is only during a function
application phase, where additive sharings are used.) The simulator exploits
the “actions” of this server to assure that the view is simulatable while not
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knowing the secret key. This server is chosen at random and its public actions are
indistinguishable from an honest server to the adversary. We have to backtrack
the simulation only if the adversary corrupts this special server. Since there
is only one faking server, and since regardless of its corruption strategy, the
adversary has a polynomial chance (at least 1/(t+1)) of not corrupting this one
server, we will be able to complete the simulation in expected polynomial time.
We have to assure that this “faking server” technique works in the proactive
setting, where the adversary is not just adaptive, but also mobile. Our protocol
and simulation techniques also maintain “optimal resilience.”

3 Model and Definitions

Participants and Communication: We use the standard model for proac-
tive systems [28]. The system consists of l servers S = {S1, . . . , Sl}. A server
is corrupted if it is controlled by the adversary. When corrupted, we as-
sume “for security” that the adversary sees all the information currently
on that server. On the other hand, the system should not “open” secrets
of unavailable servers (effectively reducing the needed threshold). Namely,
we separate availability faults from security faults (and do not cause poten-
tial security exposures due to unavailability). Our communication model is
similar to [25]. All participants communicate via an authenticated bulletin
board in a synchronized manner. We assume that the adversary cannot jam
communication.

Time periods: To deal with a mobile adversary, we assume a common global
clock (e.g., a day, a week, etc.) that divides time into two types of time periods
repeated in sequence: an update period (odd times) and an operational
period (even times). During an operational period, the servers can perform
functions using the current secret key shares. During the update period the
servers engage in an interactive update protocol which upon completion the
servers hold new shares to be used during the following operational period1.

System Management: We assume that a server that is determined to be cor-
rupted by a majority of active servers can be refreshed (i.e., erased and
rebooted, or perhaps replaced by a new server with a blank memory) by
some underlying system management. This is a necessary assumption for
dealing with corrupted servers in any proactive system.

The adversary: The adversary is t-restricted; namely it can, during each period,
corrupt at most t servers, under the assumption that if a server is corrupt during
an update period it is corrupt in the prior and subsequent operational periods.
A mobile adversary moves around as servers become corrupted or uncorrupted.
The actions of an adversary at any time may include submitting messages to

1 Technical note: we consider a server that is corrupted during an update phase as
being corrupted during both its adjacent periods. This is because the adversary could
learn the shares used in both the adjacent operational periods.



184 Yair Frankel et al.

the system to be signed, corrupting servers, and broadcasting arbitrary infor-
mation on the communication channel. The adversary is adaptive; namely it is
allowed to base its actions not only on previous function outputs, but on all the
information that it has previously obtained.
Distributed Public-Key Systems: Here we formally define our notions of security
and robustness for proactive public-key systems. For simplicity, we will assume
that the function application operation computes signatures.

Definition 1. (Robustness of a Proactive System) A (t, l)-proactive public-
key system S is robust if for any polynomial-time t-restricted adaptive mobile
adversary A, with all but negligible probability, after polynomially-many update
protocols for each input m which is submitted to the signing protocol during an
operational period, the resulting signature s is valid.

Definition 2. (Security of a Proactive System) A (t, l)-proactive public-
key system S is secure if for any polynomial-time t-restricted adaptive mobile
adversary A, after polynomially-many signing protocols performed during oper-
ational periods on given values, and polynomially-many update protocols, given
a new value m and the view of A, the probability of being able to produce in
polynomial time a signature s on m that is valid is negligible.

Remark: The choice of the inputs to the signing protocol prior to the chal-
lenge m defines the tampering power of the adversary (i.e., “known message,”
“chosen message”, “random message” attacks). The choice depends on the im-
plementation within which the distributed system is embedded. In this work,
we assume that the (centralized) cryptographic function is secure with respect
to the tampering power of the adversary. We note that the provably secure sig-
nature and encryption schemes typically activate the cryptographic function on
random values (decoupled from the message choice of the adversary).

3.1 Range Notation

We will use the following notation to define ranges:

1. A range is defined as [a, b], denoting all integers between a and b inclusive.
(Similarly, we could define (a, b), (a, b], and [a, b).)

2. We can multiply a range by a positive scalar: x · [a, b] denotes the range
[xa, xb].

3. We can multiply a range by a negative scalar: −x · [a, b] denotes the range
[−xb,−xa].

4. We can add two ranges: [a, b] + [c, d] denotes the range [a + c, b + d].
5. For a range that covers the point zero, we can multiply that range by a

positive or negative scalar: ±x · [a, b], where a ≤ 0 ≤ b, denotes the range
[−xc, xc], where c = max(|a|, |b|).
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4 Basics for Our System

Let k be the security parameter. Let key generator GE define a family of RSA
functions to be (e, d,N) ← GE(1k) such that N is a composite number N =
P ∗ Q where P,Q are prime numbers of k/2 bits each. The exponent e and
modulus N are made public while d ≡ e−1 mod λ(N) is kept private.2 The RSA
encryption function is public, defined for each message M ∈ ZN as: C =
C(M) ≡ M e mod N . The RSA decryption function (also called signature
function) is the inverse: M = Cd mod N . It can be performed by the owner of
the private key d. Formally the RSA Assumption is stated as follows.

RSA Assumption Let k be the security parameter. Let key generator GE
define a family of RSA functions (i.e., (e, d,N) ← GE(1k) is an RSA in-
stance with security parameter k). For any probabilistic polynomial-time
algorithm A, Pr[ue ≡ w mod N : (e, d,N) ← GE(1k); w ∈R {0, 1}k; u ←
A(1k, w, e,N)] is negligible.

Recall that the RSA assumption implies the intractability of factoring prod-
ucts of two large primes.

Next we describe variants of Shamir secret sharing and Pedersen VSS that
we use. They differ in that operations on the shares are performed over the in-
tegers, instead of in a modular subgroup of integers.

(t,l)-secret sharing over the integers [15]: This primitive is based on Shamir
secret sharing [32]. Let L = l! and let β,K be positive integers. For sharing
a secret s ∈ [0,K], a random polynomial a(x) =

∑t
j=0 ajx

j is chosen such
that a0 = L2s, and each other aj ∈R {0, L, 2L, . . . , βL3K}.3 Each shareholder
i ∈ {1, . . . , l} receives a secret share si = a(i), and verifies4 that (1) 0 ≤ si ≤
βL3Klt(t + 1), and (2) L divides si. Any set of shareholders of cardinality t + 1
can compute s using Lagrange interpolation, i.e. s = a(0) =

∑
i∈Λ a(i)zi,Λ, where

zi,Λ =
∏

j∈Λ\{i}(i− j)−1(0− j).

(t,l)-Unconditionally-SecureVSSover the Integers (INT-(t,l)-US-VSS):
This primitive is based on Pedersen Unconditionally-Secure (t, l)-VSS [29], and
is slightly different than the version in [20]. Let N be an RSA modulus and let
g and h be maximal order elements whose discrete log modulo N with respect
to each other is unknown. The protocol begins with two (t, l)-secret sharings
over the integers with β = N , the first sharing secret s ∈ [0,K], and the second
sharing s′ ∈ [0, N2K]. Let a(x) =

∑t
j=0 ajx

j be the random polynomial used in
2 λ(N) = lcm(P −1, Q−1) is the smallest integer such that xλ(N) ≡ 1 mod N for any
x ∈ Z∗

N . We use λ(N), rather than more traditionally φ(N), because it explicitly
describes an element of maximal order in Z∗

N .
3 We note that L2s is actually the secret component of the secret key, which when
added to a public leftover component (in [0, L2 − 1]), forms the RSA secret key.

4 These tests only verify the shares are of the correct form, not that they are correct
polynomial shares.
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sharing s and let a′(x) =
∑t

j=0 a′
jx

j be the random polynomial used in sharing
s′. For all i, Si receives shares si = a(i) and s′i = a′(i). (We refer to the pair
(a(i), a′(i)) as dual-share i.) Also, the verification shares {αj(= gajha′

j )}0≤j≤t,
are published.5 Call check share Ai=

∏t
j=0 αij

j . Si can verify the correctness of

his shares by checking that Ai
?= gsihs′

i . Say s and s′ are the shares computed
using Lagrange interpolation from a set of t+1 shares that passed the verification
step. If the dealer can reveal different secrets ŝ and ŝ′ that also correspond to the
zero coefficient verification share, then the dealer can compute an α and β such
that gα ≡ hβ , which implies factoring (and thus breaking the RSA assumption).

Looking ahead, we will need to simulate an INT-(t, l)-US-VSS. We can do
this by constructing a random polynomial over an appropriate simulated secret
(e.g., a random secret, or a secret obtained as a result of a previously simulated
protocol) in the zero coefficient, and a random companion polynomial with a
totally random zero coefficient.

5 Techniques

In order to “detach” ciphertexts from their cleartext values we employ seman-
tically-secure non-committing encryption [1]. In fact, our (full) security proofs
first assume perfectly secret channels and then add the above (a step we omit
here).

A more involved issue concerns the public commitments. The collection of
techniques needed to underly distributed public-key systems include: distributed
representation methods (polynomial sharing, sum (additive) sharing), represen-
tation transformers which move between different ways to represent a function
(poly-to-sum, sum-to-poly), as well as a set of “elementary” distributed opera-
tions (add, multiply, invert). For example, the “poly-to-sum” protocol is executed
by t+1 servers at a time, and transforms a (t, l)-secure polynomial-based sharing
to an additive sharing with t+1 shares. We need to have such techniques (moti-
vated by [20,15]) which are secure and robust against adaptive adversaries. We
will rely on new zero-knowledge proof techniques (see Appendix A), as well as on
shared representation of secrets as explained in Section 4. The notation “2poly”
refers to a polynomial and its companion polynomial shared with INT-(t, l)-US-
VSS (which is “unconditionally secure VSS”). The notation “2sum” refers to two
additive sharings, with check shares that contain both additive shares of a server
(similar to the check shares in INT-(t, l)-US-VSS). In describing the protocols,
unless otherwise noted we will assume multiplication is performed mod N and
addition (of exponents) is performed over the integers (i.e., not “mod” anything).

We define the following ranges, using the notation described in Section 3.1.

1. Let [Range1] = [0, (t + 1)L3N3lt] and [Range′
1] = [0, (t + 1)L3(t + 1)N7lt].

2. Let [Range2] = ±(t+1)L · [Range1] and [Range′
2] = ±(t+1)L · [Range′

1].
3. Let [Range3] = ±(t + 1) · [Range2] + [0, L2N ] + (t + 1) · [0, L2] and

[Range′
3] = ±(t + 1) · [Range′

2] + [0, L2N3] + (t + 1) · [0, L2].
5 We implicitly assume all verification operations are performed in Z∗

N .
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4. Let [Range4] = (t + 1) · [Range2] + (t + 1) · [0, L2] + [Range3] and
[Range′

4] = (t + 1) · [Range′
2] + (t + 1) · [0, L2] + [Range′

3].
5. Let [Range5] = L · [Range4]− (t + 1) · [0, L2N2/(t + 1)] and

[Range′
5] = L · [Range′

4]− (t + 1) · [0, L2N5].

5.1 2poly-to-2sum

The goal of 2poly-to-2sum (Figure 1) is to transform t-degree polynomials a()
and a′() used in INT-(t, l)-US-VSS into t+ 1 additive shares for each secret a(0)
and a′(0), with corresponding check shares. The idea is to perform interpolation.6

We note that in Step 2 each si and s′i is a multiple of L, so Si can actually
compute bi and b′i over the integers.

1. Initial configuration: INT-(t, l)-US-VSS (parameters: (N, g, h)) with t-
degree polynomials a() and a′(), and a set Λ of t + 1 server indices. For
all i ∈ Λ, recall Si holds shares si and s

′
i with corresponding check share

Ai = g
sihs′i .

2. For all i ∈ Λ, Si computes the additive shares bi = sizi,Λ and b
′
i = s

′
izi,Λ and

publishes Bi = g
bihb′i = A

zi,Λ

i .

3. All servers verify Bi for all i ∈ Λ using (Ai)
Vi,Λ ≡ (Bi)

V ′
i,Λ where Vi,Λ =∏

j∈Λ\{i}(0− j) and V ′
i,Λ =

∏
j∈Λ\{i}(i− j). If the verification for a given Bi

fails, each server broadcasts a (Bad,i) message and quits the protocol.

Fig. 1. 2poly-to-2sum

Note the following ranges:

– For i ∈ Λ, if Si is good then si ∈ [Range4] and s′i ∈ [Range′
4]. (This will

be shown later.)

5.2 2sum-to-2sum

The goal of 2sum-to-2sum is to randomize additive dual-shares (most likely ob-
tained from a 2poly-to-2sum) and update the corresponding check shares. The
scheme is in Figure 2.

Note the following ranges:

– For i ∈ Λ, if Si is good then di ∈ [0, L2N2] and d′i ∈ [0, (t + 1)L2N4].
– We will show that d∗ ∈ [Range3] and d′∗ ∈ [Range′

3] (unless RSA is broken).

6 In [15], poly-to-sum also performed a rerandomization of the additive shares. We
split that into a separate protocol for efficiency, since sometimes 2poly-to-2sum is
used without a rerandomization of additive shares.
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1. Initial configuration: There is a set Λ of t+1 server indices. For all i ∈ Λ, Si

holds additive dual-share (bi, b
′
i), with corresponding check share Bi = g

bihb′i .
2. For all i ∈ Λ, Si chooses ri,j ∈R ZL2N2/(t+1) and r

′
i,j ∈R ZL2N4 , for j ∈ Λ.

3. For all i ∈ Λ, Si publishes ri,∗ = bi −
∑

j∈Λ
ri,j and r

′
i,∗ = b

′
i −

∑
j∈Λ

r′i,j .
4. For all i ∈ Λ, Si privately transmits ri,j and r

′
i,j to all Sj for j ∈ Λ \ {i}.

5. For all i ∈ Λ, Si publishes Ri,j = g
ri,jhr′

i,j for j ∈ Λ \ {i}.
6. All servers can compute Ri,i = Bi/g

ri,∗hr′
i,∗

∏
j∈Λ\{i}Ri,j for all i ∈ Λ.

7. For all j ∈ Λ, Sj verifies that each ri,j ∈ ZL2N2/(t+1), each r
′
i,j ∈ ZL2N4 ,

each ri,∗ ∈ [Range5], each r
′
i,∗ ∈ [Range′

5], and that Ri,j ≡ gri,jhr′
i,j . If the

verification fails, Sj broadcasts an (Accuse,i,j) message, to which Si responds
by broadcasting ri,j and r

′
i,j . If Si does not respond, ri,j or r

′
i,j is not in the

correct range, or Ri,j �≡ gri,jhr′
i,j (which all servers can now test), then each

server broadcasts a (Bad,i) message and quits the protocol.
8. For all j ∈ Λ, Sj computes dj =

∑
i∈Λ

ri,j , d
′
j =

∑
i∈Λ

r′i,j , and Dj =∏
i∈Λ

Ri,j .

9. All servers compute leftover shares d∗ =
∑

i∈Λ
ri,∗ and d′∗ =

∑
i∈Λ

r′i,∗

Fig. 2. 2sum-to-2sum

5.3 2sum-to-1sum

2sum-to-1sum (Figure 3) is employed in computing partial signatures using the
first parts of the additive dual-shares (obtained from 2sum-to-2sum) as the ex-
ponents, and in proving the partial signatures correct. These proofs form the
“soft attachments” from the information-theoretically secure check shares to the
computationally secure check shares that must correspond to the actual secret.

1. Initial configuration: Parameters (N, e, g, h). There is a set Λ of t+1 server
indices. For all i ∈ Λ, Si holds additive dual-share (di, d

′
i), with corresponding

check share Di = gdihd′
i . Also, all servers Si with i ∈ Λ have performed a

ZK-proof-setup protocol ZKsetup-RSA(N, e, g) with all other servers.
2. For all i ∈ Λ, Si broadcasts Ei = m

di , where m is the message to be signed,
or more generally, the value to which the cryptographic function is being
applied.

3. For all i ∈ Λ, Si performs a ZK-proof of knowledge
ZKproof-DL-REP(N, e,m, g, h, Ei,Di) with all other servers. Recall
that this is performed over a broadcast channel so all servers can check if
the ZK-proof was performed correctly.

4. If a server detects that for some i ∈ Λ, Si fails to perform the ZK-proof
correctly, that server broadcasts a message (Bad,i) and quits the protocol.

Fig. 3. 2sum-to-1sum



Adaptively-Secure Optimal-Resilience 189

5.4 2sum-to-2poly

The goal of 2sum-to-2poly is to transform t + 1 additive dual-shares with their
corresponding check shares (obtained from 2sum-to-2sum) into polynomial shar-
ings of the same secrets. The idea is for each shareholder to perform an INT-(t, l)-
US-VSS with its shares as the secrets, and then to sum the resulting polynomials.
The protocol is given in Figure 4

1. Initial configuration: Parameters (N, e, g, h). There is a set Λ of server
indices. For all i ∈ Λ, Si holds additive dual-share (di, d

′
i), with corresponding

check share Di = g
dihd′

i , and all servers know leftover shares d∗ and d′∗.
2. For i ∈ Λ, Si broadcasts ri = di mod L

2 and r′i = d
′
i mod L

2.
3. For i ∈ Λ, Si sets ei = di − ri, e

′
i = d

′
i − r′i, and Ei = g

eihe′i .
4. Note that all ei and e

′
i are multiples of L

2. These are then shared using INT-
(t, l)-US-VSS (over the appropriate ranges, and without any additional L2

factor), say with polynomials vi() and v
′
i().

5. For all j ∈ Λ, Sj verifies that each ri, r
′
i ∈ ZL2 , and verifies its shares of each

INT-(t, l)-US-VSS. (For ranges, Sj must verify that each vi(j) ∈ [Range1]
and each v′i(j) ∈ [Range′

1].) If a verification fails for the INT-(t, l)-US-VSS
from Si, Sj broadcasts an (Accuse,i,j) message, to which Si responds by
broadcasting vi(j) and v

′
i(j). If Si does not respond, vi(j) or v

′
i(j) is not

in the correct range, or the verification shares do not match for vi(j) and
v′i(j) (which all servers can now test), then each server broadcasts a (Bad,i)
message and quits the protocol.

6. For all j, Sj computes the sums v(j) = d∗ +
∑

i∈Λ
ri +

∑
i∈Λ

vi(j) and

v′(j) = d′∗ +
∑

i∈Λ
r′i +

∑
i∈Λ

v′i(j).
The verification shares for v() and v′() can be computed from the verification
shares for vi() and v

′
i(), for i ∈ Λ.

Fig. 4. 2sum-to-2poly

Note the following ranges:

– For i ∈ Λ, if Si is good then ei ∈ [0, L2N2] and e′i ∈ [0, (t + 1)L2N4]. Also,
there is a range of size L2N4 for which an additive part of e′i was randomly
chosen by Si itself, and this provides the simulatability of vi().

– Assuming (t + 1) good servers check the ranges of their shares of vi() and
v′i(), then it can be deduced that vi(0) ∈ [Range2] and v′i(0) ∈ [Range′

2].
– Since di = vi(0) and d′i = v′i(0) (unless RSA is broken, as we will prove),

and since d∗ +
∑

i∈Λ di = L2s and d′∗ +
∑

i∈Λ d′i = L2s′ (again, unless RSA
is broken), we have that d∗ ∈ [Range3] and d′∗ ∈ [Range′

3].
– Using the facts above, we conclude that for j ∈ Λ, if Sj is good then v(j) ∈

[Range4] and v′(j) ∈ [Range′
4], i.e., for the next operational round, sj ∈

[Range4] and s′j ∈ [Range′
4], which is what we stated in the 2poly-to-2sum

protocol.
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6 RSA Protocols

We now present protocols for threshold function application and proactive main-
tenance. Their security and robustness proofs are available from the authors [18].

6.1 Threshold Function Application

The protocol is given in Figure 5

1. Initial configuration: INT-(t, l)-US-VSS (parameters: (N, e, g, h)) with t-
degree polynomials a() and a′(). Also, each server maintains a list G of server
indices for servers that have not misbehaved (i.e., they are considered good).
A message m needs to be signed.

2. A set Λ ⊆ G with |Λ| = t+ 1 is chosen in some public way.
3. 2poly-to-2sum is run. If there are misbehaving servers, their indices are re-
moved from G and the protocol loops to Step 2.

4. 2sum-to-2sum is run. If there are misbehaving servers, their indices are re-
moved from G and the protocol loops to Step 2.

5. 2sum-to-1sum is run. If there are misbehaving servers, their indices are re-
moved from G and the protocol loops to Step 2. If there is no misbehavior,
the signature on m can be computed from the partial signatures generated
in this step, along with the leftover shares.

6. All values created during the signing protocol for m are erased.

Fig. 5. Function Application Protocol

6.2 Proactive Maintenance

For proactive maintenance, we perform an update by running 2poly-to-2sum
on the secret polynomials, followed by 2sum-to-2sum and 2sum-to-2poly. After
2sum-to-2poly, each server erases all previous share information, leaving just
the new polynomial shares and verification shares. If there is misbehavior by
any server, the procedure is restarted with new participants (here restarts do
not introduce statistical biases and do not reduce the protocol’s security). The
protocol is given in Figure 6, where the full Proactive RSA protocol is in Figure 7.
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1. Initial configuration: INT-(t, l)-US-VSS (parameters: (N, e, g, h)) with t-
degree polynomials a() and a′()

2. Each server maintains a list G of server indices for servers that have not
misbehaved (i.e., they are considered good).

3. Each (ordered) pair of servers (Si, Sj) performs
ZKsetup-RSASi,Sj (N, e, g, h) (using new commitment values). This
setup will be used for all proofs performed during the following operational
period.

4. A set Λ ⊆ G with |Λ| = t+ 1 is chosen in some public way.
5. 2poly-to-2sum is run. If there are misbehaving servers, their indices are re-
moved from G and the protocol loops to Step 4.

6. 2sum-to-2sum is run. If there are misbehaving servers, their indices are re-
moved from G and the protocol loops to Step 4.

7. 2sum-to-2poly is run. If there are misbehaving servers, their indices are re-
moved from G and the protocol loops to Step 4.

8. All previous share information is erased.

Fig. 6. Proactive Maintenance (Key Update) Protocol
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1. The dealer generates an RSA public/private key (N, e, d), and computes pub-
lic value xpub and secret value x ∈ [0, N ] such that d ≡ xpub+L

2x mod φ(N),
as in [16].a Then the dealer chooses generators g, h ∈R Z

∗
N , x

′ ∈R ZN3 , and
an INT-(t, l)-US-VSS on secrets x, x′ with parameters (N, g, h).

2. Each (ordered) pair of servers (Si, Sj) performs
ZKsetup-RSASi,Sj (N, e, g, h).

3. Each server maintains a list G of server indices for servers that have not
misbehaved (i.e., they are considered good). It also maintains public parame-
ters: (N, e, g, h, xpub, l, t) and the verification shares of the INT-(t, l)-US-VSS
polynomials a() and a′() which have a(0) = x and a′(0) = x′.

4. When a message m needs to be signed, the servers agree on the public pa-
rameters, then the Function Application protocol is run.

5. When an update is scheduled to occur, the servers agree on the public pa-
rameters, then the Proactive Maintenance protocol is run.

a Recall that xpub is computed using only the public values N, e, L.

Fig. 7. Proactive Threshold Protocol
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A Proofs

We use efficient ZK proofs of knowledge (POKs) derived from [20] and [5]. These
are composed of combinations of Σ-protocols [4] (i.e., Schnorr-type proofs [31]).
For each ZK proof that we need, we will have a separate “proof” protocol, but
there will be a single “setup” protocol used for all ZK proofs. Say A wishes to
prove knowledge of “X” to B. Then the setup protocol will consist of B making a
commitment and proving that he can open it in a witness indistinguishable way
[13], and the proof protocol will consist of A proving to B either the knowledge of
“X” or that A can open the commitment. (See [5] for details.) This construction
allows the proof protocols to be run concurrently without any timing constraints,
as long as they are run after all the setup protocols have completed. (For more
on the problems encountered with concurrent ZK proofs see [26,11,12].)

The (RSA-based) ZK-proof-setup protocols are exactly the Σ-protocols for
commitments over q-one-way-group-homomorphisms (q-OWGH), given in [5].
Recall the q-OWGH for an RSA system with parameters (N, e) is f(x) = xe mod
N (with q = e in this case).

Let KE denote the “knowledge error” of a POK.
We define ZKsetup-RSAA,B(N, e, g) as a protocol in which A generates a

commitment C and engages B in a WH POK (KE = 1/e)7 of (σ, σ′) (with
σ ∈ Ze, σ′ ∈ Z∗

N ) where C ≡ gσ(σ′)e mod N .
We define ZKproof-DL-REPA,B(N, e,m, g, h, E,D) as a protocol in which

A, who knows integers d ∈ (−a, a] and d′ ∈ (−b, b] such that E ≡ md mod
7 This implies e must be exponentially large in the security parameter k in order to
obtain a sound proof. However, if e is small (say e = 3) we can use different setup
and proof protocols described in [5] to obtain provably secure and robust RSA-based
protocols.
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N and D ≡ gdhd′
mod N , engages B in a WH POK (KE = 1/e) of either

∆ ∈ Ze, δ ∈ (−2ae(N + 1), 2ae(N + 1)], and δ′ ∈ (−2be(N + 1), 2be(N + 1)]
where D∆ ≡ gδhδ′

mod N and E∆ ≡ gδ mod N , or (τ, τ ′) (with τ ∈ Ze,
τ ′ ∈ Z∗

N) where CB,A ≡ gτ (τ ′)e mod N and CB,A is the commitment gener-
ated in ZKsetup-RSAB,A(N, e, g). This protocol is honest-verifier statistical
zero-knowledge with a statistical difference between the distribution of views
produced by the simulator and in the real protocol bounded by 2/N .

A.1 Proof of Representations

Here we give the main Σ-protocol used in ZKproof-DL-REPA,B(N, e,m, g,
h, E,D).8

1. Initially, the parameters (N, e,m, g, h, E,D) are public, and A knows integers
d ∈ (−a, a] and d′ ∈ (−b, b] such that E ≡ md mod N and D ≡ gdhd′

mod N .
2. A generates r ∈R (−aeN, aeN ] and r′ ∈ (−beN, beN ], computes V =

mr mod N and W = grhr′
mod N , and sends V,W to B.

3. B generates c ∈R Ze and sends c to A.
4. A computes z = cd + r and z′ = cd′ + r′, and sends z, z′ to B.
5. B checks that mz ≡ EcV mod N and gzhz′

= DcW mod N .

In all steps, A and B also check that the values received are in the appropriate
ranges.

The above is a POK of ∆ ∈ Ze, δ ∈ (−2ae(N + 1), 2ae(N + 1)], and δ′ ∈
(−2be(N + 1), 2be(N + 1)] in which mδ ≡ E∆ mod N and gδhδ′

= D∆ mod N .
The knowledge error is 1/e, and the protocol is honest-verifier statistical zero-
knowledge, with a statistical difference between views produced by the simulator
and those in the real protocol bounded by 2/N .

A.2 Security Proof Summary

We reduce the security of RSA to the security of our Proactive RSA protocol.
Say there exists an adversary, after watching polynomially many messages signed
and polynomially many update protocols run, can sign a new challenge message
with non-negligible probability ρ. Then we will give a polynomial-time algorithm
to break RSA with probability close to ρ. We run the adversary against a sim-
ulation of the protocol, and then present m∗ to be signed. We will show that
the probability that an adversary can distinguish the simulation from the real
protocol is negligible, and thus the probability that it signs m∗ is negligibly less
than ρ.

A major tool that enables us to claim simulatability of secret-key function
applications is the notion of a “faking server.” The simulator exploits the “ac-
tions” of this server to assure that the view is simulatable while not knowing
the secret key. This server can be chosen at random and its public actions are
8 Recall that this main protocol is combined with a Σ-protocol proving knowledge of
a commitment generated in a setup protocol, using an “OR” construction.
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indistinguishable from an honest server to the adversary. We have to backtrack
the simulation only if the adversary corrupts this special server (which is a
polynomial probability implying expected poly-time simulation).
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Abstract. On February 2, 1999, we completed the factorization of the
140–digit number RSA–140 with the help of the Number Field Sieve
factoring method (NFS). This is a new general factoring record. The
previous record was established on April 10, 1996 by the factorization of
the 130–digit number RSA–130, also with the help of NFS. The amount
of computing time spent on RSA–140 was roughly twice that needed for
RSA–130, about half of what could be expected from a straightforward
extrapolation of the computing time spent on factoring RSA–130. The
speed-up can be attributed to a new polynomial selection method for
NFS which will be sketched in this paper.
The implications of the new polynomial selection method for factoring
a 512–bit RSA modulus are discussed and it is concluded that 512–bit
(= 155–digit) RSA moduli are easily and realistically within reach of
factoring efforts similar to the one presented here.

1 Introduction

Factoring large numbers is an old and fascinating métier in number theory which
has become important for cryptographic applications after the birth, in 1977, of
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the public-key cryptosystem RSA [22]. Since then, people have started to keep
track of the largest (difficult) numbers factored so far, and reports of new records
were invariably presented at cryptographic conferences. We mention Eurocrypt
’89 (C1001 [14]), Eurocrypt ’90 (C107 and C116 [15]), Crypto ’93 (C120, [8]),
Asiacrypt ’94 (C129, [1]) and Asiacrypt ’96 (C130, [6]). The 130–digit number
was factored with help of the Number Field Sieve method (NFS), the others were
factored using the Quadratic Sieve method (QS).

For information about QS, see [21]. For information about NFS, see [13]. For
additional information, implementations and previous large NFS factorizations,
see [9,10,11,12].

In this paper, we report on the factoring of RSA–140 by NFS and the impli-
cations for RSA. The number RSA–140 was taken from the RSA Challenge list
[23]. In Sect. 2 we estimate how far we are now from factoring a 512–bit RSA
modulus. In Sect. 3, we sketch the new polynomial selection method for NFS
and we give the details of our computations which resulted in the factorization
of RSA–140.

2 How far are we from factoring a 512–bit RSA modulus?

RSA is widely used today. We quote from RSA Laboratories’ Frequently Asked
Questions about today’s Cryptography 4.0
(http://www.rsa.com/rsalabs/faq/html/3-1-9.html):

Question 3.1.9.
Is RSA currently in use?

RSA is currently used in a wide variety of products,
platforms, and industries around the world. It is found
in many commercial software products and is planned to be
in many more. RSA is built into current operating systems
by Microsoft, Apple, Sun, and Novell. In hardware, RSA
can be found in secure telephones, on Ethernet network
cards, and on smart cards. In addition, RSA is
incorporated into all of the major protocols for secure
Internet communications, including S/MIME (see Question
5.1.1), SSL (see Question 5.1.2), and S/WAN (see Question
5.1.3). It is also used internally in many institutions,
including branches of the U.S. government, major
corporations, national laboratories, and universities.

At the time of this publication, RSA technology is
licensed by about 350 companies. The estimated installed
base of RSA encryption engines is around 300 million,
making it by far the most widely used public-key

1 By “Cxxx” we denote a composite number having xxx decimal digits.
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cryptosystem in the world. This figure is expected to
grow rapidly as the Internet and the World Wide Web
expand.

The best size for an RSA key depends on the security needs of the user
and on how long the data needs to be protected. At present, information of
very high value is protected by 512–bit RSA keys. For example, CREST [7] is a
system developed by the Bank of England and used to register all the transfers of
stocks and shares listed in the United Kingdom. The transactions are protected
using 512–bit RSA keys. Allegedly, 512–bit RSA keys protect 95% of today’s
E-commerce on the Internet [24].

The amount of CPU time spent to factor RSA–140 is estimated to be only
twice that used for the factorization of RSA–130, whereas on the basis of the
heuristic complexity formula [3] for factoring large N by NFS:

O
(
exp

(
(1.923 + o(1))(logN)1/3(log logN)2/3

))
,

one would expect an increase in the computing time by a factor close to four. This
has been made possible by algorithmic improvements (mainly in the polynomial
generation step [18], and to a lesser extent in the sieving step and the filter step
of NFS), and by the relative increase in memory speed of the workstations and
PCs used in this project.

After the completion of RSA–140, we completely factored the 211–digit num-
ber 10211 − 1 with the Special Number Field Sieve (SNFS) at the expense of
slightly more computational effort than we needed for RSA–140. We notice
that the polynomial selection stage is easy for 10211 − 1. Calendar time was
about two months. This result means a new factoring record for SNFS (see
ftp://ftp.cwi.nl/pub/herman/NFSrecords/SNFS-211). The previous SNFS
record was the 186–digit number 3263341 − 1 (see ftp://ftp.cwi.nl/pub/
herman/NFSrecords/SNFS-186).

Experiments indicate that the approach used for the factorization of RSA–
140 may be applied to RSA–155 as well. Estimates based on these experiments
suggest that the total effort involved in a 512–bit factorization (RSA–155 is a
512–bit number) would require only a fraction of the computing time that has
been estimated in the literature so far. Also, there is every reason to expect that
the matrix size, until quite recently believed to be the main stumbling block
for a 512–bit factorization using NFS, will turn out to be quite manageable. As
a result 512–bit RSA moduli do, in our opinion, not offer more than marginal
security, and should no longer be used in any serious application.

3 Factoring RSA–140

We assume that the reader is familiar with NFS [13], but for convenience we
briefly describe the method here. Let N be the number we wish to factor, known
to be composite. There are four main steps in NFS: polynomial selection, sieving,
linear algebra, and square root.



198 Stefania Cavallar et al.

In the polynomial selection step, two irreducible polynomials f1(x) and f2(x)
with a common rootm mod N are selected having as many as practically possible
smooth values over a given factor base.

In the sieving step which is by far the most time-consuming step of NFS,
pairs (a, b) are found with gcd(a, b) = 1 such that both

bdeg(f1)f1(a/b) and bdeg(f2)f2(a/b)

are smooth over given factor bases, i.e., factor completely over the factor bases.
Such a pair (a, b) is called a relation. The purpose of this step is to collect so
many relations that several subsets S of them can be found with the property
that a product taken over S yields an expression of the form

X2 ≡ Y 2 (mod N). (1)

For approximately half of these subsets, computing gcd(X −Y, N) yields a non-
trivial factor of N (if N has exactly two distinct factors).

In the linear algebra step, the relations found are first filtered with the pur-
pose of eliminating duplicate relations and relations in which a prime or prime
ideal occurs which does not occur in any other relation. If a prime ideal occurs
in exactly two or three relations, these relations are combined into one or two
(respectively) so-called relation-sets. These relation-sets form the columns of a
very large sparse matrix over F2. With help of an iterative block Lanczos algo-
rithm a few dependencies are found in this matrix. This is the main and most
time- and space-consuming part of the linear algebra step.

In the square root step, the square root of an algebraic number of the form
∏

(a,b)∈S

(a − bα)

is computed, where α is a root of one of the polynomials f1(x), f2(x), and where
a, b and the cardinality of the set S are all a few million. The norms of all
(a − bα)’s are smooth. This leads to a congruence of the form (1).

In the next four subsections, we describe these four steps, as carried out for
the factorization of RSA–140. We pay most attention to the polynomial selection
step because, here, new ideas have been incorporated which led to a reduction
of the expected – and actual – sieving time for RSA–140 (extrapolated from the
RSA–130 sieving time) by a factor of 2.

3.1 Polynomial Selection

For number field sieve factorizations we use two polynomials f1, f2 ∈ ZZ[x] with,
amongst other things, a common root m mod N . For integers as large as RSA–
140, a modified base-m method is the best method we know of choosing these
polynomials. Montgomery’s “two-quadratics” method [11] is the only known
alternative, and it is unsuitable for numbers this large. With the base-mmethod,
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we fix a degree d (here d = 5) then seek m ≈ N1/(d+1) and a polynomial f1 of
degree d for which

f1(m) ≡ 0 (mod N). (2)

The polynomial f1 descends from the base-m representation of N . Indeed, we
begin with f1(x) =

∑d
i=0 aix

i where the ai are the coefficients of the base-m
representation, adjusted so that −m/2 ≤ ai < m/2.

Sieving occurs over the homogeneous polynomials F1(x, y) = ydf1(x/y) and
F2(x, y) = x−my. The aim for polynomial selection is to choose f1 and m such
that the values F1(a, b) and F2(a, b) are simultaneously smooth at many coprime
integer pairs (a, b) in the sieving region.

We consider this problem in two stages; first we must decide what to look
for, then we must decide how to look for it. The first stage requires some un-
derstanding of polynomial yield; the second requires techniques for generating
polynomials with good yield. In this paper we seek only to outline our techniques.
Full details will be published at a later date.

Polynomial Yield. The yield of a polynomial F (x, y) refers to the number of
smooth (or almost smooth) values it produces in its sieve region. Ultimately of
course we seek a pair of polynomials F1, F2 with good yield. Since F2 is linear,
all primes are roots of F2, so the difficult polynomial is the non-linear F1. Hence,
initially, we speak only of the yield of F1.

There are two factors which influence the yield of F1. These are discussed
in a preliminary manner in [19]. We call the factors size and root properties.
Choosing good F1 requires choosing F1 with a good combination of size and
root properties.

By size we refer to the magnitude of the values taken by F1. It has always been
well understood that size affects the yield of F1. Indeed previous approaches to
polynomial selection have sought polynomials whose size is smallest (for example,
[6]).

The influence of root properties however, has not previously been either well
understood or adequately exploited. By root properties we refer to the extent to
which the distribution of the roots of F1 modulo small pk, for p prime and k ≥ 1,
affects the likelihood of F1 values being smooth. In short, if F1 has many roots
modulo small pk, the values taken by F1 “behave” as if they are much smaller
than they actually are. That is, on average, the likelihood of F1-values being
smooth is increased. We are able to exploit this property to the extent that F1

values behave as if they are as little as 1/1000 their actual value. We estimate
this property alone increases yield by a factor of four due (by comparison to
sieving over random integers of the same size).

Generating Polynomials with good Yield. We consider this problem in
two stages. In the first stage we generate a large sample of good polynomials.
Although each polynomial generated has a good combination of size and root
properties, there remains significant variation in the yield across the sample.



200 Stefania Cavallar et al.

Moreover, there are still far too many polynomials to conduct sieving experi-
ments on each one. Thus in the second stage we identify without sieving, the
best polynomials in the sample. The few polynomials surviving this process are
then subjected to sieving experiments.

Consider the first stage. We concentrate on so-called skewed polynomials, that
is, polynomials whose first few coefficients (a5, a4 and a3) are small compared
to m, and whose last few coefficients (a2, a1 and a0) may be large compared
to m. In fact usually |a5| < |a4| < . . . < |a0|. To compensate for the last few
coefficients being large, we sieve over a region much longer in x than y. We take
the region to be a rectangle whose length-to-height ratio is s.

Notice that any base-m polynomial may be re-written so that sieving occurs
over a rectangle of skewness s. Let m = O(N1/(d+1)) giving an unmodified base-
m polynomial F1 with coefficients also O(N1/(d+1)). The expected sieve region
for F1 is a “square” given by {(x, y) : −M ≤ x ≤ M and 1 ≤ y ≤ M} for
some M . For some (possibly non-integer) s ∈ IR let x′ = x/

√
s, y′ = y

√
s

and m′ = ms. The polynomials F1(x′, y′) and F2(x′, y′) with common root m′,
considered over a rectangle of skewness s and area 2M2, have the same norms
as F1 and F2 over the original square region. Such a skewing process can be
worthwhile to increase the efficiency of sieving.

However, we have additional methods for constructing highly skewed polyno-
mials with good yields. Hence, beyond simply skewing the region on unmodified
base-m polynomials, we focus on polynomials which are themselves intrinsically
skewed. The search begins by isolating skewed polynomials which are unusually
small over a rectangle of some skewness s and which have better than average
root properties. The first quality comes from a numerical optimization proce-
dure which fits a sieve region to each polynomial. The second quality comes
from choosing (small) leading coefficients divisible by many small pk.

We then exploit the skewness to seek adjustments to f1 which cause it to have
exceptionally good root properties, without destroying the qualities mentioned
above. We can make any adjustment to f1 as long as we preserve (2). We make
what we call a rotation by P for some polynomial P (x). That is, we let

f1,P (x) = f1(x) + P (x) · (x − m)

where P ∈ ZZ[x] has degree small compared to d. Presently we use only linear
P (x) = j1x − j0 with j1 and j0 small compared to a2 and a1 respectively. We
use a sieve-like procedure to identify pairs (j1, j0) which cause f1,P to have
exceptionally good root properties mod small pk. At the end of this procedure
(with pk < 1000 say) we have a large set of candidate polynomials.

Consider then the second stage of the process, where we isolate without
sieving the polynomials with highest yield. Notice that as a result of looking at
a large range of ad the values of m may vary significantly across the sample. At
this stage it is crucial then to consider both F1 and F2 in the rating procedure.
Indeed, the values s vary across the sample too.

We use a quantitative estimate of the effect of the root properties of each
polynomial. We factor this parameter into estimates of smoothness probabilities
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for F1 and F2 across a region of skewness s. It is not necessary to estimate the
yield across the region, simply to rank the polynomial pairs in the order in which
we expect their yields to appear. Of course to avoid missing good polynomial
pairs it is crucial that the metric so obtained be reliable.

At the conclusion of this procedure we perform short sieving experiments on
the top-ranked candidates.

Results. Before discussing the RSA–140 polynomial selection results, we briefly
consider the previous general factoring record, RSA–130 [6]. As a test, we re-
peated the search for RSA–130 polynomials and compared our findings to the
polynomial used for the factorization. We searched for non-skewed polynomials
only, since that is what was used for the RSA–130 factorization. Despite there-
fore finding fewer polynomials with exceptional root properties, we did, in a tiny
fraction of the time spent on the RSA–130 polynomial search, find several small
polynomials with good root properties. Our best RSA–130 polynomial has a
yield approximately twice that of the polynomial used for the factorization. In
essence, this demonstrates the benefit of knowing “what to look for”.

The RSA–140 search however, further demonstrates the benefit of knowing
“how to look for it”. Here of course we exploit the skewness of the polynomials
to obtain exceptional root properties.

Sieving experiments on the top RSA–140 candidates were conducted at CWI
using line sieving. All pairs were sieved over regions of the same area, but skewed
appropriately for each pair. Table 1 shows the relative yields of the top five
candidate pairs, labeled A, . . . ,E. These yields match closely the predictions of
our pre-sieving yield estimate.

Table 1. Relative Yields of the top RSA–140 polynomials

Poly. Rel. Yield

A 1.00
B 0.965
C 0.957
D 0.931
E 0.930

The chosen pair, pair A, is the following:

F1(x, y) = 43 96820 82840 x5

+39031 56785 38960 y x4

−7387 32529 38929 94572 y2x3

−190 27153 24374 29887 14824 y3x2

−6 34410 25694 46461 79139 30613 y4x
+31855 39170 71474 35039 22235 07494 y5
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and
F2(x, y) = x − 3 44356 57809 24253 69517 79007 y,

with s ≈ 4000.
Consider F1, F2 with respect to size. We denote by amax the largest |ai| for

i = 0, . . . , d. The un-skewed analogue, F1(63x, y/63), of F1(x, y) has

amax ≈ 5 · 1020.

A typical unmodified base-m polynomial has

amax ≈ 1/2N1/6 ≈ 8 · 1022.

The un-skewed analogue, F2(63x, y/63), of F2(x, y) has

amax ≈ 3N1/6.

Hence, compared to the typical case F1 values have shrunk by a factor about
160 whilst F2 values have grown by a factor of 3. F1 has real roots x/y near
−4936, 2414, and 4633.

Now consider F1 with respect to root properties. Notice that a5 factors as
23 · 32 · 5 · 7 · 11 · 13 · 41 · 29759. Since also 4|a4 and 2|a3, F1(x, y) is divisible
by 8 whenever y is even. F1(x, y) has at least three roots x/y modulo each
prime from 3 to 17 (some of which are due to the factorization of the leading
coefficient), and an additional 35 such roots modulo the 18 primes from 19 to
97.

We estimate that the yield of the pair F1, F2 is approximately eight times
that of a skewed pair of average yield. Approximately a factor of four in that eight
is due to the root properties, the rest to its size. We estimate the effort spent
on the polynomial selection to be equivalent to 0.23 CPU years (approximately
60 MIPS-years). Searching longer may well have produced better polynomials,
but we truncated the search to make use of idle time on workstations over the
Christmas period (for sieving). We leave as a subject of further study the trade-
off between polynomial search time and the corresponding saving in sieving time.

3.2 Sieving

Partially for comparison, two sieving methods were used: lattice sieving and line
sieving. The line siever fixes a value of y (from y = 1, 2, . . . up to some bound)
and finds values of x for which both F1(x, y) and F2(x, y) are smooth. The lattice
siever fixes a prime q, called the special-q, which divides F1(x, y), and finds (x, y)
pairs for which both F1(x, y)/q and F2(x, y) are smooth. This is carried out for
many special-q’s. Lattice sieving was introduced by Pollard [20] and the code we
used is the implementation described in [12,6], with some additions to handle
skew sieving regions efficiently.

For the lattice sieving, a rational factor base of 250 000 elements (the primes
≤ 3 497 867) and an algebraic factor base of 800 000 elements (ideals of norm
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≤ 12 174 433) were chosen. For the line sieving, larger factor base bounds were
chosen, namely: a rational factor base consisting of the primes < 8 000 000 and
an algebraic factor base with the primes < 16 777 216 = 224. For both sieves the
large prime bounds were 500 000 000 for the rational primes and 1 000 000 000 for
the algebraic primes. The lattice siever allowed two large primes on each side, in
addition to the special-q input. The line siever allowed three large primes on the
algebraic side (this was two for RSA–130) and two large primes on the rational
side.

The special-q’s in the lattice siever were taken from selected parts of the
interval [12 175 000, 91 000 000] and a total of 2 361 390 special-q’s were handled.
Lattice sieving ranged over a rectangle of 8192 by 4000 points per special-q, i.e.,
a total of about 7.7 · 1013 points. Averaged over all the workstations and PCs
on which the lattice siever was run, about 52 seconds were needed to handle
one special-q and about 16 relations were found per special-q. So on average the
lattice siever needed 3.25 CPU seconds to generate one relation.

Line sieving ranged over most of |x| < 9 000 000 000 and 1 ≤ y ≤ 70 000,
about 1.2 · 1015 points. It would have been better to reduce the bound on x and
raise the bound on y, in accordance with skewness 4000, but we overestimated
the amount of line sieving needed. 30% of the relations found with the line-siever
had three large primes. Averaged over all the workstations and PCs on which
the line siever was run, it needed 5.1 CPU seconds to generate one relation.

A fair comparison of the performances of the lattice and the line siever is
difficult for the following reasons: memory requirements of the two sievers are
different; the efficiency of both sievers decreases – but probably not with the
same “speed” – as the sieving time increases; the codes which we used for lattice
and line sieving were optimized by different persons (Arjen Lenstra, resp. Peter
Montgomery).

A total of 68 500 867 relations were generated, 56% of them with lattice
sieving (indicated below by “LA”), 44% with line sieving (indicated by “LI”).

Sieving was done at five different locations with the following contributions:

36.8 % Peter L. Montgomery, Stefania Cavallar, Herman J.J. te Riele,
Walter M. Lioen (LI, LA at CWI, Amsterdam, The Netherlands)

28.8 % Paul C. Leyland (LA at Microsoft Research Ltd, Cambridge, UK)
26.6 % Bruce Dodson (LI, LA at Lehigh University, Bethlehem, PA, USA)
5.4 % Paul Zimmermann (LA at Médicis Center, Palaiseau, France)
2.5 % Arjen K. Lenstra (LA at Citibank, Parsippany, NJ, USA, and

at the University of Sydney, Australia)

Sieving started the day before Christmas 1998 and was completed one month
later. Sieving was done on about 125 SGI and Sun workstations running at
175 MHz on average, and on about 60 PCs running at 300 MHz on average. The
total amount of CPU time spent on sieving was 8.9 CPU-years. We estimate
this to be equivalent to 2000 MIPS years. For comparison, RSA–130 took about
1000 MIPS years. Practical experience we collected with factoring large RSA–
numbers tells us that with a careful tuning of the parameters the sieving times
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may be reduced now to 1000 resp. 500 MIPS years. The relations were collected
at CWI and required 3.7 Gbytes of disk storage.

3.3 Filtering and Finding Dependencies

The filtering of the data and the building of the matrix were carried out at CWI
and took one calendar week.

Filtering. Not all the sieved relations were used for filtering since we had to
start the huge job for finding dependencies at a convenient moment. We actually
used 65.7M of the 68.5M relations as filter input.

First, the “raw” data from the different contributing sites were searched
through for duplicates. This single-contributor cleaning removed 1.4M dupli-
cates. Next, we collected all the relations and eliminated duplicates again. This
time, 9.2M duplicates were found. The 1.4 + 9.2M duplicates came from ma-
chine and human error (e.g., the resumption of early aborted jobs resp. duplicate
jobs), from the simultaneous use of the lattice and the line siever, and from the
line siever and the lattice siever themselves.

In the filter steps which we describe next, we only considered prime ideals
with norm larger than 10 million; in the sequel, we shall refer to these ideals as
the large prime ideals. In the remaining 55.1M relations we counted 54.1M large
prime ideals. We added 0.1M free relations (cf. [11, Sect. 4, pp. 234–235]). Taking
into account another 1.3M prime ideals with norm below 10 million, it seemed
that we did not have enough relations at this point. However, after we removed
28.5M so-called singletons (i.e., relations which contain a large prime ideal that
does not appear in any other relation) we were left with 26.7M relations having
21.5M large prime ideals. So now we had more than enough relations compared
with the total number of prime ideals. We deleted another 17.6M relations which
were heuristically judged the least useful2, or which became singletons after
we had removed some other relations. We were finally left with 9.2M relations
containing 7.8M large prime ideals. After this, relations with large prime ideals
occurring twice were merged (6.0M relations left) and, finally, those occurring
three times were merged (4.7M relations left).

Finding Dependencies. The resulting matrix had 4 671 181 rows and 4 704 451
columns, and weight 151 141 999 (32.36 nonzeros per row). With the help of Pe-
ter Montgomery’s Cray implementation of the block Lanczos algorithm (cf. [17])
it took almost 100 CPU-hours and 810 Mbytes of central memory on the Cray
C916 at the SARA Amsterdam Academic Computer Center to find 64 depen-
dencies among the rows of this matrix. Calendar time for this job was five days.

2 The criterion used for this filter step will be described in a forthcoming report [4] .
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3.4 The Square Root Step

During February 1–2, 1999, four square root (cf. [16]) jobs were started in parallel
on four different 250 MHz processors of CWI’s SGI Origin 2000, each handling
one dependency. Each had about 5 million (not necessarily distinct) a−bα terms
in the product. After 14.2 CPU-hours, one of the four jobs stopped, giving the
two prime factors of RSA–140. Two others also expired with the two prime
factors after 19 CPU-hours (due to different input parameter choices). One of
the four jobs expired with the trivial factors.

We found that the 140–digit number

RSA–140 =

2129024631825875754749788201627151749780670396327721627823338321538194\
9984056495911366573853021918316783107387995317230889569230873441936471

can be written as the product of the two 70–digit primes:

p = 3398717423028438554530123627613875835633986495969597423490929302771479

and

q = 6264200187401285096151654948264442219302037178623509019111660653946049.

Primality of the factors was proved with the help of two different primality prov-
ing codes [2,5]. The factorizations of p ± 1 and q ± 1 are given by

p − 1 =

2·7·7649·435653·396004811·183967535370446691250943879126698812223588425357931
p + 1 =

23325·13·8429851·33996935324034876299·2534017077123864320746970114544624627539

q − 1 =

2661 · 135613 · 3159671789·3744661133861411144034292857028083085348933344798791
q + 1 =

2·3·52389·6781·982954918150967·16106360796654291745007358391328807590779968869

Acknowledgements. Acknowledgements are due to the Dutch National Com-
puting Facilities Foundation (NCF) for the use of the Cray C916 supercom-
puter at SARA, and to (in alphabetical order) CWI, Lehigh University, the
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at École Polytechnique (Palaiseau, France), and Microsoft Research Ltd (Cam-
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Abstract. The problem of proving a number is of a given arithmetic for-
mat with some prime elements, is raised in RSA undeniable signature,
group signature and many other cryptographic protocols. So far, there
have been several studies in literature on this topic. However, except the
scheme of Camenisch and Michels, other works are only limited to some
special forms of arithmetic format with prime elements. In Camenisch
and Michels’s scheme, the main building block is a protocol to prove a
committed number to be prime based on algebraic primality testing al-
gorithms. In this paper, we propose a new protocol to prove a committed
number to be prime. Our protocol is O(t) times more efficient than Ca-
menisch and Michels’s protocol, where t is the security parameter. This
results in O(t) time improvement for the overall scheme.

1 Introduction

In many applications, it is essential to prove that a number is of an arithmetic
format of which some elements are prime. This problem is raised in many recently
proposed cryptographic protocols [4,11,13,14]. The protocols proposed in [13,14]
are sound only if there exists a proof that a given number n is a product of
two safe prime numbers. In [11], the divisible electronic cash scheme requires
a zero-knowledge proof that a committed number is a product of two primes.
Furthermore, though not necessary, it is recommended in [15] to show that a
number n is a product of two prime numbers p, q such that (p+1)/2 and (q+1)/2
are also primes.

Previously, there have been several studies in the literature related to this
subject. de Graaf and Peralta [12] provided an efficient proof that a given number
n is of the form n = prqs, where r and s are odd, p and q are primes. Another
protocol is that of Boyar et al.[1] which proves a given number n is square-
free, i.e., all the factors of n are singular. Gennaro at el.[16] extended these two
results to show that a number n is a product of quasi-safe primes p, q, i.e., each
of (p − 1)/2 and (q − 1)/2 has only one prime factor.

K. Y. Lam, E. Okamoto and C. Xing (Eds.): ASIACRYPT’99, LNCS 1716, pp. 208–218, 1999.
c© Springer-Verlag Berlin Heidelberg 1999
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More recently, Camenisch and Michels [3] proposed a general solution for this
problem. They used the general paradigm of proving that a number is of a specific
arithmetic format [6,8,10,17]. In this paradigm, the prover builds an arithmetic
circuit corresponding to the arithmetic relation. She then commits all inputs of
the circuit in some commitments. The proof is then a set of protocols showing
that the prover knows the secret elements concealed in the commitments and
the final output of the circuit is the desired number and the relations between
committed elements correspond to the arithmetic circuit. As all elements are
concealed in the commitments, in order to demonstrate that some elements are
prime, the prover must be able to show that committed numbers are prime.
In [3], a proof that a committed number is prime is at least O(t2) fold more
expensive than a proof of an arithmetic relation.

Our main contribution of this paper is an efficient protocol to prove in (statis-
tical) zero-knowledge that a committed number is prime. Our technique results
in an efficient proof that a number is is of an arithmetic format where some
involved elements are prime. The protocol is O(t) times more efficient than the
protocol in [3], where 1/2t is the error probability of the proof. This consequently
leads to O(t) fold improvement of the general protocol.

2 Preliminary

In this section, we review a commitment scheme and statistical zero-knowledge
proofs that demonstrate basic arithmetic relations amongst some commitments.
The commitment scheme is unconditional hiding and conditionally binding and
other protocols are statistical zero-knowledge. They are all well-known in lit-
erature. The reader is referred to [2,3,6,10,11] for detailed discussions of these
protocols and other variations.

In the following, we assume that G = 〈g〉 is a group of large known order Q
over the finite field ZP for some known prime P and h is a second generator of
the group such that logg h is not known to the prover.

A commitment scheme: To commit an element x, the prover chooses r ∈R ZQ

and sends y = gxhr to the verifier. Given y, it is infeasible for the verifier to
obtain any information about x and it is infeasible for the prover to find two
different pairs (x, r) and (x′, r′) such that y = gxhr = gx′

hr′
unless she can

compute logg(h).

Proving the knowledge of a representation: of the element y to the bases g1, .., gk,
involves proving the knowledge of x1, . . . , xk such that y =

∏k
i=1 gxi

i . The pro-
tocol works as follows. The prover chooses r1, . . . , rk ∈R ZQ, computes w :=∏k

i=1 gri

i , and sends w to the verifier. The verifier picks a random challenge
c ∈R {0, 1}t and sends it to the prover. The prover computes si := ri−cxi mod Q

for i = 1, . . . , t. The verifier accepts , iff w = yc
∏k

i=1 gsi

i . Following the notations
of [3,4], we denote this protocol as PK{(α1, . . . , αk) : y =

∏k
i=1 gαi

i }.
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Proving the equality of discrete logarithm: to the bases g1 and h1 in the represen-
tation of elements y1, y2 to the bases (g1, . . . , gk) and (h1, . . . , hk) respectively,
involves proving the knowledge of x1, . . . , xk, z1, z2, . . . , zk such that x1 = z1,
y1 =

∏k
i=1 gxi

i and y2 =
∏k

i=1 hzi

i . The protocol works as follows. The prover
chooses r1, . . . , rk ∈R ZQ and u2, . . . , uk ∈R ZQ, computes w1 :=

∏k
i=1 gri

i and
w2 := hr1

1

∏k
i=2 hui

i , and sends w1, w2 to the verifier. The verifier picks a ran-
dom challenge c ∈R {0, 1}t and sends it to the prover. The prover computes
si := ri − cxi mod Q for i = 1, . . . , k and vi := ui − czi mod Q for i = 2, . . . , k.
The verifier accepts iff w1 = yc

1g
s1
1

∏k
i=2 gsi

i and w2 = yc
2h

s1
1

∏k
i=2 hui

i . We denote
this protocol as PK{(α1, . . . , αk, β1, . . . , βk) : α1 = β1 ∧ y1 =

∏k
i=1 gαi

i ∧ y2 =∏k
i=1 hβi

i }.

Proving that a discrete logarithm is in a given range: This protocol proves that
the discrete logarithm x of y = gxhr satisfies x ∈ [a, b] for given parameters
a, b < Q/2. Several such schemes exist in literature. We review the scheme
of [11] here. The protocol works as follows (e = �(b − a)/3� − 1):

– The prover chooses x1, r1, r2 ∈R [0, e], sets x2 = x1 − e and w1 := gx1hr1

and w2 := gx2hr2 . She then sends the un-order pair (w1, w2) to the verifier.
– The verifier chooses c ∈R [0, 1] and sends c to the prover.
– If c = 0, the prover sends x1, x2, r1, r2 to the verifier. Otherwise, the prover

sends (x + xj , r + rj) (j = 1 or 2) such that x + xj ∈ [a + e, b − e].
– The prover accepts iff w1 = gx1hr1 , w2 = gx2hr2 when c = 0 and ywj =

gx+xjhr+rj when c = 1.

This is repeated t times to achieve the error probability of 1/2t. We denote this
protocol as PK{(α1, . . . , αk) : y =

∏k
i=1 gαi

i ∧ α1 ∈ [a, b]}. The scheme is not
very efficient. Constructions of [5,10] are much more efficient but use a composite
modulo m and require a proof that m is a product of two primes.

Building on these protocols, we next present zero-knowledge protocols to
prove secret modular quadratic residue and secret modular exponentiation. Both
protocols use a protocol that demonstrates secret modular multiplicative rela-
tion. The protocols to prove secret modular multiplicative and exponentiation
relations, were introduced in [3]. We present them here for the sake of complete-
ness.

Secret modular multiplicative relation: Assume that a prover has committed to
x, y, z, n in the commitments cx, cy, cz and cn such that 0 < x, y, z, n < 2l where
l = |Q|/2− 1. The prover can convince the verifier that xy ≡ z mod n using the
following proofs:

(1) PK{(x, rx) : cx = gxhrx ∧ x ∈ [1, 2l]}.
(2) PK{(y, ry) : cy = gyhry ∧ y ∈ [1, 2l]}.
(3) PK{(z, rz) : cz = gzhrz ∧ z ∈ [1, 2l]}.
(4) PK{(n, rn) : cn = gnhrn ∧ n ∈ [1, 2l]}.
(5) PK{(u, ru) : cu = guhru ∧ u ∈ [1, 2l]}.
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(6) PK{(y, u, ry, ru, ρ) : cz = cy
xcu

nhρ ∧ cy = gyhry ∧ cu = guhru}

Here clause (6) is a combination of two proofs of equality of discrete loga-
rithms [4]. It is straightforward to prove that clause (6) is a zero-knowledge proof
of knowledge. We denote this protocol as PK{(x, y, z, n) : xy ≡ z mod n}.

Lemma 1. Let x, y, z, n be the values committed in cx, cy, cz and cn respectively.
PK{(x, y, z, n) : xy ≡ z mod n} is a statistical zero-knowledge proof of xy ≡
z mod n.

Proof. The statistical zero-knowledge claim follows from the statistical zero-
knowledge property of the protocol components. We now show why the multi-
plicative relation holds.

We let the knowledge extractor to run the protocol with the prover. From
(1)(2)(3) (4) and (5), the knowledge extractor can obtain x̃, ỹ, z̃, ñ, ũr̃x, r̃y, r̃z, r̃n

and r̃u such that cx = gx̃hr̃x , cy = gỹhr̃y , cz = gz̃hr̃z , cn = gñhr̃n and cu =
gũhr̃u . Moreover 0 < x̃, ỹ, z̃, ñ, ũ < 2l.

Furthermore from (6), the extractor can extract ρ̃, ỹ, ũ, r̃y and r̃u such that
cz = cỹ

xcũ
nhρ̃, cy = gỹhr̃y and cu = gũhr̃u . Assuming that logg(h) is not known,

this shows z̃ = x̃ỹ + ũñ mod Q. But 0 < x̃, ỹ, z̃, ñ, ũ < 2l and l < |Q|/2. Hence
z̃ = x̃ỹ + ũñ mod Q holds only if z̃ = x̃ỹ + ũñ holds, i.e., z̃ = x̃ỹ mod ñ holds
for the committed values x̃, ỹ and ñ.

Secret modular quadratic residue: Using the proof of secret modular multiplica-
tive relation, the prover can prove that x is a quadratic modulo n for x and n
committed in cx and cn respectively using PK{(y, y, x, n) : y2 ≡ x mod n}. This
is because if there exists y such that y2 ≡ x mod n, then x is a quadratic residue
modulo n. Let us denote this protocol as PK{(x, n) : x ∈ QRn}.

Secret modular exponentiation relation: Given the commitments cx, cy, cz and
cn, to prove that xy ≡ z mod n, the prover proceeds as follows:

– Let y =
∑l−1

i=0 yi2i, (yi ∈ [0, 1]) and x0 = x, xi = x2
i−1 mod n (i = 1, . . . , l −

1). Also let ui = xyi

i and wi = wi−1ui mod n (i = 0, . . . , l − 1 and w0 = 1).
– The prover commits to all xi, yi, ui, wi (i = 1, . . . , l−1) in the commitments:

cyi = gyihr̂i

cxi = gxihr̃i (cx0 = cx)
cui = guihři

cwi = gwihr̄i (cwl−1 = cz).

She then sends all her commitments to the verifier.
– The prover and the verifier now engage in the following protocols (i =

0, . . . , l − 2).
(1) PK{(xi, xi, xi+1, n) : x2

i ≡ xi+1 mod n}
(2) PK{(wi, ui+1, wi+1, n) : wiui+1 ≡ wi+1 mod n}
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(3) PK{(ω) : (
∏l−1

i=0 c2i

yi
)/cy ≡ hω mod Q}

(4) PK{(xi, yi, ui) : y1 ∈ [0, 1] ∧ ui ≡ xyi

i } using the sub-protocol described
below.

(5) PK{(w0) : w0 ≡ 1}
Let us denote this protocol as PK{(x, y, z, n) : xy ≡ z mod n}. The intuition is
that clause (1) shows that xi+1 = x2

i mod n, ∀i = 0, . . . , l − 2. Because of cx0 =
cx, we have x0 = x and thus xi = x2i

. Next clause (4) shows ui ≡ xyi

i . Hence
clauses (1) and (4) show ui = xyi2

i

mod n. Furthermore, clauses (2) and (5) show
that wi+1 = wiui+1 mod n (i = 0, . . . , l − 2) and w0 = 1, this implies that wi =∏i

j=0 ui =
∏i

j=0(x
yj2

j

) mod n. This further implies that wl−1 =
∏l−1

j=0 xyj2
j

=

x
∑ l−1

j=0 yj2
j

mod n. However clause (3) shows that the discrete logarithms of cy

and (
∏l−1

i=0 c2i

yi
) to base g are equivalent, i.e., y =

∑l−1
j=0 yj2j . Thus it is clear

that wl−1 = x
∑ l−1

j=0 yj2
j

mod n = xy = mod n. Finally, as cwl−1 = cz and
commitments are conditionally binding, we have z = wl−1 = xy mod n.

Now it remains to show the existence of the sub-protocol.

Sub-protocol Given three commitments cxi , cyi and cui , the sub-protocol proves
that yi ∈ [0, 1], ui = xyi

i . Because yi = 0 or 1, we only have to consider two
cases:

1. Case 1: yi = 0. We have cyi = hr̂i for some r̂i. Also ui = xyi

i iff cui = ghři .
This is equivalent to showing that cui/g = hri for some ri.

2. Case 2: yi = 1. This means cyi = ghr̂i or cyi/g = hr̂i . Also now we have
cui = gxihři or cui/cxi = hri for some ri.

Thus to show that ui = xyi

i , one has to show the knowledge of:

(cyi = hr̂i ∧ cui/g = hri) ∨ (cyi/g = hr̂i ∧ cui/cxi = hri).

For clarity, we present the proof for:

(α = hrα ∧ β = hrβ ) ∨ (η = hr
η ∧ κ = hrκ).

Without loss of generality, we assume that the prover knows the logh α and
logh β. The protocol works as follows:

– The prover chooses ρ1, σ2, µ2, λ2, computes ψ1 := hρ1 , ψ2 := hσ2ηµ2κλ2 and
sends ψ1, ψ2 to the verifier.

– The verifier chooses random λ, µ ∈ ZQ. He sends (λ, µ) to the prover.
– The prover computes µ1 := µ⊕µ2, λ1 := λ⊕λ2 and σ1 := ρ1−µ1rα −λ1rβ .

She then sends (σ1, µ1, λ1, σ2, µ2, λ2) to the verifier.
– The verifier accepts iff µ = µ1 ⊕ µ2, λ = λ1 ⊕ λ2, ψ1 = hσ1αµ1βλ1 and

ψ2 = hσ2ηµ2κλ2 .

This is an example of zero-knowledge proof of arbitrary monotonic statements
built with ∧’s and ∨’s. In this protocol, ⊕ denotes the XOR operation. Such
proofs are discussed in [2,7]. For this reason, its security proof is omitted here.
The reader is referred to [2,7] for further discussions.
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3 Main Result

Our main result is an efficient zero-knowledge proof of a committed number n
to be prime. The proof consists of two steps. First we show that n has only one
prime factor. Next we show that n is square free. Clearly then n must be prime.
We assume that that 2τ ≥ |n| ≥ 2t for some known τ and t, which is also the
security parameter. This can be proven using the protocol that proves a discrete
logarithm is in a given range described earlier.

3.1 Proving That n Has Only One Prime Factor

Given an odd prime number n committed in a commitment commit(n), this
subsection presents a statistical zero-knowledge protocol which convinces the
prover that n has only one prime factor. First we need to show that n is odd.
This is done as follows:

– PK{k, 2, n − 1, 22τ+1 : 2k ≡ n − 1 mod 22τ+1}, where commit(n − 1) is
computed as commit(n)/g.

– 22t−1 ≤ k ≤ 22τ with the proof of a discrete logarithm in a given range.

As n−1 < 22τ+1 and commit(n−1)/commit(n) = g, the proof demonstrates that
2k ≡ n−1. Next we show that n has only one prime factor. There are two different
methods of proving that. One works for the case n ≡ 3 mod 4. The other works
for any odd n. The former is more efficient. So far n ≡ 3 mod 4 shows no apparent
security weakness. In fact it is recommended in many applications(e.g. in Blum
numbers) to choose prime numbers of this form. We present both methods here.

Specific case n ≡ 3 mod 4. The proof that n has only a prime factor, is the
following protocol:

– COMMON INPUT: a commitment commit(n) of a prime number n satisfying
n ≡ 3 mod 4.

– Repeat t times:
• RANDOM INPUT: 0 < x < 2τ

• Prover: outputs a quadratic residue z modulo n out of ±x, i.e, z = x or
−x, a commitment commit(y) of the square root y = z1/2 mod n) and
proves that z is quadratic residue modulo n using PK{(z, n) : z ∈ QRn}.

– Verifier: accepts iff he accepts all t proofs.

The zero-knowledge property of the protocol comes from the statistical zero-
knowledge of involved proofs. We do not further evaluate them. Here we prove
the soundness and completeness of the protocol. Before progressing further, let
us review some basic number theory facts [9]:

1. For any odd prime number n, (−1) is a quadratic non-residue modulo n if
and only if n ≡ 3 mod 4.
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2. Let n be an odd prime number. For any values u and v, uv is a quadratic
residue modulo n if and only if either both or none of u and v are quadratic
residue.

3. From (2), we can derive that for an odd prime n and a quadratic non-residue
u, only one of v or uv is quadratic residue modulo n for any given v.

4. If n has more than one prime factor, a random number x is quadratic residue
with no better than 1/4 probability.

Next to the proof of completeness and soundness.

– Completeness: Because n is an odd prime and n ≡ 3 mod 4, (−1) is a
quadratic non-residue modulo n. This means that out of ±x, there is one
and only one quadratic residue modulo n. The protocol completeness follows.

– Soundness: Observe that if an odd number n has more than one prime fac-
tor, then for a random non-zero number, the probability that it is quadratic
modulo n is at most 1/4. If (x) is a quadratic non-residue, from [16], we have
that (−x) is a quadratic residue is with the probability of 1/2. Thus the error
probability of each round is 1/2. After t rounds, the error probability is 1/2t.

General case. The proof that n has only one prime factor, is based on the
following protocol:

– COMMON INPUT: n an odd prime.
– Repeat 24t times:

• RANDOM INPUT: 0 < x < 2τ

• Prover: either says that x is quadratic non-residue or runs PK{(x, n) :
x ∈ QRn} to prove that x is quadratic.

– Verifier: accepts iff he accepts at least 9t proofs.

The zero-knowledge property is straightforward. The completeness and sound-
ness intuition is as follows. To convince the verifier that n is prime, clearly the
prover must try to show as many random input x’s as possible are in QRn. Ob-
serve that the probability of a random x ∈ QRn is 1/2 if n is prime and at most
1/4 if n has 2 or more prime factors. Thus ideally, out of 24t random x’s, there
should be 12t quadratic residues if n is prime and at most 6t quadratic residues
if n has more than one prime factor. Using elementary probability theory, we
have the following lemmas (see appendix for the proof of the lemmas):

Lemma 2. For a number t ≥ 40, the probability that there exists 9t quadratic
residues modulo n out of 24t random numbers is at least 1 − 1/2t if a random
number is quadratic residue with the probability of 1/2.

Lemma 3. For a number t ≥ 40, the probability that there exists 9t quadratic
residues modulo n out of 24t random numbers is at most 1/2t if a random number
is quadratic residue with the probability of 1/4.

Subsequently, we choose the threshold 9t so that the error probability of the
protocol (i.e. the probability of failure for the honest prover, and the probability
of success for the dishonest prover) is at most (1/2t) where the value of t is
assumed to be at least 40.
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3.2 Proving That n Is Square-Free

In this step, we can safely assume that n has only an odd prime factor, i.e.,
n = pα for a prime p and α ≥ 1. In order to prove that n is square-free, the
prover and the verifier runs the following protocol:

– RANDOM INPUT: 0 < x < 2τ

– Prover: runs the proof PK{(x, n, x, n) : xn ≡ x mod n} to show xn ≡
x mod n.

– Verifier: accepts that n is square-free if he accepts the proof PK{(x, n, x, n) :
xn ≡ x mod n}

Again, the zero-knowledge property of the protocol comes from the statistical
zero-knowledge of the associated proofs. We do not evaluate them further. The
completeness is straightforward. It remains to show the soundness of the proto-
col.

Theorem 4. Assume that n has only a prime factor, then the protocol proves
that n is square-free and so prime, with overwhelming probability.

Proof. Let n = pα, where p is the prime factor of n. To prove the theorem, we
show that if α > 1, xn ≡ x mod n happens with negligible probability for a
randomly chosen x.

First, consider the case gcd(x, n) 
= 1. As n = pα, p divides gcd(x, n). This
implies that pα divides xα. But since xα divides xn, we have n divides xn. Thus
xn ≡ x mod n is equivalent to x ≡ 0 mod n which happens with negligible
probability for 0 < x < 2τ .

Now we can conclude that xn ≡ x mod n occurs with non-negligible proba-
bility only if gcd(x, n) = 1. This means that x ∈ Z∗

n, where Z∗
n denotes the set of

all numbers in Zn relatively prime to n. The order of Z∗
n is φ(n) = (p− 1)pα−1.

So for x ∈ Z∗
n, xn−1 ≡ 1 mod n holds only if ggcd(n−1,φ(n)) = gp−1 = 1. As the

order of Z∗
n is (p−1)pα−1, there are only (p−1) such x’s in Z∗

n. Hence for a ran-
dom x ∈ Z∗

n. the probability that xn ≡ x mod n is (p−1)/(p−1)pα−1 = 1/pα−1

which is negligible if α > 1

3.3 Efficiency Comparison with Previous Works

We consider a basic proof of knowledge of secret modular multiplicative rela-
tion as the basic proof. Each secret modular exponentiation relation proof is
estimated to cost about 3t basic proofs.

The only other general protocol is that of Camenisch and Michels [3] requires
t modular exponentiation relation proof. This is equivalent to about 3t2 basic
proofs.

In our more efficient but less general version, the first step which proves n
to have one prime factor uses t secret modular quadratic residue proofs. The
second step is in fact a proof of secret modular exponentiation relation, which
uses 3t basic proofs. Thus our total computation and communication costs is 4t
basic proofs. This means an improvement of the order of 0.75(t).
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In the more general but less efficient version, the first step requires 24t inde-
pendent procedures. In each procedure, the prover either says a random number
is a quadratic non-residue or proves that the number is a quadratic residue. The
cost of saying that a number is a quadratic non-residue, is negligible. The cost of
proving a quadratic residue is equivalent to a basic proof. Of course the verifier
can always accept the proof once 9t proofs of quadratic residuosity are achieved.
Thus in practice, the first step costs 9t basic proofs. The second step which is
the same for both of our protocols, requires 3t basic proofs. Hence on average,
the protocol costs 12t proofs. This means that the gained efficiency over the
protocol of [3] is of the order of 0.33(t).

In practice, if t = 40, our two protocols are about an order of 30 and 12
times respectively more efficient than the protocol of [3]. For the case t = 80,
the figures are about 60 and 25 times, respectively.

3.4 Generating a Random Number x

In both steps, the protocol makes use of some random numbers x’s. In case such
random numbers do not exist, a random number x can be generated as follows:

– The prover chooses a random x1, commits it in the commitment cx1 and
sends it to the verifier.

– The verifier chooses a random x2, commits it in the commitment cx2 and
sends it to the prover.

– The prover opens the commitment cx1 and sends x1 to the verifier.
– The verifier opens the commitment cx2 and sends x2 to the prover.
– If x1 is consistent with cx1 and x2 is consistent with cx2 , then the random

number x is computed as x = x1 + x2 mod 2|N |.

This technique is known to be secure. The reader is referred to [3,16] for
further details.
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A Proof of Lemma 2

Given a random number that is quadratic residue with the probability of 1/2, the
probability that there are exact i quadratic residues in 24t random numbers is

1
224t

(
24t
i

)
. Thus the probability that there are at least 9t quadratic residues in 24t

random numbers is P =
∑24t

i=9t
1

224t

(
24t
i

)
. We then have P =

∑24t
i=9t

1
224t

(
24t
i

)
>∑21t

i=12t
1

224t

(
24t
i

)
=

∑9t
i=0

1
224t

(
24t

i+3t

)
.

Furthermore, since 1 =
∑24t

i=0
1

224t

(
24t
i

)
, we have 1 − P =

∑9t−1
i=0

1
224t

(
24t
i

)
.

Furthermore for 0 ≤ i < 9t, we have
(

24t
i+3t

)
(
24t
i

) =
24t!

(3t+i)!(24t−3t−t)!

24t!
i!(24t−i)!

=
(24t − i) . . . (24t − 3t − i)

(3t + i) . . . i
.
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As 0 ≤ i < 9t,
(

24t
i+3t

)
(
24t
i

) ≥ (24t − 9t) . . . (24t − 3t − 9t)
(3t + 9t) . . . (9t)

=
(15t) . . . (12t)
(12t) . . . (9t)

>

(
15
12

12
9

)3t/2

> 2t.

So we now have

P >
9t∑

i=0

1
224t

(
24t

i + 3t

)
> 2t

9t∑
i=0

1
224t

(
24t

i

)
= 2t(1 − P)

This means P > 1 − 1/2t which completes the proof of lemma 2.

B Proof of Lemma 3

Given a random number that is quadratic residue with the probability of 1/4,
the probability that there are exact i quadratic residues in 24t random num-
bers is 324t−i

424t

(
24t
i

)
. Thus the probability that there are at least 9t quadratic

residues in 24t random numbers is P =
∑24t

i=9t
324t−i

424t

(
24t
i

)
. We then have P =∑24t

i=9t
324t−i

424t

(
24t
i

)
< 5

∑12t
i=9t

324t−i

424t

(
24t
i

)
= 5

∑9t
i=6t

321t−i

424t

(
24t

i+3t

)
.

Further, since 1 =
∑24t

i=0
324t−i

424t

(
24t
i

)
, we have

1 − P =
9t−1∑
i=0

324t−i

424t

(
24t

i

)
>

9t∑
i=6t

324t−i

424t

(
24t

i

)
.

As 6t ≤ i < 9t and t ≥ 40,

324t−i

424t

(
24t
i

)
321t−i

424t

(
24t

i+3t

) = 33t

(
24t
i

)
(

24t
i+3t

) = 33t (3t + i) . . . (i)
(24t − i) . . . (21t − i)

≥ 33t (9t) . . . (6t)
(18t) . . . (15t)

> 5(2t).

So we now have

(1 − P) >

9t∑
i=6t

324t−i

424t

(
24t

i

)
> 5(2t)

9t∑
i=6t

321t−i

424t

(
24t

i + 3t

)
> (2t)P .

This shows P < 1/2t which completes the proof of lemma 3.
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Abstract. We discuss the discrete logarithm problem over the class
group Cl(∆) of an imaginary quadratic order O∆, which was proposed
as a public-key cryptosystem by Buchmann and Williams [8]. While in
the meantime there has been found a subexponential algorithm for the
computation of discrete logarithms in Cl(∆) [16], this algorithm only has
running time L∆[ 1

2
, c] and is far less efficient than the number field sieve

with Lp[
1
3
, c] to compute logarithms in IF∗

p. Thus one can choose smaller
parameters to obtain the same level of security. It is an open question
whether there is an L∆[ 1

3
, c] algorithm to compute discrete logarithms

in arbitrary Cl(∆).

In this work we focus on the special case of totally non-maximal imagi-
nary quadratic orders O∆p such that ∆p = ∆1p

2 and the class number of
the maximal order h(∆1) = 1, and we will show that there is an L∆p [

1
3
, c]

algorithm to compute discrete logarithms over the class group Cl(∆p).
The logarithm problem in Cl(∆p) can be reduced in (expected) O(log3 p)
bit operations to the logarithm problem in IF∗

p (if (∆1
p
) = 1) or IF∗

p2 (if

(∆1
p
) = −1) respectively. This result implies that the recently proposed

efficient DSA-analogue in totally non-maximal imaginary quadratic or-
der O∆p [21] are only as secure as the original DSA scheme based on
finite fields and hence loose much of its attractiveness.

1 Introduction

A general and possible inherent problem of all currently known public key crypto-
systems is that their intractability is based on certain unproven assumptions.
Thus nobody can guarantee that popular cryptosystems based on factoring in-
tegers or computing discrete logarithms in some group will remain secure in the
future. Therefore it is important to study alternative primitives and different
groups to have a backup if one assumption such as the intractability of factoring
or computation of discrete logarithms in one group turns out to be false. Beside
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c© Springer-Verlag Berlin Heidelberg 1999
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the multiplicative group of finite fields and the group of points on (hyper-) el-
liptic curves over finite fields, a very promising candidate for a group in which
the discrete logarithm is hard is the class group Cl(∆) of imaginary quadratic
orders, such as proposed by Buchmann and Williams [8] in 1988. For example
the discrete logarithm problem in Cl(∆) has the interesting property that it is
at least as hard as factoring the discriminant ∆. Another reason which makes
studying imaginary quadratic orders O∆ very important today, is that these
rings are isomorphic to the endomorphism rings of non-supersingular elliptic
curves over finite fields. Thus a good understanding of these rings can shed some
light on the real difficulty of the discrete logarithm problem in elliptic curves.
While Hafner and McCurley discovered a subexponential algorithm one year
later [16] to compute discrete logarithms in Cl(∆), this algorithm has a running
time L∆[12 , 1] and is far less efficient than the number field sieve to compute
discrete logarithms in IF∗

p or factoring integers with Ln[13 , (
64
9 )

1/3]. The precise
definition of Ln[e, c] will be given in Section 3. Thus one may choose smaller
parameters, and still obtain the same level of security. It is an open question
whether there is an L∆[13 , c] algorithm to compute discrete logarithms in arbi-
trary imaginary quadratic class groups Cl(∆). Note that as mentioned above
this would imply another asymptotically fast algorithm for factoring integers,
because factoring the discriminant ∆ is reduced to the computation of discrete
logarithms in Cl(∆).

Furthermore these cryptosystems based on imaginary quadratic class groups
are not only interesting from a theoretical point of view. Recently cryptosystems
have been proposed with very practical properties. We will only name a few cryp-
tosystems based on imaginary quadratic orders here and refer to Section 2 for
a more comprehensive survey . In [26] a public key cryptosystem was proposed
with quadratic decryption time. To our knowledge this is the only known cryp-
tosystem having this property. First implementations show that the decryption is
as efficient as RSA-encryption with e = 216+1. While this cryptosystem is based
on factoring, it is also possible to set up interesting DL-based cryptosystems us-
ing non-maximal imaginary quadratic orders. If one uses the recently developed
exponentiation technique for totally non-maximal orders [21] it is possible to
implement efficient DSA-analogues. The running time is roughly comparable to
DSA in IF∗

p and there is certainly much space for further improvements. The ma-
jor property of these totally non-maximal orders is that the class number of the
maximal order h(∆1) = 1 and thus the class number of the non-maximal order
h(∆p) = p − (∆1

p ), where the conductor p is prime and (∆1
p ) is the Kronecker-

Symbol, is known immediately. Note that these totally non-maximal quadratic
orders are therefore analogous to supersingular elliptic curves, where one also
knows the group order in advance.

In this work we will show that the discrete logarithm problem in totally non-
maximal imaginary quadratic orders can be reduced to the discrete logarithm
problem in IF∗

p (if (∆1
p ) = 1) or IF∗

p2 (if (∆1
p ) = −1) respectively. The reduction

is very efficient and can be performed in (expected) O(log3 p) bit operations.
Thus the situation for cryptosystems based on imaginary quadratic orders is
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somewhat analogous to the situation for cryptosystems based on elliptic curves.
This may be summarized as follows:

While there is no known algorithm with L∆[13 , c] for the computation of
discrete logarithms in imaginary quadratic class groups in general, there
are problem classes for which such an algorithm is known. This is no
general problem however, because it is easy to avoid these weak classes
in practice.

It is clear that an analogous statement for elliptic curves would be some-
what sharper and consider algorithms with subexponential running time Lp[e, c],
e < 1.

This paper is organized as follows: In Section 2 we will give a brief survey
of cryptosystems based on imaginary quadratic orders, because many results
appeared very recently and are sometimes not yet published. Section 3 gives the
necessary background and notations of imaginary quadratic orders. In Section
4 we will provide the main result of this paper which consists of the reduction
of the discrete logarithm problem in totally non-maximal imaginary quadratic
orders to the discrete logarithm problem in finite fields. Finally, in Section 5,
we will conclude this work by discussing the cryptographic implications of our
result.

2 A Brief Survey of Cryptosystems Based on Imaginary
Quadratic Orders

We will only highlight the most important works in this direction. As mentioned
above it is a general problem that the security of popular cryptosystems is based
on unproven assumptions. Nobody can guarantee that DL-type cryptosystems
based on finite fields or elliptic curves over finite fields will stay secure forever.
Thus it is important to study alternative groups which can be used if an efficient
algorithm for the computation of discrete logarithms in one particular type of
group is discovered.

2.1 The Early Days - Maximal Orders

With this motivation Buchmann and Williams [8] proposed to use imaginary
quadratic class groups Cl(∆) for the construction of cryptosystems. A nice
property of this approach is that breaking this scheme is at least as difficult
as factoring the fundamental discriminant ∆ of the maximal order. Furthermore
it should be mentioned that imaginary quadratic orders are closely related to
non-supersingular elliptic curves over finite fields. They happen to be isomorphic
to their endomorphism ring. Thus a sound understanding of imaginary quadratic
orders may lead to a better understanding of the real security of elliptic curve
cryptosystems. In 1988, when they proposed these groups for cryptographic pur-
poses, the best algorithms to compute the class number h(∆) and discrete loga-
rithms in Cl(∆) were exponential time algorithms with L∆[1, 1

5 ] [23,30] assuming
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the truth of the Generalized Riemann Hypothesis (GRH) or L∆[1, 1
4 ] without

this assumption. In [6] the first implementation was reported along with a com-
plexity analysis of this key agreement scheme. For example it was shown that
the complexity of an exponentiation in Cl(∆) needs O(log4 |∆|) bit operations,
which is fairly inefficient compared to the original scheme [13] which is of cubic
complexity. Another problem of cryptosystems based on class group Cl(∆) of
the maximal order, was that the computation of the class number h(∆) is almost
as difficult as the computation of discrete logarithms. Thus it seemed impossible
to set up signature schemes analogous to DSA [25] or RSA [28].

Even worse for this approach was the discovery of a subexponential time
algorithm [16] by Hafner and McCurley in 1989. This algorithm has running
time L∆[12 , c] and can be used to compute the class number h(∆) and with some
modifications to the computation of discrete logarithms in Cl(∆) as shown in [5].
Note that at this time the asymptotically best algorithm for factoring integers
was the quadratic sieve [29] with running time Ln[12 , 1] if one makes certain
plausible assumptions. The situation for discrete logarithms in IF∗

p was similar
these days. The algorithm due to Coppersmith, Odlyzko and Schroeppel (COS)
[11] to compute discrete logarithms in prime fields also has running time Lp[12 , 1].

Thus, it was inclined to consider cryptosystems based on imaginary quadratic
class groups Cl(∆) to be unsuitable for practical application.

2.2 The Recent Revival - Non-maximal Orders

In the meantime however an idea of Pollard lead to today’s asymptotically best
algorithm for factoring integers - the number field sieve (see [24]). This algo-
rithm has (expected) running time Ln[13 , (

64
9 )

1/3] and was used in 1996 for the
factorization of RSA-130 [9] and recently for the factorization of RSA-140 [27]
for example. The number field sieve can also be used to compute discrete log-
arithms in finite fields (see e.g. [15,31]), where the (expected) running time is
Lp[13 , (

64
9 )

1/3] as well. In contrast to this development there is still no L∆[13 , c]
algorithm known for the computation of discrete logarithms in arbitrary Cl(∆).
The asymptotically best algorithm for this task still is an analogue of the mul-
tiple polynomial quadratic sieve [22] with L∆[12 , 1].

It is clear that this development alone would not justify the term ”revival”.
In 1998 it was shown in [19] that by using class groups Cl(∆p), ∆p = ∆1p

2, of
non-maximal orders one solves the problem that the class number h(∆p) can not
be determined and that one is able to implement an ElGamal-type cryptosystem
with comparably fast decryption. While the performance of this scheme still was
too bad to be used in practice this result may be considered as the birth of a
new generation of cryptosystems based on quadratic orders.

Recently, a very efficient successor [26] with quadratic decryption time was
proposed. This scheme was later on called NICE for New Ideal Coset Encryption.
First implementations show that the time for decryption is comparable to RSA
- encryption with e = 216+1. The central idea is to use an element g ∈ ker(ϕ−1)
to mask the message in the ElGamal-type encryption scheme by multiplication
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with gk for random k. Here ϕ−1 is the isomorphism introduced in [19] which al-
lows switching from the public non-maximal order to the secret maximal order.
Thus during the decryption step, which essentially consists of the computation
of ϕ−1, the mask gk simply disappears and the message is recovered. Note that
the computation of ϕ−1 is essentially one modular inversion with the Extended
Euclidean Algorithm which takes quadratic time. It is clear that this cryptosys-
tem is very well suited for applications in which a central server has to decrypt
a large amount of ciphertext in a short time. For this scenario one may use the
recently developed NICE-batch-decryption method [21], which speeds up the al-
ready very efficient decryption process by another 30% for a batch size of 100
messages. An efficient undeniable signature scheme based on the NICE-structure
was also proposed [3].

In 1998 the first conventional signature schemes based on non-maximal imag-
inary quadratic orders were also proposed. In [20] RSA- and Rabin analogues
were proposed. The corresponding encryption schemes have the major advan-
tage that they are immune against low-exponent- and chosen-ciphertext attacks.
Moreover a novel algorithm to compute square roots in Cl(∆p) was proposed,
which replaces the fairly inefficient Gaussian algorithm using ternary quadratic
forms. To avoid the computation of h(∆1), where |∆1| should have at least 200
bits to prevent the factorization of ∆p using ECM (see [4] for a recent find-
ing of a 53 digit factor), it was proposed to use totally non-maximal imaginary
quadratic orders. Note that the above cryptosystems are based on completely
factoring the non-fundamental discriminant ∆p or ∆pq in the case of totally
non-maximal orders respectively. While the utilization of totally non-maximal
orders for RSA-analogues is only interesting from a theoretical point of view,
it is clear that this structure may well be used to set up DSA analogues. The
discriminant ∆p = ∆1p

2, with ∆1 = −163 and hence h(∆) = 1 for example,
can be chosen with about 800 bits to obtain the same level of security as for
DSA in IF∗

p with p about 1000 bits. Note that this comparison, i.e. 400 bit p for
Cl(∆p) compared to 1000 bit p for IF∗

p, is a rather pessimistic one. Nevertheless
this DSA analogue seemed to be too inefficient to be used in practice.

Very recently however a new arithmetic for these totally non-maximal orders
was proposed [21]. The central idea is to replace the fairly inefficient conventional
ideal -arithmetic, i.e. multiplication and reduction of ideals, by simple manipu-
lations on the corresponding generator in the maximal order. This means that
instead of (multiple) applications of the comparably costly Extended Euclidean
Algorithm one only has a few modular multiplications. This strategy turns out
to be thirteen times as fast and ends up with a DSA analogue based on totally
non-maximal orders, in which the running time for the signature generation
is roughly comparable to the conventional DSA in IF∗

p. Furthermore there still
seems to be much space for further improving this scheme.

However beside the possibility to speed up the DSA analogues, there is yet
another and even more important effect of the very recent result [21]:

It was precisely the way in which one considers the arithmetic of ideals
in totally non-maximal orders, which led to the (previously conjectured)
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constructive version of the reduction proof presented in Section 4 of this
work.

3 Some Background and Notations Concerning
Imaginary Quadratic Orders

We first define the function Ln[e, c] which is used to describe the asymptotic
running time of subexponential algorithms. Let n, e, c ∈ IR with 0 ≤ e ≤ 1 and
c > 0. Then we define

Ln[e, c] = exp
(
c · (log |n|)e · (log log |n|)1−e

)
.

Thus the running time for subexponential algorithms is between polynomial time
(Ln[0, c]) and exponential time (Ln[1, c]).

Now we will give some basics concerning quadratic orders. The basic notions
of imaginary quadratic number fields may be found in [7,10]. For a more compre-
hensive treatment of the relationship between maximal and non-maximal orders
we refer to [12,19].

Let∆ ≡ 0, 1 mod 4 be a negative integer, which is not a square. The quadratic
order of discriminant ∆ is defined to be

O∆ = ZZ + ωZZ,

where

ω =

{√
∆
4 , if ∆ ≡ 0 (mod 4),

1+
√

∆
2 , if ∆ ≡ 1 (mod 4).

(1)

The standard representation of some α ∈ O∆ is α = x+ yω, where x, y ∈ ZZ.
If ∆1 is squarefree, then O∆1 is the maximal order of the quadratic number

field Q(
√
∆1) and ∆1 is called a fundamental discriminant. The non-maximal

order of conductor p > 1 with (non-fundamental) discriminant ∆p = ∆1p
2 is de-

noted by O∆p . We will always assume in this work that the conductor p is prime.
Furthermore we will omit the subscripts to reference arbitrary (fundamental or
non-fundamental) discriminants. Because Q(

√
∆1) = Q(

√
∆p) we also omit the

subscripts to reference the number field Q(
√
∆). The standard representation of

an O∆-ideal is

a = q

(
aZZ +

b+
√
∆

2
ZZ

)
= q(a, b), (2)

where q ∈ Q>0, a ∈ ZZ>0, c = (b2 −∆)/(4a) ∈ ZZ, gcd(a, b, c) = 1 and −a < b ≤
a. The norm of this ideal is N (a) = aq2. An ideal is called primitive if q = 1.
A primitive ideal is called reduced if |b| ≤ a ≤ c and b ≥ 0, if a = c or |b| = a.
It can be shown, that the norm of a reduced ideal a satisfies N (a) ≤ √|∆|/3
and conversely that if N (a) ≤√|∆|/4 then the primitive ideal a is reduced. We
denote the reduction operator in the maximal order by ρ1() and write ρp() for
the reduction operator in the non-maximal order of conductor p.



Reducing Logarithms in Totally Non-maximal Imaginary Quadratic Orders 225

The group of invertible O∆-ideals is denoted by I∆. Two ideals a, b are
equivalent, if there is a γ ∈ Q(

√
∆), such that a = γb. This equivalence relation

is denoted by a ∼ b. The set of principal O∆-ideals, i.e. which are equivalent to
O∆, is denoted by P∆. The factor group I∆/P∆ is called the class group of O∆

denoted by Cl(∆). Cl(∆) is a finite abelian group with neutral element O∆. In
every equivalence class there is one and only one reduced ideal, which represents
its class. Algorithms for the group operation (multiplication and reduction of
ideals) can be found in [10]. The order of the class group is called the class
number of O∆ and is denoted by h(∆).

All cryptosystems from Section 2.2 make use of the relation between the
maximal and some non-maximal order. Any non-maximal order of conductor p
may be represented as O∆p = ZZ + pO∆1 . A special type of non-maximal order,
which is of central importance in this work, is given if h(∆) = 1. In this case
O∆p is called a totally non-maximal imaginary quadratic order. An O∆-ideal a
is called prime to p, if gcd(N (a), p) = 1. It is well known, that all O∆p -ideals
prime to the conductor are invertible.

Denote by I∆p(p) (respectively, P∆p(p)) the O∆p-ideals prime to p (respec-
tively, the principal O∆p -ideals prime to p). There is an isomorphism (See [12,
Proposition 7.22,page 145])

I∆p(p)
/
P∆p(p)

� I∆p

/
P∆p

= Cl(∆p). (3)

Thus we may ’neglect’ the ideals which are not prime to the conductor, if we
are only interested in the class group Cl(∆p). There is an isomorphism between
the group of O∆p-ideals which are prime to p and the group of O∆1 -ideals, which
are prime to p, denoted by I∆1(p) respectively:

Proposition 1. Let O∆p be an order of conductor p in an imaginary quadratic
field Q(

√
∆) with maximal order O∆1 .

(i.) If A ∈ I∆1(p), then a = A ∩ O∆p ∈ I∆p(p) and N (A) = N (a).
(ii.) If a ∈ I∆p(p), then A = aO∆1 ∈ I∆1(p) and N (a) = N (A).
(iii.) The map ϕ : A �→ A ∩ O∆p induces an isomorphism I∆1(p)

∼→I∆p(p).
The inverse of this map is ϕ−1 : a �→ aO∆1 .

Proof. See [12, Proposition 7.20, page 144] . ✷

Thus we are able to switch to and from the maximal order as applied in the
cryptosystems of Section 2.2. The algorithms GoToMaxOrder(a, p) to compute
ϕ−1 and GoToNonMaxOrder(A, p) to compute ϕ respectively may be found in
[19]. Note, that the above map is defined on ideals themselves, rather than
equivalence classes. The class group Cl(∆p) of a non-maximal order can be
described as follows:

Proposition 2. There is an isomorphism

Cl(∆p) � I∆1(p)
/
P∆1,ZZ (p)

,
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where P∆1,ZZ (p) denotes the subgroup of I∆1(p) generated by the principal ideals
of the form αO∆1 where α ∈ O∆1 satisfies α ≡ a mod pO∆1 for some a ∈ ZZ
such that gcd(a, p) = 1. This isomorphism is induced by isomorphism ϕ between
I∆1(p) and I∆p(p).

Proof. See the details in [12, Proposition 7.22,page 145]. For the sake of conve-
nience we describe the outline of proof. Recall I∆p(p)/P∆p(p) � Cl(∆p). Isomor-
phism ϕ−1 : a �→ aO∆1 maps P∆p(p) to a subgroup P ′ of I∆1(p). We can prove
that P ′ = P∆1,ZZ(p) using relation

α ≡ a mod pO∆1 , a ∈ ZZ, gcd(a, p) = 1 ⇐⇒ α ∈ O∆p , gcd(N(α), p) = 1.

✷

This interpretation of Cl(∆p) will be used in Section 4 to reduce the compu-
tation of discrete logarithms in totally non-maximal imaginary quadratic orders
to the computation of discrete logarithms in finite fields.

Definition 1. Let ∆1 < 0 and ∆1 ≡ 0, 1 mod 4, such that h(∆1) = 1 and p
prime. Furthermore let g and a be reduced O∆p -ideals in standard-representation
(2), which represent classes of the class group Cl(∆p) of the totally non-maximal
order. Then the discrete logarithm problem DLP in Cl(∆p) is given as follows:
Determine an a ∈ ZZ such that ga ∼ a, or show that no such a exists.

Furthermore the class number of a totally non-maximal order of conductor
p is given as follows:

Proposition 3. Let ∆1 < −4, ∆1 ≡ 0, 1 mod 4 such that h(∆1) = 1 and p
prime. Then h(∆p) = p− (∆1

p ), where (∆1
p ) is the Kronecker-symbol.

Proof. This follows immediately from [12, Theorem 7.24, page 146]. ✷

Finally we will make use of the following interpretation of the ring (O∆1/pO∆1)
∗:

Proposition 4. Let O∆1 be the maximal order and p be the prime conductor.
Then there is an isomorphism between

(O∆1/pO∆1)
∗ � IFp[X ]

/
(f(X)),

where (f(X)) is the ideal generated by f(X) ∈ IFp[X ] and

f(X) =
{
X2 − ∆1

4 , if ∆ ≡ 0 (mod 4),
X2 −X + 1−∆1

4 , if ∆ ≡ 1 (mod 4).
(4)

Proof. Let ρ ∈ IFp be a root of f(X) ∈ IFp[X ], where f(X) is as given above.
Then an element α ∈ IFp[X ]/(f(X)) has a representation α = x + yρ, where
x, y ∈ IFp. On the other hand an element β ∈ (O∆1/pO∆1)∗ has a representation
β = x̄ + ȳω, where ω given as in (1) and x̄, ȳ ∈ IFp. If we set x ≡ x̄ mod p
and y ≡ ȳ mod p we immediately have the desired bijective correspondence.
Furthermore it can be easily shown by straight forward calculation that this
bijective correspondence is indeed an isomorphism. ✷

Note that this isomorphism implicitly was used in [21] to speed up the arith-
metic in totally-non-maximal orders.
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4 Reducing Logarithms in Totally Non-maximal Orders
to Logarithms in Finite Fields

In this section we will show that the discrete logarithm problem in Cl(∆p) as
given in Definition 1 can be reduced to the discrete logarithm problem in finite
fields. More precisely we will show the following

Theorem 1. The DLP in the class group Cl(∆p) of a totally non-maximal
order O∆p , where ∆p = ∆1p

2 for prime p, can be reduced in (expected) O(log3 p)
bit operations

1. to the DLP in IF∗
p2 if (∆1

p ) = −1 or
2. to the DLP in IF∗

p if (∆1
p ) = 1.

To show the above result we will first consider the structure of the class group
Cl(∆p) of the totally non-maximal order. By the definition of a totally non-
maximal order, we know that the class number of the maximal order h(∆1) = 1.
This means that in O∆1 there are only principal ideals and hence I∆1 = P∆1 .
Recall from Proposition 2 that Cl(∆p) � I∆1(p)/P∆1,ZZ(p), where P∆1,ZZ (p)
denotes the principal ideals αO∆1 of the form α ≡ a mod pO∆1 , with a ∈ ZZ
and gcd(a, p) = 1. Thus in our case we obtain the following isomorphism:

Cl(∆p) � P∆1(p)
/
P∆1,ZZ(p)

.

Hence the group structure of the class group Cl(∆p) can be explained ex-
clusively by a relation of principal ideals in the maximal order O∆1 . With this
knowledge we are able to relate the ring (O∆1/pO∆1)∗ to our class group Cl(∆p).

Lemma 1. The map (O∆1/pO∆1)∗→P∆1(p)/P∆1,ZZ (p), which α ∈ (O∆1/pO∆1)∗

maps to αO∆1 ∈ P∆1(p)/P∆1,ZZ (p), is a well-defined group homomorphism and
surjective.

Proof. This is shown in the more comprehensive proof of Theorem 7.24 in [12]
(page 147). ✷

The ”running time” to compute this map is trivially constant time. Note
that this map cannot be injective, just because there are (depending on (∆1/p))
either p2 − 1 or (p − 1)2 elements in (O∆1/pO∆1)∗ and by Proposition 3 only
p− (∆1/p) = p± 1 elements in Cl(∆p). It would be an isomorphism if we would
restrict it to appropriate subgroups of (O∆1/pO∆1)

∗. The precise relation is
given in Lemma 2.

In the next step we show that there is an isomorphism ψ between the ring
(O∆1/pO∆1)∗ and the multiplicative group of a finite field of degree at most 2,
which can be computed in (expected) O(log3 p) bit operations.
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Lemma 2. We have to distinguish two cases:

1. If (∆1
p ) = −1 then there exists an isomorphism ψ : (O∆1/pO∆1)∗ → IF∗

p2 ,
which can be computed in constant time.

2. If (∆1
p ) = 1 then there exits a surjective homomorphism ψ : (O∆1/pO∆1)∗ →

IF∗
p, which can be computed with (expected) O(log3 p) bit operations.

Proof. From Proposition 4 we know that there is an isomorphism (O∆1/pO∆1)∗

→ IFp[X ]/(f(X)), where f(X) ∈ IFp[X ] is given as in (4). Now we need to
separate the two cases.

(1) (∆1
p ) = −1: In this case the polynomial f(X) is irreducible in IFp[X ]

and therefore we have IFp[X ]/(f(X)) � IFp2 . Therefore we get the bijective map
ψ : (O∆1/pO∆1)∗ → IF∗

p2 as follows: Let α = a + bω ∈ (O∆1/pO∆1)∗. Then
ψ(α) = a + bX ∈ IFp2 . This map can be trivially computed in constant time.
Furthermore it is easy to show that this map is indeed an isomorphism.

(2) (∆1
p ) = 1: In this case the polynomial f(X) is not irreducible, but can

be decomposed as f(X) = (X − ρ)(X − ρ̄) ∈ IFp[X ] where ρ ∈ IFp is a root of
f(X) and ρ̄ is conjugate to ρ. Thus if ∆1 ≡ 0 mod 4 and D = ∆1/4 we have
ρ ∈ IFp such that ρ2 ≡ D mod p and ρ̄ = −ρ. In the other case ∆1 ≡ 1 mod 4 we
have ρ = (1 + b)/2, where b2 ≡ ∆1 mod p and ρ̄ = (1 − b)/2 ∈ IFp. Thus in our
case (∆1/p) = 1 we have IFp[X ]/(f(X)) � IFp[X ]/(X − ρ) ⊗ IFp[X ]/(X − ρ̄). In
both cases (∆1 even or odd) we have to compute a square root in IFp to find ρ
and ρ̄. This takes random polynomial time using the algorithm of Cipolla. More
precisely we know from [1, Theorem 7.2.3, page 158] that this algorithm takes
(expected) time O(log3 p). In this case we have the map between α = a + bω ∈
(O∆1/pO∆1)∗ and ψ(α) = a + bρ ∈ IF∗

p. Finally one can easily show that this
map is indeed a surjective homomorphism. ✷

Now we only have one more minor problem. The DLP in Definition 1 is
formulated for reduced ideals in the standard representation such that a = aZZ+
b+

√
∆1

2 ZZ in Cl(∆p). We have to convert this standard representation in Cl(∆p)
to that in P∆1(p)/P∆1,ZZ(p) using Proposition 2. The following simple lemma
indicates that we can efficiently switch to the desired generator-representation
(and back).

Lemma 3. Let ∆1 < 0 and ∆1 ≡ 0, 1 mod 4 such that h(∆1) = 1 and p prime.
Then

1. there is a deterministic algorithm which computes ideal αO∆1 = ϕ−1(a) ∈
P∆1(p) for a given reduced ideal a ∈ Cl(∆p) prime to p in O(log2 p) bit
operations and

2. there is a deterministic algorithm which computes reduced ideal a which is
equivalent to ϕ(αO∆1 ) ∈ Cl(∆p) for a given ideal αO∆1 ∈ P∆1(p)/P∆1,ZZ (p)
in O(log2 p) bit operations.

Proof. Note that algorithm ϕ and ϕ−1 can be computed in O(log2 p) bit op-

erations [26]. We denote by a = aZZ +
b+
√

∆q

2 ZZ a reduced ideal in Cl(∆p).
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From Proposition 1 all reduced ideals a ∈ Cl(∆p) prime to p are of the form
a = ϕ(αO∆1 ) for some α ∈ O∆1 . We can find the generator α by reducing
ϕ−1(a). Let A = ϕ−1(a) = AZZ + B+

√
∆1

2 ZZ. From [2] one can reduce ideal
A of O∆1 and find element α ∈ O∆1 such that αO∆1 ∼ A in O((logA)2) bit
operations. The norm of ideal a ∈ Cl(∆p) is a. Because a is reduced we have
a <

√|∆p|/3 and a = O(p). Note that the norm a of ideals does not change while
switching the orders by map ϕ, thus A = a holds. Therefore one can compute
the generator αO∆1 = ϕ−1(a) in O(log2 p) bit operations. On the contrary, let
A be the standard representation of ideal αO∆1 ∈ P∆1(p)/P∆1,ZZ(p). From [21]
one can compute ideal A in O((log∆1)2) bit operations. Then to compute the
reduced ideal equivalent to ϕ(A) in Cl(∆p) requires map ϕ and one reduction
algorithm, and they are in O(log2 p) bit operations. This proofs the assertion of
Lemma 3. ✷

Thus we are now able to put together our auxiliary lemma to prove the main
result of this work.

Proof (Proof of Theorem 1). If one is given g, a as given in Definition 1 to
compute the discrete logarithm in the class group Cl(∆p) then one can compute
the corresponding generators γ, α ∈ O∆1 such that γO∆1 = ϕ−1(g), αO∆1 =
ϕ−1(a) by Lemma 1 and Lemma 3. Using the isomorphism ψ from Lemma 2
one can compute the corresponding elements a = ψ(α) and g = ψ(γ) in the
finite field IF∗

p (if (∆1/p) = 1) or IF∗
p2 (if (∆1/p) = −1) respectively. Then one

is able to compute the discrete logarithm there or determine that it does not
exist. It is clear that the entire reduction does only take (expected) O(log3 p) bit
operations. ✷

5 Conclusion

In this work we have shown that the discrete logarithm problem in the class group
Cl(∆p) of a totally non-maximal imaginary quadratic order can be reduced to
the discrete logarithm problem in finite fields using (expected) O(log3 p) bit-
operations. This result clearly implies that the formerly proposed bitlength of
800 for∆p does not provide sufficient security, because one could simply compute
discrete logarithms in IF∗

pk , where k ∈ {1, 2} which should be possible in the near
future if p ≈ 2400. The algorithm which is used in IF∗

pk is the number field sieve
with L[13 ]. This would imply that p (at least in the case that (∆1/p) = 1) should
be about 1024 bit to yield (expected) long term security. Hence cryptosystems
based on totally non-maximal imaginary quadratic orders seem to lose much of
their attractiveness.

Analogous to the situation for Elliptic Curves, where the DLP in supersin-
gular curves can efficiently be solved in finite fields with small extension de-
gree, we discovered that there is also a weak class for class groups of imaginary
quadratic orders. It remains an open question whether it is possible to find an
L[13 ] algorithm to compute discrete logarithms in arbitrary class groups. Another
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interesting question is whether these results have any relevance to the elliptic
curves discrete logarithm problem for elliptic curves whose endomorphism ring is
a totally non-maximal order. These issues will be subject of further research. To
avoid miss-interpretation of these result it should be noted that non-maximal
orders, such as those applied in [19,26], where the factorization of ∆p is kept
secret, are not effected by this result.
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1 Introduction

1.1 Secure Multi-Party Computation

Consider a set of n players who do not trust each other. Nevertheless they want
to compute an agreed function of their inputs in a secure way. Security means
achieving correctness of the result of the computation while keeping the players’
inputs private, even if some of the players are corrupted by an adversary. This
is the well-known secure multi-party computation problem, as first stated by
Yao [Yao82].

As the first general solution to this problem, Goldreich, Micali, and Wigder-
son [GMW87] presented a protocol that allows n players to securely compute
an arbitrary function even if an adversary actively corrupts any t < n/2 of
the players and makes them misbehave maliciously. However, this protocol as-
sumes that the adversary is computationally bounded. In a model with secure
and authenticated channels between each pair of players (the secure-channels
model), Ben-Or, Goldwasser, and Wigderson [BGW88], and Chaum, Crépeau,
and Damg̊ard [CCD88] proved that unconditional security is possible if at most
t < n/2 of the players are passively corrupted, or alternatively, if at most t < n/3
of the players are actively corrupted. The bound t < n/3 for the active model was
improved by Rabin and Ben-Or [RB89], Beaver [Bea91], and Cramer, Damg̊ard,
Dziembowski, Hirt, and Rabin [CDD+99] to t < n/2 by assuming the existence
of a broadcast channel.

Secure multi-party computation can alternatively, and more generally, be
seen as the problem of performing a task among a set of players. The task is
specified by involving a trusted party, and the goal of the protocol is to replace
the need for the trusted party. In other words, the functionality of the trusted
party is shared among the players. Secure function evaluation described above
can be seen as a special case of this more general setting. Most protocols de-
scribed in the literature in the context of secure function evaluation also apply
in the general context. This also holds for the protocols described in this paper.

1.2 General Adversaries

Ito, Saito, and Nishizeki [ISN87] and Benaloh and Leichter [BL88] introduced
the notion of general (non-threshold) access structures for secret sharing. For
a set P of players, an access structure Γ is the set of all subsets of P that
are qualified to reconstruct the secret. Hirt and Maurer [HM97] transferred and
adjusted this notion to the field of general multi-party computation: for a set P
of players, an adversary structure Z is a set of all subsets of P that are tolerated
to jointly cheat without violating the security of the computation. A multi-party
computation protocol is called Z-secure if its security is not affected even if an
adversary corrupts the players in one particular set in Z.
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1.3 Contributions

The main results of [HM97] state that in the passive model, every function can
be computed unconditionally Z-securely if and only if no two sets in Z cover
the full set P of players. In the active model, every function can be computed
Z-securely if and only if no three sets in Z cover P . Assuming the existence of
broadcast channels and allowing some negligible error probability, every function
can be computed Z-securely if and only if no two sets in Z cover P .

We unify these models and introduce a new model in which the adversary
may actively corrupt some players, and, at the same time, passively corrupt some
additional players. The adversary is characterized by a generalized adversary
structure, a set of classes (D, E) of subsets of the player set P (i.e. D, E ⊆ P ),
where the players of one specific class (D, E) in the adversary structure may
be corrupted — actively for the players in D (disruption) and passively for the
players in E (eavesdropping).

For example, the adversary structure Z =
{

({p1}, {p2, p3}), ({p2}, {p4})
}

describes an adversary that may either simultaneously corrupt player p1 actively
and the players p2 and p3 passively, or simultaneously corrupt player p2 actively
and player p4 passively. Note that it is not known in advance which class of
the structure will be corrupted by the adversary (and this is typically even not
known at the end of the protocol).

For this unified model, the necessary and sufficient conditions for secure
multi-party computation to be achievable for all functions are derived. In order
to characterize these conditions, we introduce three predicates: Let P be a set
of players and let Z be an adversary structure for P . Then Q(2,2)(P,Z) is the
predicate that is satisfied if and only if the players of no two classes in Z cover
the full set P of players, Q(3,2)(P,Z) is the predicate that is satisfied if and only
if the players of no two classes in Z together with the players in the active set
of any other class in Z cover P , and finally, Q(3,0)(P,Z) is the predicate that is
satisfied if and only if the players in the active sets of any three classes in Z do
not cover P . Formally,

Q(2,2)(P,Z) ⇐⇒ ∀(D1, E1), (D2, E2) ∈ Z : D1 ∪ E1 ∪ D2 ∪ E2 
= P ,

Q(3,2)(P,Z) ⇐⇒ ∀(D1, E1), (D2, E2), (D3, E3) ∈ Z : D1 ∪ E1 ∪ D2 ∪ E2 ∪ D3 
= P ,

Q(3,0)(P,Z) ⇐⇒ ∀(D1, E2), (D2, E2), (D3, E3) ∈ Z : D1 ∪ D2 ∪ D3 
= P .

We characterize the necessary and sufficient conditions on the existence of un-
conditionally secure multi-party protocols according to three different cases:

– With or without broadcast channels, perfectly secure (without any probabil-
ity of error) multi-party computation is achievable if and only if Q(3,2)(P,Z)
is satisfied.

– Given a broadcast channel, unconditionally secure (with negligible probabil-
ity of error) multi-party computation is achievable if and only if Q(2,2)(P,Z)
is satisfied.
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– Without a broadcast channel, unconditionally secure multi-party computa-
tion is achievable if and only if both predicates Q(2,2)(P,Z) and Q(3,0)(P,Z)
are satisfied.

Moreover, for all models we propose constructions that yield protocols with
computation and communication complexity polynomial in the size of the ad-
versary structure and linear in the size of the circuit computing the function, as
opposed to the protocols of [HM97] that have super-polynomial complexity in
those cases with error probability. Furthermore we show that this construction is
optimal in the sense that there are adversary structures which require protocols
with complexity at least polynomial in the size of the adversary structure (and
hence potentially super-polynomial in the number of players).

1.4 Related Work

Active and passive corruptions within the same model was first considered by
Galil, Haber, and Yung [GHY87] for threshold multi-party computation. Chaum
[Cha89] proposed protocols that provide security with respect to an adver-
sary that either passively or actively corrupts players up to given thresholds.
Dolev, Dwork, Waarts, and Yung [DDWY93] proposed protocols and proved
tight bounds for message transmission unconditionally secure in simultaneous
presence of active and passive corruptions.

Fitzi, Hirt, and Maurer [FHM98] proposed multi-party protocols secure
against mixed threshold adversaries. Based on the constructions of classical
multi-party protocols [BGW88,RB89], they constructed new protocols for an
adversary that simultaneously actively, passively, and fail-corrupts players up to
given thresholds. However, as pointed out by Damg̊ard [Dam99], their protocols
for the perfect model (without error probability) do not achieve security for all
thresholds within the claimed bounds.1 In contrast to their work that modified
existing protocols in order to achieve the required properties, in this paper
we use the technique of player simulation [HM97] with classical protocols
[BGW88,RB89] as a basis.

Cramer, Damg̊ard, and Maurer [CDM99] proved that for every adversary
structure for which multi-party computation is feasible and for which there is
an efficient linear secret-sharing scheme, efficient multi-party protocols exist.
Smith and Stiglic [SS98] consider also uniquely active adversaries and propose
protocols for the active model with broadcast. The efficiency of their protocols is
polynomial in the size of a span program that computes the adversary structure,
however in Section 4 we prove that for some adversary structures, every protocol
requires complexity exponential in the number of players. This proof also applies
to models with only passive or only active corruptions.

1 Indeed, the tightness proofs for the perfect models in this paper contradict the results
of [FHM98]. See [Dam99] for more details.
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1.5 Outline

In Sect. 2 we formally define the models. The main results of the paper, the
characterization of the exact conditions for secure multi-party protocols as well as
the protocol constructions, are given in Sect. 3. In Sect. 4 we prove the existence
of adversary structures for which no protocols with complexity polynomial in
the number of players exist. Finally, some conclusions and open problems are
mentioned in Sect. 5.

2 Definitions and Model

This section gives a formal definition of the model used in this paper.

2.1 Protocols

A processor can perform operations in a fixed finite field (F , +, ∗), can select
elements from this field at random, and can communicate with other proces-
sors over perfectly authenticated and confidential synchronous channels (secure
channels model).2

A protocol π among a set P of processors is a sequence of statements. There
are input and output statements, transmit statements, and computation state-
ments. The latter include addition, multiplication, and random selection of field
elements.

A multi-party computation specification (or simply called specification) for-
mally describes the cooperation to be performed. Intuitively, a specification spec-
ifies the cooperation in an ideal environment involving a trusted party. Formally,
a specification is a pair (π0, τ) consisting of a protocol π0 among a set P0 of pro-
cessors, and the name of a trusted processor τ ∈ P0.

A general approach to multi-party computation is to construct protocols for
arbitrary specifications, or, more generally, to find a function (called multi-party
protocol generator) that takes a specification as an input and outputs a protocol
that securely computes the specification.

2.2 Adversaries and Adversary Structures

An adversary A is a program that actively corrupts a certain subset of the
processors and, at the same time, passively corrupts another subset of the pro-
cessors. To passively corrupt a processor means to be able to permanently read
all variables of that processor. To actively corrupt a processor means to be able
to take full control over the processor, in particular to read and write all its
2 In contrast to the players mentioned in the introduction, a processor is considered
to only perform the computation, where inputs and outputs are given from/to some
other entity (e.g. a person). This distinction avoids misunderstandings when proces-
sors are simulated by multi-party protocols.
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variables. The complexity of an adversary is not assumed to be polynomial and
may be unlimited.

An adversary is characterized by an adversary class C = (D, E), a pair of
disjoint subsets of the processor set, i.e. D, E ⊆ P and D∩E = ∅. An adversary
of class (D, E) may actively corrupt the processors in D (disruption) and may
passively corrupt the processors in E (eavesdropping). The set D is called the
active set and the set E is called the passive set of the class. A processor is
contained in an adversary class if it is a member in either set, i.e. p ∈ (D, E) ⇔
p ∈ (D ∪ E). An adversary class C′ is contained in an adversary class C if
the active set of C′ is a subset of the active set of C, and if every processor
contained in C′ is also contained in C, i.e. (D′, E′) ⊆ (D, E) ⇔ (D′ ⊆ D)∧(E′ ⊆
(D ∪E)).3 An adversary class C′ is strictly contained in an adversary class C if
it is contained but not equal, i.e. C′ ⊂ C ⇔ (C′ ⊆ C ∧ C′ �= C). An adversary
structure Z for the set P of processors is a monotone set of adversary classes,
i.e. for every class C ∈ Z, all classes contained in C are also in Z. For a structure
Z, Z denotes the basis of the structure, i.e. the set of the maximal classes in Z:
Z = {C ∈ Z :�∃C′ ∈ Z : C ⊂ C′}.

To restrict a class C = (D, E) to the set P ′ of processors, denoted (D, E)
P ′ ,

means to intersect both sets of the class with P ′, i.e. (D, E)
P ′ = (D∩P ′, E∩P ′).

To restrict a structure Z to the set P ′ of processors means to restrict all classes
in the structure.

2.3 Security

For an adversary A, a protocol A-securely computes a specification if, whatever
A does in the protocol, the same effect could be achieved by A (with a modified
strategy, but with similar costs) in the specification [Can98,Bea91,MR98]. For
an adversary structure Z and a specification (π0, τ), a protocol π Z-securely
computes the specification (π0, τ) if for every adversary A of class C ∈ Z, the
protocol π A-securely computes the specification (π0, τ). Whenever the specifica-
tion is clear from the context, we also say that a protocol tolerates an adversary
A (a structure Z) instead of saying that the protocol A-securely (Z-securely)
computes the specification.

3 Complete Characterization of Tolerable Adversaries

The basic technique for constructing a protocol that tolerates a given adver-
sary structure is to begin with a threshold protocol (e.g. one of the protocols
of [BGW88,CCD88,RB89]) among a small number of processors and to simu-
late some of these processors by subprotocols among appropriate sets of other
processors [HM97]. The idea behind this is that everything a processor has to
perform during the protocol execution (such as communication with other pro-
cessors and local computations) can be simulated by a multi-party computation
3 This definition implies that every adversary of a given class C′ can also be considered
as an adversary of every class C with C′ ⊆ C.
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protocol among a set of processors. If the adversary is tolerated by this simula-
tion protocol then the simulated processor can be considered to be uncorrupted.
This procedure of processor simulation can be applied recursively, i.e., the pro-
cessors that participate in the simulation of a processor can again be simulated
by an appropriate set of other processors, and so on.

The proofs given in this section are only sketched. Formal proofs based on
simulator techniques can be given according to [Can98,Bea91,MR98]. Also, the
proofs in this section are given with respect to a static adversary (i.e. an adver-
sary that at the beginning of the protocol selects the processors to be corrupted),
but they can be easily modified to apply to a model with an adaptive adversary
(i.e. an adversary that consecutively corrupts processors during the computation,
depending on the information gained so far, where the processors corrupted at
any time must form an admissible class in the adversary structure).

3.1 Perfectly Secure Multi-Party Computation

The main result of this section, the tight bounds as well as the protocol con-
struction, are stated in Theorem 1. This general result is based on a solution for
all adversary structures Z with |Z| ≤ 3, which is given in the following lemma.

Lemma 1. A set P of processors can compute every function/specification per-
fectly Z-securely if Q(3,2)(P,Z) and |Z| ≤ 3. The computation and communica-
tion complexities are linear in the size of the specification.

Proof. Consider an arbitrary adversary structure Z with |Z| ≤ 3 that satisfies
Q(3,2)(P,Z), and a specification (π0, τ). We show that for every such structure
Z there exists a subset of the processors that can compute the specification in a
secure way.4 If |Z| < 3, then the condition Q(3,2)(P,Z) immediately implies that
there is a processor p ∈ P that is not contained in any class of Z (i.e. Z {p} =
{(∅, ∅)}). Hence this processor cannot be corrupted by any admissible adversary,
and one can simply replace the occurrence of the trusted party τ in the protocol
π0 of the specification by the name of this processor. Thus assume that |Z| =
3 and Z = {(D1, E1), (D2, E2), (D3, E3)}. Condition Q(3,2)(P,Z) implies that
there exists a processor p3 ∈ P with p3 /∈ D1∪E1∪D2∪E2∪D3 (but potentially
p3 ∈ E3). Hence this processor remains uncorrupted by an adversary of the first
or the second class, and is (at most) passively corrupted by an adversary of the
third class. By symmetry reasons, there exist processors p1 and p2 which can be
corrupted at most passively and only by an adversary of the first or the second
class, respectively. This means that every admissible adversary may corrupt none
of the processors p1, p2, or p3 actively and only at most one of them passively.
Hence, these three processors can simulate the trusted party of the specification
by using the protocol of [BGW88] (passive model) for three processors. The other
processors (if any) are not involved in the simulation of the trusted party. ��
4 Although only a subset of the processors is involved in the multi-party computation,
all the processors that have input must provide (i.e. secret-share) this input among
the involved processors.
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Theorem 1. A set P of processors can compute every function/specifica-
tion perfectly Z-securely if Q(3,2)(P,Z) is satisfied. This bound is tight: if
Q(3,2)(P,Z) is not satisfied, then there exist functions that cannot be computed
perfectly Z-securely, even if a broadcast channel is available.5 The communica-
tion and computation complexities are polynomial in the size |Z| of the basis of
the adversary structure and linear in the length of the specification.

Proof. Consider a set P of processors and a structure Z for this set P such that
Q(3,2)(P,Z) is satisfied, and an arbitrary specification (π0, τ). We recursively
construct a Z-secure protocol π:

The case
∣
∣Z∣

∣ ≤ 3 was treated in Lemma 1 (induction basis). Thus assume
that |Z| ≥ 4, and that for all adversary structures with basis size strictly less
than k there exists a secure protocol (induction hypothesis). We select some
four-partition of Z where the size of each set of the partition is at least �|Z|/4�.
Let Z1, Z2, Z3, and Z4 be the four unions of three distinct sets of the partition,
each of them completed such that it is monotone. Since |Z| ≥ 4, the size |Zi| of
the basis of each such structure is strictly smaller than the size |Z| of the current
structure basis, i.e. |Zi| < |Z| (1 ≤ i ≤ 4), and one can recursively construct
protocols π1, π2, π3, and π4, each among the set P of processors, tolerating Z1,
Z2, Z3, and Z4, respectively (hypothesis). The protocol π that tolerates Z can
be constructed as follows:

First, one constructs a protocol among four “virtual” processors that com-
putes the specification (π0, τ), tolerating an adversary that actively corrupts a
single processor [BGW88] (active model). Then one simulates the four virtual
processors by the recursively constructed protocols π1, . . . , π4, respectively.
Since every adversary class is tolerated by at least three of the protocols π1, π2,
π3, and π4 (thus only one of the virtual processors in the main protocol is mis-
behaving), the resulting protocol tolerates all adversary classes in the adversary
structure and, as claimed, the constructed protocol π is Z-secure.

In order to analyze the efficiency of the protocols, we need the help of the
following observation: The protocols of [BGW88] for the passive model with three
processors and those for the active model with four processors have a constant
“blow-up factor” bp and ba, respectively, i.e. for any specification of length l, the
length of the protocol computing this specification is bounded by bp · l in the
passive model and by ba · l in the active model.

In the construction given above, on each recursion level all involved proces-
sors are simulated by using protocols of [BGW88] (active case), except for the
lowest level, where [BGW88] (passive case) is used. The simulations on each
level can be performed independently, and every statement in the current pro-
tocol is affected by at most two such simulations (as at most two processors
occur in one statement). Hence, the total blow-up of all simulations on a given
level is bounded by b2

a (b2
p on the lowest level), and as the recursion depth of the

construction is logarithmic in the number |Z| of maximal sets in the adversary
structure, the total blow-up is polynomial in |Z|.
5 Indeed, almost every non-trivial function cannot be computed perfectly Z-securely.
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In order to prove the tightness of the theorem, assume an adversary
structure Z for which every function can be computed perfectly Z-securely
and suppose Q(3,2)(P,Z) is not satisfied. Then there exist three classes
(D1, E1), (D2, E2), (D3, E3) ∈ Z with D1 ∪ E1 ∪ D2 ∪ E2 ∪ D3 = P , and (due
to the monotonicity of Z) with the sets D1, E1, D2, E2 and D3 being pairwise
disjoint.

One can construct a protocol for three processors p̂1, p̂2, and p̂3, where p̂1

plays for all the processors in D1 ∪ E1, p̂2 plays for those in D2 ∪ E2, and p̂3

plays for those in D3. This new protocol is secure with respect to an adversary
that passively corrupts either p̂1 or p̂2, or actively corrupts p̂3.

Assume that the specification requires to compute the logical AND of two
bits x1 and x2 held by p̂1 and p̂2, respectively, and assume for the sake of
contradiction that a protocol for this specification is given. Let T denote the
transcript of the broadcast channel of a run of that protocol (if no broadcast
channel is available, let T = ∅), and let Tij (1 ≤ i < j ≤ 3) denote the transcript
of the channels between p̂i and p̂j. Due to the requirement of perfect privacy,
p̂1 will not send any information about his bit x1 over T12 or over T before he
knows x2 (if P1 knows that x2 = 1 he can reveal x1). Similarly, p̂2 will not send
any information about x2 over T12 or over T before he knows x1. Hence the only
escape from this deadlock would be to use p̂3. However, as T12 and T jointly
give no information about x2, a random misbehavior of an actively corrupted p̂3

(ignore all received messages and send random bits whenever a message must
be sent) would with some (possibly negligible) probability make p̂1 receive the
wrong output, contradicting the perfect security of the protocol. ��

3.2 Unconditionally Secure Multi-Party Computation

We prove the necessity of Q(2,2) for unconditionally secure multi-party compu-
tation in Lemma 2, and prove its sufficiency for the case that broadcast chan-
nels are available in Theorem 2. We then consider a model without broadcast
and suggest a simple but surprising protocol among three processors for this
model (Theorem 3). Finally, in Theorem 4, the tight bounds on the existence of
unconditionally secure multi-party protocols in a model without broadcast are
given. Note that all proposed protocols are efficient (polynomial in the number
of maximal sets in the adversary structure), as opposed to the protocols for the
unconditional model in [HM97].

Lemma 2. For every adversary structure Z for a processor set P not satis-
fying Q(2,2)(P,Z), there exist functions/specifications that cannot be computed
unconditionally Z-securely. Even a broadcast channel does not help.

Proof. For the sake of contradiction, assume that for an adversary structure Z
for which Q(2,2)(P,Z) is not satisfied, there exists an unconditional Z-secure
protocol for every function. There exist two classes (D1, E1), (D2, E2) ∈ Z with
D1∪E1∪D2∪E2 = P . Without loss of generality, assume that the four sets D1,
E1, D2, and E2 are pairwise disjoint. Then we can transform such a Z-secure



General Adversaries in Unconditional Multi-party Computation 241

protocol into a protocol among two processors p̂1 and p̂2, where each processor
plays for the processors in D1 ∪ E1, and D2 ∪ E2, respectively. The broadcast
channel is not needed anymore (there are only two processors). This protocol
is secure against passive corruption of one of the two processors, contradicting
Theorem 2 of [BGW88]. ��
Theorem 2. If a broadcast channel is available, a set P of processors can com-
pute every function/specification unconditionally Z-securely if Q(2,2)(P,Z) is
satisfied. This bound is tight: if Q(2,2)(P,Z) is not satisfied, then there exist
functions that cannot be computed unconditionally Z-securely. The communica-
tion and computation complexities of the protocol are polynomial in the size |Z|
of the basis of the adversary structure and linear in the length of the specification.

Proof. Consider a set P of processors and a structure Z for this set P such
that Q(2,2)(P,Z) is satisfied, and an arbitrary specification (π0, τ). We have to
construct a Z-secure protocol π for the set P of processors.

The case
∣
∣Z∣

∣ ≤ 3 is simple. Since we have Q(2,2)(P,Z), we have three pro-
cessors p1, p2, and p3, where pi occurs in the i-th class of Z, but does not
occur in the other classes. The protocol of [RB89] for three processors requires
a broadcast channel and provides unconditional security (with some negligible
error probability) with respect to an adversary that actively corrupts a single
processor (trivially, this processor may also be corrupted only passively). This
protocol among the three processors p1, p2, and p3 is Z-secure.

The case of a basis with at least four classes is treated along the lines of the
construction in the proof of Theorem 1: First we select some four-partition of Z
and, by recursion, a protocol is constructed for each of the four unions of three
subsets of the partition. Then, these four protocols are composed to a four-party
protocol of [BGW88, active model].

The efficiency of this protocol can be analysed along the lines of the analysis
given in the proof of Theorem 1. However, as the protocols of [RB89] that are
used in the lowest level of the substitution tree provide some negligible error
probability, special care is required in the analysis (cf. [HM97]). It follows im-
mediately from the analysis in the proof of Theorem 1 that the protocol which
results after applying all substitutions except for those on the lowest level, has
polynomial complexity. But every statement of this protocol is expanded at most
twice by all the remaining substitutions (once per involved processor), and each
blow-up is polynomial, and hence the final protocol is also polynomial in the
number |Z| of maximal sets in the adversary structure. This is in contrast to the
protocols of [HM97] (for the unconditional model with error probability), where
protocols of [RB89] are used in each level of the simulation tree and hence their
protocols have superpolynomial complexity.

The tightness of the theorem is given in Lemma 2. ��
Proposition 1. Let Z be an adversary structure for the set P of processors,
where one processor p ∈ P does not occur in the active set of any class C ∈ Z
(i.e. ∀(D, E) ∈ Z : p /∈ D). If there exists a Z-secure protocol π in a model with
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broadcast, then one can construct a Z-secure protocol π′ for a model without
broadcast. The complexity of π′ is the same as the complexity of π.

Proof. Since there exists a processor p ∈ P that cannot be actively corrupted by
any admissible adversary, it is guaranteed that it follows the protocol. Hence, p
can be used to simulate a broadcast channel. Instead of broadcasting a message,
the message is sent to p which then sends this message to all processors in P . ��
Theorem 3. A set P = {p1, p2, p3} of three processors can compute every
function/specification unconditionally securely with respect to an adversary that
either passively corrupts p1 or actively corrupts either p2 or p3, i.e. Z-securely
for Z =

{
(∅, {p1}), ({p2}, ∅), ({p3}, ∅)

}
.

Proof. In order to compute an arbitrary specification, the protocol of [RB89]
is applied. This protocol for three processors provides unconditional security
(with negligible error probability) with respect to an adversary that may actively
corrupt one arbitrary processor, but it assumes the existence of a broadcast
channel. However, the processor p1 does not occur in the active set of any class
in Z, so, by Proposition 1, we can transform the protocol with a broadcast
channel to a protocol that does not assume a broadcast channel. ��
Theorem 4. A set P of processors can compute every function/specification
unconditionally Z-securely if Q(2,2)(P,Z) and Q(3,0)(P,Z) are satisfied. This
bound is tight: if Q(2,2)(P,Z) or Q(3,0)(P,Z) is not satisfied, then there exist
functions that cannot be computed unconditionally Z-securely. The communica-
tion and computation complexities of the protocol are polynomial in the size |Z|
of the basis of the adversary structure and linear in the length of the specification.

Proof. Consider a set P of processors and a structure Z for this set P such
that Q(2,2)(P,Z) and Q(3,0)(P,Z) are satisfied. The condition Q(3,0) implies
the existence of an efficient secure protocol for broadcast [FM98], and hence the
construction of the proof of Theorem 2 yields a Z-secure protocol.

The necessity of Q(2,2)(P,Z) was proven in Lemma 2. Thus assume that
Q(2,2)(P,Z) is satisfied but not Q(3,0)(P,Z), i.e. there exist three classes
(D1, E1), (D2, E2), (D3, E3) ∈ Z with D1 ∪ D2 ∪ D3 = P (and D1, D2, and D3

pairwise disjoint). For the sake of contradiction, assume that for every function
a Z-secure multi-party protocol exists, hence in particular for the broadcast
function. One can hence construct a broadcast protocol for the three processors
p̂1, p̂2, and p̂3 (where each processor p̂1, p̂2, and p̂3 “plays” for the processors
in one of the sets D1, D2, and D3, respectively), where the adversary is allowed
to actively corrupt one of them, contradicting the result that broadcast for
three processors is not possible if the adversary may actively corrupt one of the
processors, even if a negligible error probability is tolerated [LSP82,KY]. ��
Corollary 1. Using the help of a trusted party τ , a set P of n processors can
compute every function/specification unconditionally securely with respect to an
adversary that may actively corrupt any subset S ⊆ P of size |S| ≤ t (for a given
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t > n/2). The trusted party τ obtains no information about the private inputs
and outputs as long as less than n − t processors are actively corrupted.

Proof. We need to show that there are Z-secure protocols for the set P ∪ {τ} of
processors, where Z = {(D, E) : |D ∪ E| ≤ t}∪{(D, E ∪ {τ}) : |D ∪ E| < n − t}.
According to Theorem 4 it suffices to show that Q(2,2)(P∪{τ},Z) and Q(3,0)(P∪
{τ},Z) are satisfied. Obviously, Q(3,0)(P ∪ {τ},Z) holds since τ may not be
actively corrupted.

In order to prove that Q(2,2)(P ∪ {τ},Z) is satisfied, consider two arbitrary
classes (D1, E1), (D2, E2) ∈ Z. At least one of the classes must contain τ (else
the classes cannot cover P ∪ {τ}), and this class has cardinality at most n − t.
The other class has cardinality at most n − t (if it contains τ) or t (if it does
not contain τ), and the condition t > n/2 implies that in either case the sum
cardinality of both classes is at most n. There are n + 1 processors in P ∪ {τ},
hence at least one processor does not occur in either class and Q(2,2)(P ∪{τ},Z)
is satisfied. ��

4 Adversary Structures without Efficient Protocols

The goal of this section is, informally, to prove that there exists a family of
adversary structures for which the length of every resilient protocol grows expo-
nentially in the number of processors.

For a specification (π0, τ), a set P of processors, and an adversary structure
Z, let ϕ

(
(π0, τ), P,Z)

denote the length of the shortest protocol π for P that
Z-securely computes (π0, τ). Furthermore, let (π∗, τ) denote the specification
for the processors p1 and p2 that reads one input of both processors, computes
the product and hands it to p1. Finally, let Pn denote the set {p1, . . . , pn} of
processors.

The following theorem shows that there exists a family Z2,Z3, . . . of ad-
versary structures for the sets P2, P3, . . . of processors, respectively, such that
ϕ
(
(π∗, τ), Pn,Zn

)
grows exponentially in n.

Theorem 5. For all considered models there is a family Z2,Z3, . . . of admissi-
ble adversary structures for the sets P2, P3, . . . of processors such that the length
ϕ
(
(π∗, τ), Pn,Zn

)
of the shortest Zn-secure protocol for (π∗, τ) grows exponen-

tially in n.

In order to prove the theorem we need an additional definition: An admissible
adversary structure Z for the set P of processors is maximal if Q(3,2)(P,Z) is
satisfied, but any adversary structure Z ′ with Z � Z ′ violates Q(3,2)(P,Z ′).

Proof. The proof proceeds in three steps: First we prove that the number of max-
imal admissible adversary structures grows doubly-exponentially in the number
n of processors. In the second step, we show that for the given specification
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(π∗, τ), for every maximal admissible adversary structure a different protocol is
required. Finally, we conclude that for some adversary structures the length of
every secure protocol is exponential in the number of processors.

1. We exclusively consider adversary structures Z that only contain classes
with an empty active set, i.e. ∀(D, E) ∈ Z : D = ∅. Hence, the necessary
and sufficient conditions for the existence of multi-party protocols is that the
passive sets of no two classes in Z cover the full set P of processors. As a
shorthand we write E ∈ Z instead of (D, E) ∈ Z. Without loss of generality,
assume that n = |P | is odd, and let m = (n + 1)/2. Fix a processor p ∈ P ,
and consider the set B that contains all subsets of P \{p} with exactly m
processors, i.e. B = {E ⊆ (P \{p}) : |E| = m}. For each subset B′ ⊆ B, we
define ZB′ to be the adversary structure that contains all sets in B′, plus all
sets E ⊆ P with |E| < m and (P \E) /∈ B. One can easily verify that ZB′ is
admissible and maximal, and that for two different subsets B′, B′′ ⊆ B, the
structures ZB′ and ZB′′ are different. The size of B is |B| =

(
n−1
m

)
, hence

there are 2(n−1
m ) different subsets B′ of B, and thus doubly-exponentially

many different maximal admissible adversary structures.
2. Let Z be a maximal admissible adversary structure, and let π be a protocol

that Z-securely computes (π∗, τ). For the sake of contradiction, assume that
for some other maximal admissible adversary structure Z ′ (where Z ′ �= Z),
the same protocol π Z ′-securely computes (π∗, τ). Then π would (Z ∪ Z ′)-
securely compute (π∗, τ). However, since both Z and Z ′ are maximal admis-
sible, (Z ∪ Z ′) is not admissible, and hence no such protocol exists. Hence,
for each maximal admissible adversary structure Z a different protocol π is
required for securely computing (π∗, τ).

3. There are doubly-exponentially many maximal admissible adversary struc-
tures, and for each of them, a different protocol is required, hence there are
doubly-exponentially many different protocols. This concludes that some of
these protocols have exponential length. ��

5 Conclusions and Open Problems

We have given a complete characterization of adversaries tolerable in uncon-
ditional multi-party computation in a generalized model where the adversary
may actively corrupt some players and simultaneously passively corrupt
some additional players. The characterization of the adversary is given by
a set of pairs of subsets of the player set (rather than thresholds as in
[Cha89,DDWY93,FHM98] or an adversary structure for either passive or active
corruption [HM97,CDM99,SS98]). Moreover we have proposed constructions
that, for any admissible adversary, yield secure protocols with communica-
tion and computation complexities polynomial in the size of the adversary
structure. This improves on those protocols in [HM97] that have complexities
super-polynomial in the size of the adversary structure.

For many scenarios, the protocols proposed in this paper tolerate strictly
more powerful adversaries than are tolerated by any previous protocol. As a
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surprising example, the protocol for three players that unconditionally toler-
ates an adversary that passively corrupts one single player could be improved
by tolerating that the adversary may corrupt one of two specific players even
actively.

Finally, this paper has given a proof that there is a family of adversary
structures which no protocol with complexities polynomial in the number of
players exists for.

Besides active and passive player corruption, fail-corruption can be con-
sidered as a third fundamental type of player corruption, as treated in
[GHY87,DDWY93,FHM98]. It is an open problem to characterize the tight
conditions for unconditionally secure multi-party computation to be achievable
with respect to a general adversary that may simultaneously perform active,
passive and fail-corruptions. In the generalized adversary model this problem
seems to be more involved than in the threshold model.
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Abstract. Problems of secure communication and computation have
been studied extensively in network models. Goldreich, Goldwasser, and
Linial, Franklin and Yung, and Franklin and Wright have initiated the
study of secure communication and secure computation in multi-recipient
(broadcast) models. A “broadcast channel” (such as Ethernet) enables
one processor to send the same message—simultaneously and privately—
to a fixed subset of processors. Franklin and Wright, and Wang and
Desmedt have shown that if there are at most k malicious (Byzantine
style) processors, then there is an efficient protocol for achieving prob-
abilisticly reliable and perfectly private communication in a strongly n-
connected network where n ≥ k + 1. While these results are uncondi-
tional, we will consider these problems in the scenario of conditional
reliability, and then improve the bounds. In this paper, using the re-
sults for hardness of approximation and optimization problems, we will
design communication protocols (with broadcast channels) which could
defeat more faults than possible with the state of the art. Specifically, as-
suming certain approximation hardness result, we will construct strongly
n-connected graphs which could defeat a k-active adversary (whose com-
putation power is polynomially bounded) for k = cn, where c > 1 is
any given constant. This result improves a great deal on the results of
Franklin and Wright, and Wang and Desmedt.

1 Introduction
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parties are only indirectly connected, as elements of an incomplete network of
private and authenticated channels. In other words they need to use intermediate
or internal nodes. Achieving participants cooperation in the presence of faults is
a major problem in distributed networks. The interplay of network connectivity
and secure communication have been studied extensively (see, e.g., [2,4,5,10]).
For example, Dolev [4] and Dolev, Dwork, Waarts, and Yung [5] showed that, in
the case of k Byzantine faults, reliable communication is achievable only if the
system’s network is 2k + 1 connected. Hadzilacos [10] has shown that even in
the absence of malicious failures connectivity k+1 is required to achieve reliable
communication in the presence of k faulty participants.

Goldreich, Goldwasser, and Linial [9], Franklin and Yung [7], and Franklin
and Wright [6] have initiated the study of secure communication and secure
computation in multi-recipient (broadcast) models. A “broadcast channel” (such
as Ethernet) enables one participant to send the same message—simultaneously
and privately—to a fixed subset of participants. Franklin and Yung [7] have given
a necessary and sufficient condition for individuals to exchange private messages
in broadcast models in the presence of passive adversaries (passive gossipers).
For the case of active Byzantine adversaries, many results have been presented
by Franklin and Wright [6]. Note that Goldreich, Goldwasser, and Linial [9] have
also studied the fault-tolerant computation in the public broadcast model in the
presence of active Byzantine adversaries.

There are many examples of broadcast channels. A simple example is a local
area network like an Ethernet bus or a token ring. Another example is a shared
cryptographic key. By publishing an encrypted message, a participant initiates
a broadcast to the subset of participants that is able to decrypt it.

We will abstract away the concrete network structures and consider multicast
graphs. Specifically, a multicast graph is just a graph G(V,E). A vertex A ∈ V
is called a neighbor of another vertex B ∈ V if there is an edge (A,B) ∈ E.
In a multicast graph, we assume that any message sent by a node A will be
received identically by all its neighbors, whether or not A is faulty, and all parties
outside of A’s neighborhood learn nothing about the content of the message. The
neighborhood networks have been studied by Franklin and Yung in [7]. They have
also studied the more general notion of hypergraphs, which we do not need.

As Franklin and Wright [6] have pointed out, unlike the simple channel model,
it is not possible to directly apply protocols over multicast lines to disjoint paths
in a general multicast graph, since disjoint paths may have common neighbors.
Franklin and Wright have shown that in certain cases the change from simple
channel to broadcast channel hurts the adversary more than it helps, because
the adversary suffers from the restriction that an incorrect transmission from a
faulty processor will always be received identically by all of its neighbors.

It was shown [6] that if the sender and the receiver are strongly n-connected
(that is, there are n paths with disjoint neighborhoods) and the malicious adver-
sary can destroy at most k processors, then the condition n > k is necessary and
sufficient for achieving efficient probabilisticly reliable and probabilisticly private
communication. They also showed that there is an efficient protocol to achieve
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probabilisticly reliable and perfectly private communication when n > �3k/2�.
Recently, Wang and Desmedt [13] have shown that, indeed, the condition n > k
is necessary and sufficient for achieving efficient probabilisticly reliable and per-
fectly private communication in broadcast channels.

Definition 1. Let A and B be two vertices on a multicast graph G(V,E). We
say that A and B are strongly n-connected if there are n neighborhood disjoint
paths p1, . . . , pn between A and B, that is, for any i �= j(≤ n), pi and pj have
no common neighbor (except A and B). In other words, for any vertex v ∈
V \ {A,B}, if there is a vertex u1 on pi such that (v, u1) ∈ E, then there is no
u2 on pj such that (v, u2) ∈ E.

However, all these results are concerned with malicious adversaries with un-
limited computational power. In this paper, we will consider the situation when
the adversary’s computational power is polynomial time bounded. Specifically,
assuming certain approximation hardness result, we will construct strongly n-
connected multicast graphs which could defeat a k-active adversary (whose com-
putation power is polynomial time bounded) for k = cn, where c > 1 is any given
constant. This result improves a great deal on the results of Franklin and Wright
[6] (which are for unconditional reliability). To achieve this improvement we use
some of the hardness results of Burmester, Desmedt, and Wang in [3].

The idea underlying our construction is that we will design strongly n-
connected communication graphs in such a way that it is hard for the adversary
to find the neighborhood disjoint n paths which is a witness to the strong n-
connectivity. Hence the adversary does not know which processors to block (or
control).

There have been many results (see, e.g., [1,12] for a survey) for hardness of
approximating an NP-hard optimization problem within a factor c from “be-
low”. For example, it is hard to compute an independent set1 V ′ of a graph
G(V,E) with the property that |V ′| ≥ n

c for some given factor c, where n is the
size of the maximum independent set of G. But for our problem, we are more
concerned with approximating an NP-hard optimization problem from “above”.
For example, given a graph G(V,E), how hard is it to compute a vertex set V ′

of G with |V ′| ≤ cn such that V ′ contains an optimal independent set of G,
where n is the size of the optimal independent set of G? Burmester, Desmedt,
and Wang have shown that this kind of approximation problem is also NP-hard.
We will use this result to design strongly n-connected multicast graphs which is
secure against an active adversary who can control cn vertices where c > 1 is
some constant.

The organization of this paper is as follows. We first present in Section 2
some graph theoretic result which we will need in this paper. Section 3 surveys
the model for commutation in broadcast channels. In Section 4 we demonstrate
how to use strongly n-connected graphs with trapdoors to achieve reliable and
private communication against active adversaries. In Section 5 we outline an
1 An independent set in a graph G(V, E) is a subset V ′ of V such that no two vertices
in V ′ are joined by an edge in E.
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approach to build strongly n-connected graphs with trapdoors. We conclude in
Section 6 with remarks towards theoretical improvements and we present some
open problems.

2 Optimization and Approximation

In this section we survey and introduce some graph theoretic results which will
be used in later sections.

Definition 2. The independent set problem is:

Instance: A graph G(V,E) and a number n.
Question: Does there exist a vertex set V1 ⊆ V of size n such that any two nodes
in V1 are not connected by an edge in E?

Definition 3. Given a graph G(V,E), a vertex subset V ′ ⊆ V is called neigh-
borhood independent if for any u, v ∈ V ′ there is no w ∈ V such that both (u,w)
and (v, w) are edges in E.

Definition 4. A vertex v in a graph G(V,E) is isolated if there is no edge
adjacent to v, i.e., for all w ∈ V , (v, w) /∈ E.

Theorem 1. Given a graph G(V,E) and a number n, it is NP-complete to
decide whether there exists a neighborhood independent set V1 ⊆ V of size n.

Proof. It is clear that the specified problem is in NP. Whence it suffices to
reduce the NP-complete problem IS (Independent Set) to our problem.

The input G(V,E), to IS, consists of a set of vertices V = {v1, . . . , vm} and
a set of edges E. In the following we construct a graph f(G) = GNI(VG, EG)
such that there is an independent set of size n in G if and only if there is a
neighborhood independent set of size n in GNI.

Let VG = V ∪V ′ where V ′ = {vi,j : (vi, vj) ∈ E, i < j}∪{vi,i : vi is an isolated
vertex} and EG ={(vi, vi,j), (vi,j , vj) : vi,j ∈ V ′, i ≤ j}∪{(vi,j, vi′,j′) : vi,j , vi′,j′ ∈
V ′, i ≤ j, i′ ≤ j′}. It is straightforward to check that, for any neighborhood in-
dependent set V1 ⊆ VG, if V1 ∩ V ′ �= ∅ then |V1| = 1. It is also clear that for any
two vertex u, v ∈ V , u and v have no common neighbor in f(G) if and only if
(u, v) /∈ E. Hence there is a neighborhood independent set of size n in GNI if
and only if there is an independent set of size n in G. ��

The following results follow directly from the corresponding results for inde-
pendent sets in Burmester, Desmedt, and Wang [3].

Theorem 2. ([3]) There is a constant ε > 0 such that it is NP-hard to compute
a vertex set V ′ ⊆ V of a graph G(V,E), with the following properties:

1. |V ′| ≤ nmε, where n is the size of the maximum neighborhood independent
set of G and m = |V |.

2. V ′ contains a neighborhood independent vertex set V ′′ such that |V ′′| ≥ n
2 .
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Corollary 1. ([3]) There is a constant ε > 0 such that it is NP-hard to compute
a vertex set V ′ ⊆ V of a graph G(V,E), with the following properties:

1. |V ′| ≤ nmε, where n is the size of the maximum neighborhood independent
set of G and m = |V |.

2. V ′ contains a neighborhood independent vertex set V ′′ such that |V ′′| = n.

3 Models

Following Franklin and Wright [6], we consider multicast as our only communica-
tion primitive. A message that is multicast by any node in a multicast neighbor
network is received by all its neighbors with privacy (that is, non-neighbors
learn nothing about what was sent) and authentication (that is, neighbors are
guaranteed to receive the value that was multicast and to know which neighbor
multicast it). In our models, we assume that all nodes in the multicast graph
know the complete protocol specification and the complete structure of the mul-
ticast graph. In a message transmission protocol, the sender A starts with a
message MA drawn from a message space M with respect to a certain proba-
bility distribution. At the end of the protocol, the receiver B outputs a message
MB. We consider a synchronous system in which messages are sent via multicast
in rounds. During each round of the protocol, each node receives any messages
that were multicast by its neighbors at the end of the previous round, flips coins
and perform local computations, and then possibly multicast a message.

Generally there are two kinds of adversaries. A passive adversary (or gos-
siper adversary) is an adversary who can only observe the traffics through k
internal nodes. An active adversary (or Byzantine adversary) is an adversary
with polynomial-time bounded computational power who can control k internal
nodes. That is, an active adversary will not only listen to the traffics through the
controlled nodes, but also control the message sent by those controlled nodes.
Both kinds of adversaries are assumed to know the complete protocol specifi-
cation, message space, and the complete structure of the multicast graph. At
the start of the protocol, the adversary chooses the k faulty nodes. A passive
adversary can view the behavior (coin flips, computations, message received) of
all the faulty nodes. An active adversary can view all the behavior of the faulty
nodes and, in addition, control the message that they multicast. We allow for
the strongest adversary. Throughout this paper, unless specified otherwise, we
will use k to denote the number of nodes that the adversary can control and use
n to denote the connectivity of the network.

For any execution of the protocol, let adv be the adversary’s view of the entire
protocol. We write adv(M, r) to denote the adversary’s view whenMA =M and
when the sequence of coin flips used by the adversary is r.

Definition 5. (see Franklin and Wright [6])

1. A message transmission protocol is δ-reliable if, with probability at least 1−δ,
B terminates with MB = MA. The probability is over the choices of MA

and the coin flips of all nodes.
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2. A message transmission protocol is ε-private if, for every two messages
M0,M1 and every r,

∑
c |Pr[adv(M0, r) = c] − Pr[adv(M1, r) = c]| ≤ 2ε.

The probabilities are taken over the coin flips of the honest parties, and the
sum is over all possible values of the adversary’s view.

3. A message transmission protocol is perfectly private if it is 0-private.
4. A message transmission protocol is (ε, δ)-secure if it is ε-private and δ-

reliable.
5. An (ε, δ)-secure message transmission protocol is efficient if its round com-

plexity and bit complexity are polynomial in the size of the network, log 1
ε (if

ε > 0) and log 1
δ (if δ > 0).

In order for an adversary to attack the broadcast communication system
which is modeled by a strongly n-connected graph, s/he does not need to find
all of the n neighborhood disjoint paths {p1, . . . , pn} in the graph. S/he can
choose to control one neighbor vertex on each of the n paths. We therefore give
the following definition.

Definition 6. Let G be a strongly n-connected graph, and P = {p1, . . . , pn}
be a witness to the strong n-connectivity of the graph. A set S = {v1, . . . , vk}
of vertices in G is called an eavesdropping vertex set of P if for each path
pi ∈ P (i = 1, . . . , n), there is a vj ∈ S which is a neighbor of (at least one of
the vertices in) pi.

Note that in the above definition, k could be larger than or smaller than n.

Remark 1. The problem of finding an eavesdropping vertex set in a strongly
k-connected graph is NP-hard which will be proved in Section 5.

The following theorem follows straightforwardly from the corresponding theo-
rems in Franklin and Wright [6], and Wang and Desmedt [13].

Theorem 3. (Franklin and Wright [6], Wang and Desmedt [13]) If A and B are
strongly n-connected, and the adversary does not control an eavesdropping vertex
between A and B, then there is an efficient (0, δ)-secure message transmission
protocol between A and B.

4 Reliable and Private Communication with Trapdoors

In this section, we show how to design reliable and private communication sys-
tems with trapdoors such that the following condition is satisfied:

– The broadcast communication system modeled by a strongly n-connected
graph is robust against a polynomial time bounded k-active adversary where
k ≤ cn and c > 1 is any given constant.

The idea is to use the fact that it is NP-hard to find an eavesdropping
vertex set of a strongly n-connected graph. It follows that if one designs the
graph in such a way that the trusted participants can easily find a witness to the
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strong n-connectivity of the graph, and the sender and receiver always initiate
a communication through this witness, then reliable and private communication
is possible. The benefit from using trapdoors in a communication system with
broadcast channels is obvious. If we do not use trapdoors then, Franklin and
Wright [6]’s results show that a strongly n-connected graph is only robust against
k-active adversaries when k < n. However, if we use trapdoors in the design
of graphs, then with high probability, a strongly n-connected graph is robust
against k-active adversaries where k ≤ cn and c > 1 is any given constant. The
reason is that even though the adversary has the power to jam or control k > n
vertices in the graph, he does not know which vertices to corrupt such that each
path pi will have a corrupted neighbor (which can eavesdrop on the messages
sent through the path pi).

Definition 7. Let {Gn}n∈N be an ensemble of graphs with the property that each
graph in Gn is strongly n-connected but not strongly n + 1-connected, where N
is the set of positive integers, and let kn (n = 1, 2, . . .) be a sequence of positive
integers. The ensemble {Gn}n∈N is called polynomial-time robust against kn-
active adversaries if for every probabilistic polynomial-time algorithm D with
the property that for each G ∈ Gn, D(G) is a kn-element vertex subset of G, and
for every polynomial p(·) and all sufficiently large n, the following condition is
satisfied:

If Gn is not empty then the following inequality holds:
∣∣∣∣∣

∑

G∈Gn

Prob (D(G) is an eavesdropping vertex set of G)

∣∣∣∣∣ <
1
p(n)

.

The probabilities in the above definition are taken over the corresponding
random variables Gn and the internal coin tosses of the algorithm D.

Indeed, for the kn and n in Definition 7, if kn < n, then every ensemble
{Gn}n∈N is polynomial-time robust against kn-active adversaries. So one of the
main problems is to design graph ensembles {Gn}n∈N which are polynomial-time
robust against kn-active adversaries for kn ≥ n, that is, to design strongly n-
connected graphs in which it is hard on the average case to find an eavesdropping
vertex set of size kn ≥ n. In Section 5, we will outline an approach to generate
such kind of graphs. In the remaining part of this section we will demonstrate
how to use these graphs to achieve reliability and privacy in broadcast channels.

Protocol I

1. Alice generates a strongly n-connected graph G such that finding a size
k(= cn) eavesdropping vertex set is hard, where c > 1 is any given constant.
(The details will be presented in Section 5).

2. Using a secure channel, Alice sends to the sender and the receiver the n
neighborhood disjoint paths P = {p1, . . . , pn} which is a witness to the
strong n-connectivity of G.
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3. In order to carry out one communication, the sender and the receiver initiate
the communication protocol in Theorem 3 through the n paths in P .

Note that our above protocol is not proactive, that is, it is not secure against
a dynamic adversary who after observing one communication will change the
vertices he controls. Indeed, it is an interesting open problem to design protocols
which are secure against dynamic adversaries.

First assume that Mallory is a k-active adversary where k = cn for some
constant c > 1, and P = {p1, . . . , pn} is the set of neighborhood disjoint paths
used in Protocol I. Since Mallory does not know how to find a size k eavesdrop-
ping vertex set for P (finding such a set is very hard, e.g., as hard as factoring,
let say a 1024-bit integer), she does not know which vertices to corrupt so that
she can corrupt the system even though she has the power to corrupt k = cn
vertices. It follows that the system is robust against a k-active adversary.

5 Strongly n-connected Graphs with Trapdoors

In this section, we consider the problem of designing strongly n-connected graphs
with trapdoors. By using Corollary 1, we will construct practical, average-case
hard, strongly n-connected, graphs which are robust against k-active adversaries
for k = n+c, where c is some given constant. Our following construction is based
on the hardness of factoring a large integer and we will not use the approximation
hardness results (which will be used to prove theoretical results in the next
section).

Construction Let N be a large number which is a product of two primes p and
q. We will construct a strongly n-connected graph G with the following property:
given the number N and an eavesdropping vertex set for G, one can compute
efficiently the two factors p and q. Let x1, . . . , xt and y1, . . . , yt be variables which
take values 0 and 1, where t = �logN�. And let (xt . . . x1)2 and (yt . . . y1)2 denote
the binary representations of

∑
xi2i−1 and

∑
yi2i−1 respectively. Then use the

relation
(xt . . . x1)2 × (yt . . . y1)2 = N (1)

to construct a 3SAT formula C with the following properties (the details of
the construction are omitted. Indeed, one can use the constructive proof that
3SAT is NP-complete (see, e.g., [8, pp. 48-49]) to construct the 3SAT formula
C though there are more efficient ways for our construction):

1. C has at most O(t2) clauses.
2. C is satisfiable and, from a satisfying assignment of C, one can compute in

linear time an assignment of x1, . . . , xt, y1, . . . , yt such that the equation (1)
is satisfied. That is, from a satisfying assignment of C, one can factor N
easily.
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Now, by combining the construction in [8, pp. 48-49] (which constructs a graph
GI for each 3SAT formula C with the property that GI has an independent
set of size l for some constant l = O(t2) if and only if C is satisfiable) and the
reduction in the proof of Theorem 1, construct a graph G′(V ′, E′) and a number
n = O(t2) with the property that: from a size n neighborhood independent
set of G′, one can compute in linear time a satisfying assignment of C. Lastly,
the following procedure will generate a strongly n-connected graph G with the
property that, from a size n+ c eavesdropping vertex set of G, one can compute
in linear time a size n neighborhood independent set of G′. Whence from any
size n + c eavesdropping vertex set of G, one can compute in polynomial time
the primes p and q. As a summary, our construction proceeds as follows.

(N, p, q) → graph G′ → strongly n-connected graph G

Procedure for generating G from G′(V ′, E′): In the following we construct a
multicast graph f(G′) = G(V,E) and two nodes A,B ∈ V (where A denotes the
sender andB denotes the receiver) such that there is a neighborhood independent
set of size n in G′ if and only if A and B are strongly n-connected.

Let V = {A,B} ∪ V ′, and E = E′ ∪ {(A, v), (v,B) : v ∈ V ′}. It is clear
that two paths P1 = (A, vi, B) and P2 = (A, vj , B) are vertex disjoint and have
no common neighbor (except A and B) in G if and only if vi and vj have no
common neighbor in G′(V ′, E′). Hence there is a neighborhood independent set
of size n in G′ if and only if A and B are strongly n-connected in G. It is now
sufficient to show that from each size n+ c eavesdropping vertex set S′ of G, one
can compute in polynomial time a size n neighborhood independent set of G′.

Since S′ is an eavesdropping vertex set of G and G is strongly n-connected,
there is at least one size n subset S of S′ such that

– S itself is an eavesdropping vertex set of G;
– S is a neighborhood independent set of G′.

There are
(
n+c

n

)
=

(
n+c

c

)
(which is a polynomial in n) many different size n

subsets of S′. Whence by considering all these different size n subset of S′ we
can compute in polynomial time a size n vertex set S with the above properties.

It is straightforward to see that the above constructed strongly n-connected
graph G is robust against k-active adversaries for k = n + c if factoring N is
hard, where c is any given constant.

In order to state our main theorem, we need the following assumption of
average hardness of factoring.
Hardness Assumption of Factoring: There exists an ensemble {Xn}n∈N
(where Xn is a subset of composite numbers of length n) such that for every
probabilistic polynomial-time algorithm D from positive integers to positive in-
tegers, every polynomial p(·), and all sufficiently large n, the following condition
is satisfied:

∣∣∣∣∣
∑

x∈Xn

Prob (D(x) is a non-trivial factor of x)

∣∣∣∣∣ <
1
p(n)

.
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Now it is clear that our above discussion implies the following result:

Theorem 4. Assume the average hardness of factoring, then we can construct
a graph ensemble {Gn}n∈N which is polynomial-time robust against kn-active
adversaries, where kn = n+ c for some constant c > 1.

Proof. It follows from the preceding discussions. ��

6 Towards Theoretical Improvements

In the previous section, we outlined a “practical” approach for constructing
strongly n-connected graphs which are robust against k-active adversaries for
k = n + c. In this section we consider theoretical improvements. That is, we
will construct strongly n-connected graphs which are robust against k-active
adversaries for k = cn.

Construction First generate a graph G′(V ′, E′) and a number n which satisfy
the conditions of Corollary 1. Secondly, using the method from the previous sec-
tion of constructing the strongly n-connected graph G(V,E) from G′(V ′, E′), we
construct the strongly n-connected graph G(V,E) with the following properties:

1. Two paths P1 and P2 in G which go through ui and uj respectively are
neighborhood disjoint if and only if ui and uj have no common neighbor in
G′ (see the previous section for details).

2. There is a size n neighborhood independent set in G′ if and only if there are
n neighborhood disjoint paths in G. And from n neighborhood disjoint paths
in G one can compute in linear time a size n neighborhood independent set
in G′.

From the construction of G from G′, it is straightforward that for any size cn
eavesdropping vertex set S′ of G, S′ contains a size n neighborhood independent
set of G′.

By Corollary 1, the graph G is robust against cn-active adversaries.

Remark 2. The above construction shows that, with some reasonable assumption
(for example, assume the existence of a probabilistic polynomial time algorithm
to generate hard strongly n-connected graphs needed in the above construction,
it is possible to construct an ensemble {Gn}n∈N of strongly n-connected graphs
which is robust against polynomial-time kn-active adversaries, where kn = cn
for some constant c > 1.

In this section, we constructed strongly n-connected graphs which are robust
against cn-active adversaries. However, these constructions are inefficient and
are only of theoretical interests, since the size of the graph G in Corollary 1 will
be enormous if we want to make the security of the system to be at least as hard
as an exhaustive search of a 1024-bit space. One of the most interesting open
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questions is how to efficiently generate hard instances of strongly n-connected
graphs, especially, for arbitrary number n.

We should also note that, in order to construct the strongly n-connected
graphs in this section, we need to construct standard graphs which satisfy the
conditions of Corollary 1. That is, we need an algorithm to build graphs whose
neighborhood independent sets are hard to approximate in the average case.
Whence it is interesting (and open) to prove some average-case hardness results
for the corresponding problems.

Our protocols in this paper are not proactive, that is, not robust against
a dynamic adversary who after observing one communication will change the
vertices he controls. It is an interesting open problem to design protocols which
are secure against dynamic adversaries.
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Abstract. Two universally verifiable mix-net schemes that eliminate
the cumbersome Cut-and-Choose method are presented. The construc-
tion is based on a permutation network composed of a network of
‘switches’ that transposes two inputs. For N inputs and t tolerable
corrupt mix-servers, the schemes achieve O(tN logN) efficiency in com-
putation and communication while previous schemes require O(κmN)
for error probability 2−κ and m mix-servers. The schemes suit small
to middle-scale secret-ballot electronic elections. Moreover, one of the
schemes enjoys less round complexity so that servers do not need to talk
to other servers except their neighbors unless disruption occurs.

1 Introduction

Mix-net is a cryptographic primitive that consists of a series of mix-servers that
decrypt input ciphertexts and output the results in random order; thus it cuts the
link between inputs and outputs. It has been mainly used to construct electronic
secret ballot voting schemes where privacy should be protected.

Early constructions e.g., [5] and [13] are weak against the active deviation
of mix-servers. For instance, any one server can control the output by stealthily
replacing messages unless every user makes sure that his/her message appears
among the output. In [15], Sako and Killian introduced a universally verifiable
scheme by which the correctness of the entire output could be verified by any-
body [15]. Robustness was first added in [12]. These later schemes are based on
the cumbersome Cut-and-Choose method where each server and verifier suffers
O(κmN) computation and communication cost for m servers, N inputs, and
error probability 1/2κ. In [1], the cost for a verifier was reduced to O(κN) at
the cost of an increase in communication between servers.

In [10,11], Jakobsson introduced robust schemes that are efficient in compu-
tation for large N . However, unlike the previous universally verifiable schemes,
a verifier need to trust at least one server to convince himself of the correctness.
Such a model would be sufficient when managers of mix-servers are selected from
parties which can discredit each other. Thus, for instance, such schemes suit
large-scale election where no conspiracy is expected. On the contrary, this paper
addresses universally verifiable schemes where the correctness can be verified
without trusting any server. Such a property prevents managers of mix-servers
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from being blackmailed or committing bribery because the final output is out of
their control.

Another drawback of previously known robust schemes is that the servers
must interact each other frequently to verify intermediate results. If such schemes
are implemented on a real network such as the Internet where the cost is excessive
in terms of overhead, round complexity may dominate the total efficiency.

Our contribution: This paper presents two efficient robust and universally
verifiable mix-nets, referred as MiP-1 and MiP-2, that are the first to eliminate
Cut-and-Choose. The heart of our construction is the use of Permutation Net-
works where inputs can be arbitrarily permuted according to a control signal.
Both of our schemes offer O(tN logN) computation/communication efficiency
where t is the number of tolerable corrupt servers. As complexity grows faster
in N than the previous schemes, our solution suits small to moderate scale ap-
plications (but covers many practical cases). For instance, for N < 225, both
schemes require less computation than the scheme in [12] at κ = 80 and m = 5.
Furthermore, MiP-1 has an attractive property in that servers only need to send
data to the next server unless disruption happens.

2 Model

Participants: Users {Ui}i∈{1,...,N}, mix-servers {Mj}j∈{1,...,m}, and a verifier
V. All of them are polynomially bounded.

Communication Channel: We assume the use of a bulletin board BB where
participants read and write in authenticated manner. No one can cancel any
information once written to the BB.

Adversary: It is assumed that there exists a polynomially bounded adversary
A who can corrupt up to some fixed number of mix-servers and users. We denote
the set of corrupt users and servers by UA and MA respectively. Similarly, UH
and MH denote honest users and servers respectively. A controls UA and MA
in an arbitrary way to break anonymity or to create incorrect output.

Security: Here we present a sketch of the definitions of security properties.
Let Ey(msg , r) denote the probabilistic encryption of message msg with random
factor r and encryption key y. Let Dx() be the corresponding decryption func-
tion. The space for plain messages defined by the encryption function is denoted
by MSGE . An application may define its own message space Σ ⊆ MSGE . Let
(E1, . . . , EN ) denote an input to a mix-net, and (υ1, . . . , υN) denote the output
obtained as a result of invocation of Mix-net protocols with respect to the input.

Definition 1 (Correctness). The output (υ1, . . . , υN ) is correct if there exists
a permutation between (υ1, . . . , υN ) and (Dx(E1), . . . , Dx(EN )).

Definition 2 (Universal Verifiability). Let viewpub be all the information
written in the BB during an execution of the mix-net protocols. A mix-net is
verifiable if there exists a (probabilistic) polynomial-time algorithm V that, on
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input viewpub, outputs accept if (υ1, . . . , υN ) is correct, otherwise outputs reject
with overwhelming probability.

Let µi ∈ Σ be the plaintext chosen by user Ui. ΣH denotes the choice of
honest users, i.e., ΣH = {µi | Ui ∈ UH}. LetMI be an ideal-model mix (oracle)
that takes (µ1, . . . , µN ) as inputs from the users via authenticated untappable
channels and outputs (υ1, . . . , υN ) that satisfies υi = µπ(i) for all i and some
permutation π on {1, . . . , N}. Let AI be an ideal-model adversary such that
given MI and UH as black boxes, outputs (i, µ) that satisfies Ui ∈ UH and
µ ∈ ΣH . Similarly, let A be a real-life adversary such that givenMH and UH as
black boxes, outputs (i, µ) that satisfies Ui ∈ UH and µ ∈ ΣH .

Definition 3 (Anonymity). A mix-net is (tu, tm)-anonymous if, for all poly-
nomially bound ideal-model adversaries AI that can corrupt at most tu users and
for all polynomially bound real-life adversaries A that can corrupt at most tu
users and tm mix-servers,

∣∣∣Pr [(i, µ)← AMH ,UH : µ = Dx(Ei)]− Pr [(i, µ)← AIMI ,UH : µ = µi]
∣∣∣

is negligible.

Remark: The above definition does not cover the case where all users are in UA
because, then, there is no anonymity to maintain.

Definition 4 (Robustness). A mix-net is (tu, tm)-robust if, for any adversary
A that controls UA and MA that satisfy |UA| ≤ tu and |MA| ≤ tm, MH stops
in polynomial-time with correct output with overwhelming probability.

3 Overview

The clear structural difference between our two proposals is whether they use
two phases (permutation phase, decryption phase) or one phase (randomized
decryption phase). The two-phase scheme, referred to as MiP-2, bears some
similarity to the schemes in [12,1] in that at the end of the first phase all servers
must agree on whether they proceed to the second phase or not. This contrasts
with the one-phase scheme, referred to as MiP-1, where no such synchronization
is needed as long as no disruption occurs. Let us begin with MiP-2 which is
rather easy to comprehend.

3.1 Sketch of MiP-2

MiP-2 consists of two phases: (1) the permutation phase in which inputs are
randomized and randomly permuted, and (2) the decryption phase in which the
result of the first phase is decrypted.

Let us first review the permutation network which is the heart of the permuta-
tion phase. A permutation network is a circuit which, on input (1, . . . , N) and an
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PN(4)

Switching Gate Fixed Gate

PN(4)

Fig. 1. PN(8) with PN(4)

PN(2) = Switching Gate

Fig. 2. PN(8) after decomposing PN(4)

arbitrary permutation Π : {1, . . . , N} → {1, . . . , N}, outputs (Π(1), . . . , Π(N)).
Let PN(N) denote a permutation network with N inputs hereafter. In this paper,
we consider N to be a power of 2. A switching gate is a permutation network
for two inputs, that is PN(2). It has two pairs of input/output terminals labeled
by I0, I1, O0 and O1. It also accepts control signal b ∈ {0, 1}. According to
the control signal, it outputs either (O0, O1) = (I0, I1) or (O0, O1) = (I1, I0).
Suppose a switching gate provides delay of 1. The following theorem holds.

Theorem 5. For any N of power of 2, there exists PN(N) that consists of
N log2N −N + 1 switching gates and provides 2 log2N − 1 delay.

Please refer [17] for proof and detailed construction. Here we use intuitive
figures to illustrate the recursive construction of PN(8). Dotted boxes indicate
fixed gates that simply output the inputs. We refer to the gates in the column
nearest to the output terminal as output gates.

Suppose that a switching gate randomizes inputs. It outputs the results in
random order to conceal the correspondence between the inputs and outputs.
Let Ey(·) and Ry(·) be a probabilistic encryption function and a randomiza-
tion function with respect to encryption key y that satisfy Ry(Ey(msg , s), r) =
Ey(msg , s + r) for any message msg ∈ MSGE for random factors s, r and for
some binary operation ‘+’. Let I0 := Ey(msg0, s0), I1 := Ey(msg1, s1) be inputs
to a switching gate. The switching gate selects random factor r0, r1 and outputs
Ob := R(I0, r0) = Ey(msg0, s0 + r0) and Ob̄ := Ry(I1, r1) = Ey(msg1, s1 + r1)
according to b ∈R {0, 1}. If Ey provides indistinguishability, that is, it is infea-
sible to determine β ∈R {0, 1} given (msgβ ,msg β̄) and (I0, I1), then it is also
infeasible to determine b when (I0, I1) and (O0, O1) are given. Accordingly, the
switching gate conceals the correspondence between its inputs and outputs. By
using such switching gates for PN(N), N randomized ciphertexts are output in
random order.

To provide verifiability, the switching gate executes a zero-knowledge proof
that guarantees correct application of Ry without revealing r0, r1, b. Such a proof
can be done by combining the Chaum-Pedersen protocol [6], which proves the
equality of two discrete logarithms, with the protocol used in [7], which proves
two statements connected by OR. This costs about four times as much compu-
tation as the Chaum-Pedersen protocol (see section 5.2).
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Fig. 3. Series of permutation networks. Each server is assigned some gates within
a network.

To tolerate at most t honest but curious servers (i.e., passive adversaries),
we construct the permutation phase with t+ 1 permutation networks connected
in series as shown in Figure 3. As illustrated, each server is assigned some gates
within a network and never works for two or more networks. With this structure,
we have at least one adversary-free permutation network among them. Accord-
ingly, those networks can yield any permutation of N inputs unknown to at most
t passive adversaries.

When more than t servers agree that the permutation phase is done correctly,
they proceed to the decryption phase where they decrypt the result of the first
phase in collaboration.

3.2 Sketch of MiP-1

MiP-1 consists of only one phase, the randomized decryption phase, where a
series of servers perform decryption and random permutation at the same time.

Similar to MiP-2, a series of t+1 permutation networks are used for construct-
ing MiP-1. This time, however, each server is assigned to one or more column of
gates within a permutation network, in contrast to MiP-2 where servers can be
assigned to any gate.

Let d be the total number of columns of t+1 permutation networks. A server
assigned to the gates in j-th column has an encryption key yj and decryption
key xj . Let x be x = x1 ⊕ · · · ⊕ xd and y = y1 ⊗ · · · ⊗ yd for some commutative
binary operations ‘⊕’ and ‘⊗’. Let ŷj denote yj ⊗ · · · ⊗ yd (so y = ŷ1). Suppose
that decryption function Dxj (·) satisfies Dxj (Eŷj (msg, s)) = Eŷj+1(msg, s) for
any appropriate message msg and random factor s. Namely, Dxj (·) is a function
that transforms a ciphertext with ŷj into another with ŷj+1 associated with the
same plain message. (For j = d, let Dxd

(Eyd
(msg, s)) = msg.)

Let I0 := Eŷj (msg0, s0), I1 := Eŷj (msg1, s1) be inputs to a switching gate in
the j-th column. The switching gate randomly chooses r0, r1 and applies Dxj (·)
and Rŷj+1(·) to I0 and I1 as Ob := Rŷj+1(Dxj (I0), r0), Ob̄ := Rŷj+1(Dxj (I1), r1)
for b ∈R {0, 1}. It then outputs O0, O1. Observe that Ob := Rŷj+1(Dxj (I0), r0) =
Rŷj+1(Eŷj+1(msg0, s0), r0) = Eŷj+1(msg0, s0 + r0). As a result, the output of a
switching gate in the (j + 1)-th column is a message encrypted with key ŷj+1.
Therefore, by applying this procedure to the last column of the series of permu-
tation networks (the output gates only apply Dxd

(·)), we obtain the plaintext
as Dxd

(Rŷd
(Dxd−1 · · ·Rŷ2(Dx1(I0), r0) · · ·)) = Dxd⊕···⊕x1(I0) = msg0.
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For verifiability, each gate proves in zero-knowledge that Dxj (·) and Rŷj+1(·)
have been applied correctly without revealing xj , r0, r1, b. It is about 6 times
more costly than the Chaum-Pedersen protocol (see Section 6.2). Fixed gates in
the j-th column only apply Dxj () to inputs. In this case, the proof costs about
half of that of the switching gates.

4 Encryption Scheme

To achieve anonymity, inputs to a mix-net must be encrypted in a non-malleable
way. Although the robust threshold Cramer-Shoup cryptosystems [4,2], which are
provably non-malleable, can be used for our purpose we employ the following
scheme which combines El Gamal encryption and Schnorr signature for the sake
of efficiency. For a rigorous discussion of the security of the scheme, please refer
to [16].

Let G be a discrete logarithm instance generator, which, on input security
parameter 1n, outputs (p, q, g) where p, q are large primes that satisfy p = 2q+1
and g is an element of subgroup Gq of order q of multiplicative group Z∗

p . We
assume the intractability of solving the discrete logarithm in Gq. Hereafter, all
arithmetic operations are done in mod p unless otherwise stated.

Let (x, y) ∈ Zq × Gq be a decryption and encryption key pair that satisfy
y = gx. A ciphertext of message msg ∈ Gq is (M,G, c, z) where M = msg ys,
G = gs, c = H(M,G, gw), z = w−c s mod q for a hash functionH : {0, 1}∗ → 2|q|

and random number s, w ∈U Zq. Decryption is done by first verifying whether
c = H(M,G, gzGc), and M,G ∈ Gq. If it is successful, the output is msg :=
M/Gx.

The input to a mix-net is a list of (M,G)-s that successfully passes the above
verifications. The list is assumed not to contain duplicated (M,G)-s.

5 Details of MiP-2

5.1 Preliminaries

Common parameters p, q, g are generated by a generator and are published to
all participants in an authentic way. Threshold t is selected from 0 to �m−1

2 �. As
described in the overview, each server is assigned some switching gates within the
same PN(N) in a series of t+1 PN(N). Though each server can be assigned to any
(not necessarily adjacent) gates, we assume, hereafter, that all the gates of Mk are
connected to the gates of Mk+1 just for efficiency and simplicity. This limitation
does not affect the descriptions given in Section 5.2. Obvious modification of
descriptions in Section 5.3 will yield general description for MiP-2.

All servers cooperate to execute the key generation protocol [14,9]. As a
result, decryption key x is shared into x1, . . . , xm by using the (t+1,m)-threshold
scheme so that server Mk has xk privately. Corresponding public keys y := gx

and all yk := gxk are published.
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5.2 Task of Switching Gates

The task of a switching gate is twofold: the main operation and the proof of
correctness of the operation. Server Mk executes the following for each switching
gate in its charge. Let Ii = (Mi, Gi) for i = 0, 1 be inputs to a switching gate.

[Main Operation]
Choose r0, r1 ∈R Zq, and b ∈R {0, 1}. Compute

Ob := (M̃b, G̃b) = (M0y
r0 , G0g

r0), (1)
Ob̄ := (M̃b̄, G̃b̄) = (M1y

r1 , G1g
r1). (2)

[End]

Mk then proves in zero-knowledge that

(St-1): logy M̃0/M0 = logg G̃0/G0 ∧ logy M̃1/M1 = logg G̃1/G1

or

(St-2): logy M̃0/M1 = logg G̃0/G1 ∧ logy M̃1/M0 = logg G̃1/G0

is satisfied. Observe that (St-1) resp. (St-2) should hold for b = 0 resp. 1.

[Proving (St-1) ∨ (St-2)]

SP1-1: Mk selects w0, w1, zb̄,0, zb̄,1, eb̄ ∈R Zq, and computes, for i = 0, 1,

Tb,i := ywi ,

Wb,i := gwi ,

Tb̄,i := yzb̄,i(M̃b̄⊕i/Mi)eb̄ , and

Wb̄,i := gzb̄,i(G̃b̄⊕i/Gi)eb̄ (⊕ means XOR hereafter).

It then sends (T0,0,W0,0, T0,1,W0,1, T1,0,W1,0, T1,1,W1,1) to V.
SP1-2: V sends c ∈R Zq to Mk.
SP1-3: Mk computes eb := c−eb̄ mod q and zb,i := wi−eb ri mod q for i = 0, 1.

Mk then sends (e0, e1, z0,0, z0,1, z1,0, z1,1) to V.
SP1-4: V first checks c ?= e0 + e1 mod q and verifies that, for b = 0, 1 and

i = 0, 1,

Tb,i
?= yzb,i(M̃b⊕i/Mi)eb , and

Wb,i
?= gzb,i(G̃b⊕i/Gi)eb .

If any check fails, V outputs False. True, otherwise.

[End]

Though SP1 is described in interactive manner, a non-interactive protocol is
obtained by employing Fiat-Shamir heuristics [8].
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Lemma 6. SP1 is an honest verifier zero-knowledge proof for (St-1) ∨ (St-2).

Proof. Correctness and zero-konwledgeness can be shown in a straightforward
way. To prove soundness, we execute SP1 twice with different challenge c1, c2 in
step SP1-2 by rewinding Mk. Let the answers obtained in SP1-3 be (e0, e1, z0,0,
z0,1, z1,0, z1,1) and (e′0, e′1, z′0,0, z′0,1, z′1,0, z′1,1). Since e0 + e1 �= e′0 + e′1, at least
either e0 �= e′0 or e1 �= e′1 holds. Suppose e0 �= e′0. Then, since yz0,0(M̃0/M0)e0 =
yz

′
0,0(M̃0/M0)e

′
0 holds, r0 := logy(M̃0/M0) = (z0,0 − z′0,0)/(e′0 − e0) is obtained.

Similarly, from gz0,0(G̃0/G0)e0 = gz
′
0,0(G̃0/G0)e

′
0 , we have logg(G̃0/G0) = (z0,0−

z′0,0)/(e′0 − e0) = r0. Hence r0 = logy(M̃0/M0) = logg(G̃0/G0) is obtained.
From z0,1, z

′
0,1, e0, e

′
0, we can compute r1 that satisfies r1 = logy(M̃1/M1) =

logg(G̃1/G1) in the same way. Thus, (St-1) is satisfied.
In the case of e1 �= e′1, we can show that (St-2) holds in the same way. ��

Corollary 7. If honest V outputs True at the end of SP1, then O0, O1 are ci-
phertexts whose plaintexts are the same as those of I0, I1 regardless of the order.

Proof. Consider the case where (St-1) holds. Decryption of the outputs yields

M̃0/G̃
x
0 = M0 y

r0/(G0 g
r0)x = M0/G0

x, and
M̃1/G̃

x
1 = M1 y

r1/(G1 g
r1)x = M1/G1

x.

Thus, the results of decrypting inputs and outputs are identical. Similarly, if
(St-2) holds, we have

M̃0/G̃
x
0 = M1 y

r1/(G1 g
r1)x = M1/G1

x, and
M̃1/G̃

x
1 = M0 y

r0/(G0 g
r0)x = M0/G0

x.

Thus, the results of decryption are identical except for the order.
If (St-1) and (St-2) hold at the same time then, from above equations, we

have M0/G0
x = M1/G1

x. Therefore, such a case happens only if two inputs are
made from the same plaintext. ��
Lemma 8. If the Decision Diffie-Hellman Problem is intractable, it is infeasible
to determine b with probability non-negligibly better than 1/2.

Proof. Suppose that there exists a polynomial-time algorithm A3 that, given
(p, g, y, I0, I1, O0, O1), outputs b with probability non-negligibly better than 1/2.
Then, there exists a polynomial-time algorithm A4 that, given (msg0,msg1) and
their encryption (I ′0, I

′
1) = (Ey(msgβ), Ey(msg β̄)) where β ∈R {0, 1}, outputs β

with the same success probability as that of A3.
Algorithm A4 encrypts msg0,msg1 as (O′

0, O
′
1) = (Ey(msg0), Ey(msg1)), and

then it inputs (p, g, y, I ′0, I
′
1, O

′
0, O

′
1) to A3. Finally A4 outputs what A3 outputs.

Observe that O′
0, O

′
1 produced by A4 has the same distribution as O0, O1

according to Corollary 7 and the fact that β is randomly chosen. Hence A3 out-
puts the correspondence between (I ′0, I

′
1) and (O′

0, O
′
1) which is the same as the
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correspondence between (I ′0, I
′
1) and (msg0,msg1). Thus, if A3 succeeds, so does

A4. However, if the Decision Diffie-Hellman Problem is intractable, algorithm
A4 does not exist [16]. Thus A3 does not exist either.

Furthermore, Lemma 6 guarantees that SP1 does not leak anything about b.
Hence it is infeasible to determine b. ��

5.3 MiP-2 Protocol Description

[Permutation Phase]
The following steps are repeated for k = 1, . . . ,m.

P1-1: Mk reads the output of Mk−1 from BB. (For k = 0, Mk reads input
messages.) It then performs the task of the switching gates in its charge
according to the description in Section 5.2, and posts the results to BB.

P1-2: Every server verifies the output of Mk. If more than t+ 1 servers declare
that it is faulty, Mk is disqualified. Then, the faulty result is just abandoned
and the output from Mk−1 is used for subsequent operation instead.

[End]

As a result, a list of El Gamal ciphertexts, say {(M̃�, G̃�) | + = 1, . . . , N}, appears
on BB. Let Q1 be the indexes of servers not disqualified in P1-2. The remaining
servers proceed to the decryption phase, which consists of distributed decryption
and zero-knowledge proofs for correctness of the decyption. The following pro-
tocol reduces computation complexity for the verifier by using the probabilistic
verification [15,3] at the cost of communication complexity.

[Decryption Phase]
P2-1: Each Mk∈Q1 chooses w ∈R Zq and computes Tk0 := gw and Dk� := G̃xk

� ,
Tk� := G̃w

� for + = 1, . . . , N . It then computes ek := H(yk, Tk0, Dk1, Tk1, . . . ,
DkN , TkN ) mod q and sk := w− ekxk mod q. It finally sends sk and all Dk�,
Tk� to BB.

P2-2: For each k ∈ Q1, V computes ek in the same way as above and checks if

1 = (gskyek

k T
−1
k0 )γ0

N∏

�=1

(G̃sk

� D
ek

k�T
−1
k� )γ	

holds for randomly picked γ1, . . . , γN ∈ Z∗
q .

[End]

The list of plaintexts can be obtained by computing

v� := M̃�/
∏

k∈Q2

Dk�
λQ2,k

for all + = 1, . . . , N where Q2 is the indices of servers whose output passes
verification in P2-2 and λQ2,k =

∑
ξ∈Q2\{k}

ξ
ξ−k mod q.
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5.4 Security

Theorem 9. MiP-2 is (N − 1, �m−1
2 �)-anonymous.

Proof. We prove this theorem only against static adversaries who determine cor-
rput servers and users in advance. First, when t ≤ �m−1

2 �, x is unconditionally
secure against A because it is shared by (t + 1,m)-VSS. Furthermore, the in-
put ciphertexts cast by honest users give only negligibly better advantage to
A in distinguishing corresponding plaintexts because the encryption scheme is
semantically secure. Next, since there are t+ 1 permutation networks and only t
adversarial servers, at least one permutation network consists of honest servers.
According to Lemma 8, one can conclude that it is hard for A to determine the
permutation applied by the honest permutation network. Furthermore, because
the encryption scheme is non-malleabile, the plaintexts chosen by honest users
are independent of those of corrupt users with overwhelming probability. So the
plaintexts chosen by corrupt users have only negligibly small chance of contain-
ing some information about the plaintexts chosen by honest users. Therefore, all
information except the resulting plaintexts gives A only a negligible advantage.
Thus, the success probability of A differs negligibly from that of AI. This argu-
ment obviously holds for arbitrary numbers of corrupt users up to N − 1. ��
Theorem 10. MiP-2 is (N, �m−1

2 �)-robust.
Proof. According to Lemma 6, any incorrect operation in a gate is detected
with overwhelming probability, so actively deviating servers are disqualified at
P1-2 because they are in the minority if |MA| ≤ t ≤ �m−1

2 �. On the other
hand, honest servers will never be disqualified because they are in the majority.
Similarly, any incorrect computation in the decryption phase will be detected
with overwhelming probability because every server must prove correctness in
zero-knowledge. From Corollary 7, one can conclude that if all proofs in the
permutation phase are correct, then the output of that phase is a list of El Gamal
ciphertexts that yields the same set of plaintexts as do the input ciphertexts.
Since there are at most t corrupt servers, Q2 ≥ m − t ≥ t+ 1 must hold. Thus
Mk, k ∈ Q2 are sufficient to produce correct plaintexts because the decryption
key is shared by using the (t+ 1,m)-threshold scheme.

The above argument holds for any input message. Furthermore, all compu-
tation in the protocols can be finished in time polynomial against input message
length. Since users are polynomial bounded, their input message length is also
polynomial bounded. That is, the protocol can be completed in polynomial-time
regardless of the inputs. Thus, no deviation of any number of users will affect
either the correctness or running time. ��
Theorem 11. MiP-2 is Universally Verifiable.

Proof. According to Corollary 7, if all proofs in the permutation phase are cor-
rect, then the output of that phase is a list of El Gamal ciphertexts that yield
the same set of plaintexts as do the input ciphertexts. It is also true that if the
proof in the decryption phase is correct, the output of that phase is a result of
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decrypting the ciphertexts produced by the permutation phase. Furthermore, it
is clear that all verification equations use just public variables. ��

6 Details of MiP-1

6.1 Preliminaries

Similar to MiP-2, t + 1 permutation networks are connected in sequence and
every server is assigned some gates within a network. In this case, however, a
server must be assigned all gates in the same column. Let d be the total number
of columns of t + 1 permutation networks. That is, d = (2 logN − 1)(t + 1).
Each server will be in charge of d/m columns on average. Suppose that Mk

is in charge of the j-th column. Mk generates xj ∈ Zq and yj := gxj . It then
distributes xj to other servers with (t+1,m)-VSS in case Mk should malfunction
during subsequent protocols. Let ŷj denote yjyj+1 · · · yd. Encryption key y is
y := ŷ1 = y1 · · · yd, which is published together with all yj-s.

6.2 Task of Switching Gates

The task of a switching gate in the j-th column is to decrypt the inputs with
xj , randomize the result, and output them in random order. Such a technique
was first used in [13].

[Main Operation]
Select r0, r1 ∈R Zq, b ∈R {0, 1} and compute

Ob := (M̃b, G̃b) = (M0G0
−xj ŷr0j+1, G0 g

r0), and (3)

Ob̄ := (M̃b̄, G̃b̄) = (M1G1
−xj ŷr1j+1, G1g

r1). (4)

[End]

To guarantee that the main operation step is done correctly, it proves in zero-
knowledge that the input and output satisfy

(St-3): M̃0/M0 = G0
−xj ŷr0j+1 ∧ G̃0/G0 = gr0 ∧

M̃1/M1 = G1
−xj ŷr1j+1 ∧ G̃1/G1 = gr1

or

(St-4): M̃1/M0 = G0
−xj ŷr0j+1 ∧ G̃1/G0 = gr0 ∧

M̃0/M1 = G1
−xj ŷr1j+1 ∧ G̃0/G1 = gr1

for some r0, r1 and for xj that satisfies yj = gxj .
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[Proof of (St-3) ∨ (St-4)]

SP2-1: Mk randomly selects w0, w1, v, zb̄,0, zb̄,1, sb̄, eb̄ from Zq. It then computes,
for i = 0, 1,

Tb,i := G−v
i ŷwi

j+1,

Wb,i := gwi ,

Vb := gv,

Tb̄,i := G
−sb̄

i ŷ
zb̄,i

j+1(M̃b̄⊕i/Mi)eb̄ ,

Wb̄,i := gzb̄,i(G̃b̄⊕i/Gi)eb̄

Vb̄ := gsb̄ yj
eb̄ ,

and sends (T0,0,W0,0, T0,1,W0,1, V0, T1,0,W1,0, T1,1,W1,1, V1) to V.
SP2-2: V sends c ∈R Zq to Mk.
SP2-3: Mk computes

eb := c− eb̄ mod q,
sb := v − ebxj mod q, and
zb,i := wi − eb ri mod q for i = 0, 1.

It then sends (e0, e1, z0,0, z0,1, s0, z1,0, z1,1, s1) to V.

SP2-4: V first checks e0 + e1
?= c (mod q), then verifies that

Tb,i
?= G−sb

i ŷ
zb,i

j+1(M̃b⊕i/Mi)eb ,

Wb,i
?= gzb,i(G̃b⊕i/Gi)eb

Vb
?= gsbyj

eb

for b = 0, 1 and i = 0, 1. If it holds, V outputs True, or False otherwise.

[End]

Lemma 12. SP2 is an honest verifier zero-knowledge proof for (St-3) ∨ (St-4).

Corollary 13. If honest V outputs True at the end of SP2, then decryption of
inputs with key xj + · · ·+ xd mod q and decryption of outputs with key xj+1 +
· · ·+ xd mod q results in the same list of plaintexts without regard to the order.

The proof follows that for Collorary 7.

Lemma 14. If the Decision Diffie-Hellman Problem is intractable, it is infea-
sible to determine b with probability non-negligibly better than 1/2.

Proof. (Sketch) Suppose that there exists a polynomial-time algorithm A5 that,
given (M̃0, G̃0), (M̃1, G̃1), (M0, G0), (M1, G1) and yj , . . . , yd, xj+1, . . . , xd that
satisfy Relation 3 and 4, outputs correct b with probability non-legligibly better
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than 1/2. We can then show that there exists algorithm A6 that distinguishes
the correspondence between a pair of El Gamal ciphertexts for encryption key
yj and a pair of messages with probability non-neglegibly better than 1/2. Since
such A6 does not exist if the Decision Diffie-Hellman Problem is intractable,
neither does A5. Moreover, Lemma 12 states that the proof is zero-knowledge.
Thus, it is hard to guess b with probability non-negligibly better than 1/2. ��

6.3 Task of Fixed Gates

The fixed gates in the j-th column simply perform decryption as follows.

[Main Operation]

(M̃0, G̃0) := (M0G0
−xj , G0)

(M̃1, G̃1) := (M1G1
−xj , G1)

[End]

To guarantee that the above process is done correctly, a server proves in zero-
knowledge that the inputs and outputs satisfy

logG0
M̃0/M0 = logG1

M̃1/M1 = − logg yj .

The precise protocol can be easily derived from the Chaum-Pedersen protocol
and so is omitted.

6.4 Task of Output Gates

Each output gate performs decryption and random permutation (without ran-
domization) as follows.
[Main Operation]
For b ∈R {0, 1}, compute

M̃b := M0G0
−xd , and

M̃b̄ := M1G1
−xd .

[End]

The proof for the above process involves showing that the inputs and outputs
satisfy

(St-5): logG0
M̃0/M0 = logG1

M̃1/M1 = − logg yd,

or
(St-6): logG1

M̃0/M1 = logG0
M̃1/M0 = − logg yd.

The precise protocol can be obtained from SP2 by removing the factors related
to r0 and r1.
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6.5 MiP-1 Protocol Description

[Randomized Decryption Phase]

P3-1: The following is repeated for k = 1, . . . ,m: Mk verifies all proofs issued
by previous servers. If successful, Mk takes the output of Mk−1 as its input
and performs the task of each gate in its charge. If it finds Mbad faulty, it
declares so and goes into the disqualification procedure (see below). Then
Mk performs his task by taking the result of public decryption done in the
disqualification procedure as its input.
Disqualification Procedure: Every server verifies the proofs issued by
Mbad. If more than t+1 servers conclude that Mbad is faulty, all servers from
Mbad to Mk−1 are disqualified and all partial decryption keys belonging to
those servers are published by VSS reconstruction. Partial decryption with
those keys is then done in public in the place of the disqualified servers.

P3-2: V verifies all outputs appearing on the BB. If V finds wrong intermediate
results, it invokes the disqualification procedure to obtain the decryption
keys of the faulty servers.

[End]

Alhough servers use BB in above description, Mk can directly send all results
to Mk+1 together with all inputs received from Mk−1 in an authentic and non-
repudiable way.

Similar to MiP-2, the following theorem holds.

Theorem 15. MiP-1 is (N − 1, �m−1
2 �)-anonymous, (N, �m−1

2 �)-robust and
Universally Verifiable.

7 Efficiency

Computational efficiency is estimated based on the number of modular expo-
nentiations in mod p. Since the servers have different amounts of tasks in both
of our schemes, we discuss average cases. In the following, we count the cost
of computing a single-base modular exponentiation as 1. By assuming the use
of the simple table lookup method, double, triple, and quadruple-base modular
exponentiation are counted as 1.2, 1.25, and 1.31 respectively. Table 1 shows
the computational cost for the main operations, proofs, and verification at each
gate.

MiP-2 needs further costs in the decryption phase: each server pays 1+N for
decryption, N for proving correct decryption, and (m−1)(1+1.2N) for verifying
the proof issued by other servers. The number of switching gates in MiP-2 is
(N log2N − N + 1)(t + 1). MiP-1 uses (N log2N − N + 1)(t + 1) − (N/2 − 1)
switching gates, N/2− 1 fixed gates, and N/2− 1 output gates.

According to our estimation, MiP-1 is faster than the DL-based scheme of
[12] for N < 240 with κ = 80 and m = 5, which is the same setting as used in [1].



272 Masayuki ABE

Table 1. Computational cost for a gate.

main operation proof verify

MiP-2 switching gate 4 9.2 10.4

MiP-1 switching gate 4.4 9.52 10.24
fixed gate 2 2 2.5

output gate 2 4.5 5

With the same parameters, MiP-2 is faster for N < 225. For instance, with
N = 212 and N = 27, MiP-1 is 3.6 and 6.7 times faster than [12] respectively. In
the same setting, MiP-2 is 2.2 and 4.0 times faster than [12].

Efficiency can be increased by employing pre-computation for all fixed-base
modular exponentiation with random exponents. Furthermore, the probabilistic
verification used in P2-2 improves efficiency if it is used in PS1-4 and PS2-4.

8 Concluding Remarks

The major difference between the constructions, MiP-1 and MiP-2, is that each
server in MiP-2 verifies all results by itself while servers in MiP-1 do not unless
triggered by others. Accordingly, MiP-2 will be used in applications where the
servers eventually use the output for further computation. On the other hand,
MiP-1 suits applications where mix servers work as a gateway and the resulting
plaintexts are used by other entities.

Another considerable difference is their recovery from disruption. If a deviat-
ing server is detected in MiP-2, other severs simply skip his results while servers
in MiP-1 must cooperate to recover decryption keys and perform decryption in
public each time a deviating server is detected. Accordingly, MiP-1 suffers more
round/communication/computation complexity for recovery than MiP-2. How-
ever, this disadvantage can be eliminated as follows: Suppose a server, which
hosts gates in the j-th column, finds faults among the output of gates in the
(j − 1)-th column. The server then takes the output from the (j − 2)-th column
as its input and uses yj−1ŷj+1 for randomization (in Equation 3 and 4) instead
of ŷj+1. This, intuitively, corresponds to putting off the decryption process for
j-th column to the end of the Mix-net. Corresponding proofs can be gener-
ated appropriately. After Mm outputs the result, V requests all servers to reveal
pieces of xj−1 so that the verifier can execute the skipped decryption process by
reconstructing xj−1.
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Abstract. We consider the problem of secure communication in a net-
work with malicious (Byzantine) faults for which the trust graph, with
vertices the processors and edges corresponding to certified public keys,
is not known except possibly to the adversary. This scenario occurs in
several models, as for example in survivability models in which the cer-
tifying authorities may be corrupted, or in networks which are being
constructed in a decentralized way. We present a protocol that allows se-
cure communication in this case, provided the trust graph is sufficiently
connected.

1 Introduction

Secure communication in an open and dynamic network in the presence of a ma-
licious adversary can only be achieved when the messages are authenticated. For
this purpose we use authentication channels. There are several ways to establish
such channels. For example, we can use dedicated communication lines in the
network. Alternatively, shared secret keys or public keys can be used. The graph
with vertices the processors in the network and edges the authentication channels
is called a trust graph [5]. If the sender is connected to the receiver by an edge
in this graph then the messages can be authenticated through the correspond-
ing channel. Otherwise we may use authentication paths through intermediary
processors in the trust graph [20,5].
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The interplay of network connectivity and communication security has been
studied extensively in recent years (see e.g. [7,14,13,6,1,10,22]). Dolev [7] and
Dolev-Dwork-Waarts-Yung [8] have shown that if the number of malicious
(Byzantine) faulty processors (nodes) is bounded by u then secure communi-
cation can only be achieved if the network is at least (2u + 1) connected. Even
if the faults are not malicious, for reliable communication the network must be
at least (u + 1) connected.

In this paper we deal with the case when the trust graph is not known except
possibly to the adversary. This scenario was first discussed in [5]. It is obvious
that when there are no malicious faults, we can achieve secure communication
if there are at least (2u + 1) vertex disjoint paths which connect the sender
and the receiver, where u is the number of faulty processors (first use standard
algorithms [2] to find the trust graph). Recently this result has been extended to
include the case when the faults are malicious (Byzantine), provided the trust
graph is known to at least one non-faulty processor and the graph is (2u + 1)
connected [4]. However the case when the trust graph is not known to any (non-
faulty) processor and there are malicious faults has not been investigated. In
particular, no efficient algorithm for constructing the trust graph in this case
has been presented so far.

In this paper we focus on the case when the authentication in the trust
graph G∗ = (V ∗, E∗) is based on public keys (using signatures), with edges
(v, w) ∈ E∗ corresponding to certificates in which w certifies the public key
of v (by signing it). We consider the problem of secure communication when
the public key of the sender is not certified by the receiver [19], and when the
structure of the trust graph is not known to the sender or the receiver. We
describe an algorithm for this setting which makes it possible for the sender
to compute a good approximation of the trust graph in polynomial time if the
vertex-connectivity of the trust graph is at least �5u/2+1�, where u is an upper
bound on the number of faulty processors.

Related Work and Motivation

This problem is an extension of the classic Byzantine generals prob-
lem [18,16,8] and is related to dependable computation. Authentication in
open networks was considered by Beth-Borcherding-Klein [3] and Maurer [17].
Reiter-Stubblebine [20] consider trust-paths for authentication, and similarly
Burmester-Desmedt-Kabatianski [5], but they use a slightly different model.

Goldreich-Goldwasser-Linial [12], Franklin-Yung [11] and Franklin-
Wright [10] have studied broadcast (multi-recipient) models. Franklin-Wright
have shown that if the number of Byzantine faults is bounded by u then we have
secure communication in polynomial time if the number of disjoint “broadcast
lines” is greater than �3u/2�. This bound has been recently lowered to greater
than u [22].

In our scenario the sender has only local information about the trust graph,
and in order to communicate with other processors, must find appropriate com-
munication paths through possibly corrupted processors. This situation occurs
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in survivability models for which the certifying authorities may be corrupted
and only local data is reliable. In this case the certifying authorities can pro-
vide erroneous (made-up) keys in order to decrypt private messages and to sign
fraudulent messages [19]. This model is used by Zimmermann [23], Burmester-
Desmedt-Kabatianskii [5], Rivest–Lampson [21] and Reiter–Stubblebine [20]. We
use a similar model, only for us the trust graph is not known (in [23] and [21]
the trust graph is known).

2 Model and Primitives

A communication system consists, essentially, of several linked processors, such
as servers, programs, hardware units etc. A basic requirement is that the system
should be reliable and dependable (robust). Reliability usually deals with faults
which follow a random pattern, e.g., accidental faults. These faults follow pre-
dictable patterns and are usually independent of each other at their origin [5].
They can be controlled by using redundancy (replication). Dependability deals
with Byzantine (malicious) faults which are more difficult to deal with. The
usual scenario is for an adversary to control all the faulty processors, according
to some plan which may exploit the possible weaknesses of the system. The ad-
versary has at least as much power and knowledge of the state of the system
as the non-faulty processors (excluding the secret keys), and possibly more. In
our case, for example, the adversary may know the structure of the trust graph,
whereas the receiver will not. The adversary may try to use such information
and forward misleading messages to non-faulty processors in an attempt to make
the system fail, as in the case of the bogus paths attack [5].

Modeling a scenario in which the adversary is malicious should allow for a
dynamic topology in which changes in the system may take place without the
(non-faulty) processors being aware of it. It should allow for the most general
type of processor which could represent a simple gate, a software package, or a
powerful computer. Also, the model should describe the structure of the system
at the appropriate level of abstraction: it must distinguish those aspects which
are relevant to the computation and abstract out those aspects which are not
essential.

2.1 The Trust Graph

The trust graph G∗ = (V ∗, E∗) is a directed graph with vertices the processors
of the network and edges the authentication channels. These channels can be
quite general. They can be physically secure (dedicated) communication lines.
Alternatively, they can correspond to conventional authentication channels with
shared secret keys, or to authentication channels with public keys. We are not
interested in how these channels are implemented, or how the underlying (real)
communication network is used, and we do not make any specific requirements
other than that these channels are reliable and that we have synchrony (delays
are bounded). This issue will be discussed in Section 6.1.



Secure Communication in an Unknown Network 277

We are concerned with the secure communication between the (non-faulty)
processors of the trust graph. Since this can be achieved when this graph is
known [5], or when it is completely connected, we focus on the case when its
structure is not known and when it has a weaker connectivity. Our goal is to
find a polynomial time algorithm to construct the trust graph, or at least a good
approximation of it. We summarize our basic requirements for this model below.

General Assumptions

– The authentication channels are reliable and we have synchrony (delays are
bounded).

– All processors including the adversary are polynomially bounded (for uncon-
ditional security we allow the adversary to have unlimited computer power).

– The number of faulty processors is bounded by u, and the trust graph is
�5u/2 + 1� vertex-connected [9].

– Every processor has a unique identifying label.

In this paper we focus on the particular case when the authentication in the
trust graph G∗ = (V ∗, E∗) is based on public keys, with signatures. Each edge
(v, w) ∈ E∗ is labeled by a certificate cvw = (v, w, kv , kw, signkw

(v, kv)), where
kv, kw are the public keys1 of v, w, and signkw

(v, kv) is the signature of w with
key kw on (v, kv).

Observe that a processor v can be identified by its public key kv. This does not
restrict the generality of our approach, since we are assuming that the processors
have unique identifying labels. When there is no ambiguity we may identify v
with kv. It is important however to note that in our model there is a clear
distinction between the label of a vertex v and its public key kv. Indeed in our
scenario a processor b wishes to communicate with a possibly known processor r
and b has not certified the public key of r. A variant scenario is when b wishes to
communicate with a processor r and b does not know r’s public key. This issue
will be discussed in more detail in Section 6.2. We just mention here that if a
trust graph (or a good approximation of it) has been constructed with vertices
labeled by public keys then it is easy to find the “true” labels of the vertices,
provided the trust graph is sufficiently connected (by querying each “public key”
for its label).

2.2 A Good Approximation of the Trust Graph

The vertices of the trust graph correspond to faulty and non-faulty processors.
Similarly, the edges of the trust graph correspond to faulty and non-faulty chan-
nels. Faulty processors (channels) are real processors (channels) which are under
the control of the adversary. It may not be possible in the general case for a non-
faulty processor to construct the true trust graph, because its faulty neighbors
under the control of the adversary can always lie about their neighbors (and
1 We shall assume that the length of the public keys is superpolynomial in u.
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the neighbors of their neighbors, . . . ), e.g. by claiming or disclaiming incident
edges. That is, faulty processors can make up non-existing processors and chan-
nels to prevent non-faulty processors from finding the trust graph. We call these
processors and channels, fake. Fake processors (channels) do not belong to the
trust graph. They correspond to vertices (edges) of a virtual graph which is an
extension of the trust graph.

We say that a graph G′ = (V ′, E′) is a good approximation of the trust
graph G∗ = (V ∗, E∗) if V ′ = V ∗ and E′ ⊆ E∗, where the edges in E∗ \ E′

are directed into a faulty vertex. Good approximation graphs are adequate for
secure communication, provided our assumptions in Section 2.1 are satisfied.
Observe that the adversary can reduce the connectivity of the trust graph from
�5u/2 + 1� to (2u + 1) by removing (disclaiming) �u/2� edges which connect
u faulty processors in pairs. For example, in Figure 1 two faulty vertices f1, f2

can reduce the connectivity between the two vertices r and b from 5 to 4 in such
a way that they can still control 2 out of 4 vertex-disjoint paths linking r to b
(if f1 disclaims the edge (f1, f2)). This implies that if a message is sent through
these paths, then a majority vote on the received communication may not be
decisive. Of course there may be other sets of 4 vertex-disjoint paths linking r, b
in which f1, f2 have a minority vote, but it may be hard to find these in the
general case.

1

r

b

f

f

f

f

r

b

1

2 2

Fig. 1. Two faulty vertices f1, f2 reduce the connectivity between r and b from
5 to 4 in such a way that they control 2 out of 4 vertex-disjoint paths from r to
b

Any further removals by the adversary will however only reduce the number of
faulty or fake paths, and will not affect the (u+1) vertex-disjoint authentication
paths which are not faulty.
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2.3 Virtual Paths

A path π = (b1, b2, . . . , bn) is virtual if every processor b�, � > 1, in π has
certified (signed) with its public key kb�

, its parent b�−1 and the key kb�−1.
The description of a virtual path π must include all the certificates cb�−1b�

=
(b�−1, b�, kb�−1 , kb�

, signkb�
(b�−1, kb�−1)), � = 2, . . . , n. To authenticate a message

m through π, each processor b� in turn signs (m,π) and forwards this signature,
together with the signatures of its ancestors to its descendants. The authentica-
tion is initialized by b1 which forwards signb1,π(m) := (m,π, signb1(m,π)) to b2.
Each b� in π, � = 2, . . . , n−1, on receiving signb�−1,π(m) checks it for correctness,
i.e., that the keys certify what they are supposed to and that the signatures are
valid. If not, the message is not forwarded. Otherwise, it appends to the message
its signature signb�

(m,π) and then forwards the resulting list signb�,π(m) to b�+1.
The message m is authenticated through the virtual path π when bn receives
a valid signbn−1,π(m). A path whose processors belong to the trust graph, i.e.,
are not fake, is an authentication path. A message authenticated through such
a path with no faulty processors is authentic. However if some processors are
faulty then the message (e.g., a certificate) may be a forgery.

If a path π has faulty or fake processors then it is not certain if the message
will ever reach bn. A faulty processor b� can claim to its descendants that a
message has been authentication by its ancestors b′�−1, . . . , but bn cannot be
certain, (i) that the message, if any, has been substituted and, (ii) that some
of the processors b′�−i and edges (b′�−i, b

′
�−i+1) on the claimed path are not fake

(not in the trust graph).

Definition. A fake path is a virtual path some of whose vertices are fake.

The following result will be needed later.

Lemma 1. Let π = (b1, b2, . . . , bn) be a virtual path. If the vertex bn is not
faulty and π is fake, then at least one ancestor b� of bn in π must be faulty.

Proof. The public key of a fake processor will only be certified by a faulty pro-
cessor.

Virtual paths can be used for secure communication if no more than u pro-
cessors are faulty and if (2u + 1) vertex-disjoint such paths connect the sender
to the receiver. By the Lemma, if the sender and receiver are not faulty, at least
(u + 1) of these paths are non-faulty authentication paths. A majority vote on
the received communication can then be used.

Another way to communicate in a network which is under the control of a
malicious adversary is by flooding.

2.4 Flooding

Flooding [2] is a broadcasting method in which a processor x sends a message
to its neighbors, which then relay it to their neighbors, and so on, until the mes-
sage reaches all the processors in the trust graph (our connectivity assumption
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guarantees this). To limit the number of transmissions, a processor does not re-
lay back a message to the processor which sent it. Also, transmissions are not
repeated (by using sequence numbers). If the the adversary does not make any
fake processors or channels (e.g., if the faults are not malicious) then the total
number of transmissions for one query through the trust graph is bounded by
2|E∗|, where E∗ is the edge set of the trust graph [2].

In our case the faulty processors are under the control of the adversary and
will make fake processors and channels, and furthermore they may try to jam
the system by claiming to have a large number of (mostly fake) neighbors. To
prevent this we introduce Round Robin Flooding (round robin was used before,
in a different context, to solve a security problem [15]). In this, each processor
x allocates “equal-time” to all its edges. For convenience we take the delay-time
of the authentication channels (the edges) in the trust graph G∗ to be bounded
by 1. Then x will allocate to each of its incoming edges time bounded by deg(x),
the degree of x in G∗. This means that the time taken for a query of a non-faulty
processor to reach any other processor in G∗ is bounded by n2, where n = |V ∗|,
provided G∗ is (u+1) vertex-connected, with u an upper bound on the number
of faulty processors. Since we only use Round Robin Flooding, from now on we
shall refer to this simply as flooding.

3 Secure Communication with Byzantine Faults

We can formulate our problem of secure communication in terms of communi-
cation networks. These networks can be represented by graphs G = (V,E) in
which communication is possible only through the edges of G (we assume that
these are reliable). In our case up to u vertices in G may be faulty and under
the control of the adversary. Communication through these may be corrupted.
In particular, a faulty vertex can lie about its neighbors. If the graph has suffi-
cient connectivity then secure communication can be achieved through (2u+ 1)
vertex-disjoint communication paths, since the adversary can only occupy less
than half of these. However in our case the structure of G is not known. The
problem is to find an efficient algorithm to construct G, or at least a good ap-
proximation of G, in the case when the adversary can control up to u vertices.
There are two different ways in which this problem can be stated.

CN1 – Constructing a communication network with up to u faulty vertices and
Adversaryu.
Instance: A directed graph G = (V,E), b ∈ V , the set Nb of neighbors of b in
V , the set Eb of edges in E incident to b, the Adversaryu which can control up
to u vertices in G.
Question: Can a good approximation of G be constructed given as input only
b ∈ V , Nb and Eb, in the presence of Adversaryu.

In this problem, the vertex b only knows its neighbors in Nb and the corre-
sponding edges Eb of the communication graph, and does not have access to the
program of Adversaryu. It can find out information about G by communicating
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through its neighbors (or by guessing). We assume that the adversary has a fixed
program. This restriction is removed in the next problem.

CN2 – Constructing a communication network with up to u faulty vertices and
any adversary.
Instance: A directed graph G = (V,E), b ∈ V , the set Nb of neighbors of b in
V , the set Eb of edges in E incident to b.
Question: Can a good approximation of G be constructed given as input only
b ∈ V , Nb and Eb, in the presence of any adversary which can corrupt up to u
vertices in G.

This problem addresses malicious faults in a general way. It gives more power to
the adversary who can change dynamically her program, whereas the non-faulty
processors are bound by their programs.

We will show that both problems can be solved in polynomial time. We
discuss the first one in the following section. In Section 4 we deal with the
second problem.

3.1 Problem CN1 – A Simplistic Solution

Suppose that vertex b wants to construct a good approximation of the trust graph
G∗ = (V ∗, E∗) by querying all its neighbors inG∗, the neighbors of the neighbors,
etc, for a signed list of the labels (the certificates) of their incoming edges. The
query is flooded, and the neighbor list of vertex x is Lx := (x,E∗

x, signkx
(E∗

x)),
where E∗

x is the list of labels of the incoming edges of x in E∗. Lists are only
forwarded or accepted if they are correct (the signature in Lx must authenticate
the labels with the key kx of x, and the labels must be valid). Let n be the order
of the graph G and let nc be an upper bound on the complexity of Adversaryu.
Vertex b will receive at most,

(n − u) + unc ≤ nc+1

edge lists. This is a first approximation G′′ = (V ′′, E′′) of the trust graph G∗. By
our connectivity requirements on G∗, G′′ must contain a good approximation of
G∗.

The next stage is to remove from G′′ all fake processors. Let x �= b be any
vertex in V ′′, and c(x, b) be the connectivity from x to b in G′′, that is the
maximum number of vertex-disjoint paths connecting x to b in G′′. If the vertex
x is fake then c(x, b) ≤ u by Lemma 1. On the other hand if x is not fake
then c(x, b) ≥ u+1, by our connectivity assumption. Checking this connectivity
can be done by using a Max Flow algorithm2 with complexity O(|V ′′|1/2 · |E′′|)
(Dinic’s algorithm [9]). The complexity of finding all the non-fake vertices is
therefore O(n5/2(c+1)). Let V ′ be the set of vertices in V ′′ which belong the
trust graph (the non-fake vertices in V ′′) and let E′ the set of edges in E′′

2 Crucial to our argument is the fact that the adversary cannot make fake labels for
edges (v, w) with non-faulty vertices.
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which belong the trust graph (the non-fake edges in E′′). Then G′ = (V ′, E′) a
good approximation of the trust graph. It follows that vertex b will get a good
approximation of the trust graph in polynomial time by using this procedure.
Of course we must assume that the signature scheme will remain secure in this
adverserial scenario.

This construction is not really satisfactory because its complexity is a func-
tion of the complexity of Adversaryu. In particular, it requires that non-faulty
vertices work harder than faulty vertices.

4 Problem CN2 – the General Case

4.1 Discussion

The main problem with the construction in Section 3.1 is that there is no halting
strategy. The construction goes on until Adversaryu is exhausted, which of course
is too late. The trust graph will be completed long before the construction has
ended, and what is constructed includes mainly fake vertices and edges. What
we need is some means to recognize this.

There are also other problems with this construction. A neighbor list of a
faulty vertex can be enormous, consisting mainly (or entirely) of endless lists
of fake vertices and edges. If such a vertex were given equal time to a non-
faulty vertex, this would allow the adversary to take control over most of the
construction. The easiest way to sort out this problem is to share time equally,
and ask each vertex to send only one edge label at-a-time.

Finally, by having no bound on the order of the graph, the description of
some of the vertices may be much longer than needed. We shall assume that
the description of the vertices of the trust graph is short. The problem with
the description of fake vertices is dealt with by using a subprotocol (Round
Robin) packet flood in which the sender sends one packet at-a-time. The receiver
will use these only after an EOT (end of transfer) has been received.

4.2 An Informal Approach

The first part of our construction is similar to the previous one, modified to
take into account our remarks in the previous section. Vertex b floods a query
in the trust graph G∗ to all other vertices for signed labels of their incoming
edges, one-at-a-time. At some stage b will start receiving signed labels of edges
(v, w) from which it can begin to build a graph G′′. After some time, some of
the vertices will have completed their lists. These vertices are labeled “replied”.
The others, in the process of replying, are labeled “replying”. Eventually some
of the vertices will be linked to b. These are labeled “linked”. The others are
“not yet linked”.

Suppose that the graph G′′ under construction has reached the point when
V ′ ⊆ V ′′, i.e., the vertices in the good approximation graph G′ have all been
found. Then the vertices v′′ in G′′ which are still sending new vertices v′′′, i.e.,
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not yet found, must be under the control of the adversary. These v′′ vertices are
either faulty or fake. Let G′′

aux be the graph obtained from G′′ by adding one
new vertex vaux and new edges connecting vaux to all the vertices in G′′ labeled
replying. It is easy to see that V ′ ⊆ V ′′ if and only if c(vaux, b) ≤ u, Indeed there
are at most u faulty vertices. We will use this test for our halting procedure.

Halting routine: is graph (∗)
Argument: G′′ = (V ′′, E′′), b ∈ V ′′, a list of vertices xi ∈ V ′′ labeled replying.
Value: satisfactory if c(vaux, b) ≤ u, else not satisfactory.

Observe however, that this does not guarantee that G′′ contains a good ap-
proximation graph. We only know that all vertices in G′ have been found. Pro-
cessor b will now ask all vertices v labeled “replying” to give, a new incoming
edge, one at-a-time, as before. If (w, v) is such an edge, but w �∈ V ′′, then b stops
asking v for new edges.

Find missing edges routine: missing edges (∗)
Argument: G′′ = (V ′′, E′′), b ∈ V ′′, a list of vertices xi ∈ V ′′ labeled replying.
Value: a graph G′′′, containing a good approximation graph.

Now suppose that processor b has constructed a first approximation of the
trust graph G∗, that is a graph G′′ = (V ′′, E′′) which contains a good approx-
imation G′ of G∗. G′ will also contain fake vertices and edges. Fake vertices x
can be traced as in Section 3.1, because c(x, b) ≤ u. Similarly fake edges can be
traced. Discarding these from G′′ will give us a good approximation of the trust
graph.

Cleaning up routine: clean up (∗)
Argument: G′′ = (V ′′, E′′), a first approximation graph.
Value: G′, a good approximation graph.

4.3 The Protocol

Vertex b in the trust graph G∗ = (V ∗, E∗) wants to construct a good approxi-
mation of G∗ given the set N∗

b of neighbors of b in V ∗ and the set E∗
b of incoming

edges of b in E∗.

The Setting The vertices in N∗
b and all the vertices under construction

have link status ∈ {linked, unlinked} and reply status ∈ {not replied yet,
replying, replied}.
Initially link status(x) := linked, and reply status(x) := not replied yet,
for all x ∈ N∗

b . Each (non-faulty) vertex v �= b in V ∗ makes an ordered list
edge list (v) of its incoming edges. Each time v replies to a query of b request-
ing its incoming edges, v will send the first edge first edge (edge list (v)) in this
list, and then remove this edge from the list. Edges are sent one-at-a-time. Ini-
tially edge list(v) := E∗

v , where E∗
v is the complete list of incoming edges of v

in E∗. Finally, a label of an edge (w, v) is label (w, v) := cwv, the certificate in
which v certifies the public key of w.
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Protocol (input = (b, N∗
b , E∗

b ))

until is graph (G′′) = satisfactory do
begin

b floods a query: “all vertices v send a label (w, v) of a new edge (w, v)”;
vertex v �= b

if | edge list (v) | > 1 then reply status (v) = replying ;
if | edge list (v) | = 1 then reply status (v) = replied ;
packet flood to b: (data(v), signkv (data(v))),

where data(v)= (first edge (edge list(v)), reply status (v));
edge list (v) :=edge list (v) – first edge (edge list (v)) :

vertex b
if there is a path from b to v in G′′ then link status (v) := linked

else link status (v) := unlinked ;
if link status (v) := linked and (data(v),signkv (data(v))) is correct

and label (v, w) is correct then add to G′′ (label (v, w));
end;
G′′′ := missing edges (G′′);
G′ := clean up (G′′′)

5 Proofs

We shall now prove that this protocol is efficient.

Lemma 2. The construction above will halt in O(n4) communication time,
where n is the order of the trust graph G∗.

Proof. Let x be any vertex in G∗ and let π = (x = x1, x2, . . . , xr = b) be a path
in G∗ all of whose vertices are not faulty. The time taken to send the label of
an edge (x, y) through the channel (xi, xi+1) of π is bounded by the number of
neighbors of xi+1 in V ∗, which is bounded by n. The length of π is bounded by
n, so b will get the label of (x, y) in time n2. Since x cannot have more than n
incoming edges, b will get the complete list of edges E∗

x in time n3. It follows that
b will get a first approximation of G∗ in time O(n4). By this time, of course, b
may also get up to n4 − n fake vertices.

Next let us consider the cost of the halting and clean up tests. For the halting
test we use a Max Fow algorithm with time complexity O(|V ′′|1/2|E′′|). In our
case |V ′′| = O(n4), |E′′| = O(n4). The complexity for this test is then O(n2 ·
n4) · O(n4) = O(n2 · n4 · n4) = O(n10). A similar argument applies for the
clean up test with bound O(n10). Observe that one should distinguish between
the first complexity and the other two. The first one involves communication in
the network, whereas the others are essentially off-line.

Lemma 3. The constructed graph G′ is a good approximation of the trust graph
G∗.

Proof. Suppose that a vertex x in G∗ is not in the constructed graph G′. Let πi,
i = 1, 2, . . . , 2u + 1, be vertex-disjoint directed paths in G∗ from x to b, and let
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xi ∈ πi, i = 1, 2, . . . , 2u+1, be vertices in G′ whose ancestors in πi are not in G′.
The reply status of the vertices xi must be replying. Apply the halting test to
these vertices to get a contradiction. The missing edges routine guarantees that
no edges are missing.

We therefore have,

Theorem 1. If the trust graph is �5u/2 + 1� vertex-connected and if all the
other assumptions in Section 2 hold, then the Protocol above will construct a
good approximation of the trust graph in polynomial time.

6 Discussion

6.1 Reliability and the Communication Network

In our model we assume that the edges of the trust graph G∗ = (V ∗, E∗) cor-
respond to reliable channels. These can be regarded as virtual channels in a
communication network Ḡ = (V̄ , Ē) for which V ∗ ⊂ V̄ . An edge (v, w) ∈ E∗

could correspond to some path in Ḡ linking v, w, but not necessarily to a fixed
path. Alternatively it could correspond to several paths, possibly vertex-disjoint.
This would allow for the possibility of the channel (v, w) not being reliable, but
reliability for the system may still be achieved through other paths in G∗.

This model is more general. However, at a high level we can add virtual
edges whenever we get a reliable channel. So there is no real difference. Indeed
we could argue that the general goal of secure communication is to extend the
trust graph to a completely connected graph.

6.2 Identifying Labels of Processors

The following is an interesting scenario. A faulty processor may try to use differ-
ent public keys, that is pseudonyms. The other faulty processors may be willing
to support it, but a more successful strategy would be to get some non-faulty
processors to accept the pseudonym. The effect of this would be to give the ad-
versary more power, by controlling more parties. If no more than u non-faulty
processors have certified a pseudonym p and if the trust graph is known then
there is no problem. The pseudonym can be traced by observing that the con-
nectivity c(p, b) ≤ 2u for every non-faulty processor b.

However if the trust graph is not known then there is a problem. This is
because is not possible in our general adverserial model to construct a good
approximation graph given only a vertex b ∈ V ∗, the neighbor set N∗

b , and
the edge set E∗

b . Indeed if the adversary controls (u + 1) processors (u faulty
processors and a pseudonym) then there is no way of preventing her from taking
over the construction (in the general setting of Section 4).

This remark also suggests a method for extending the trust graph. A new
processor will be “allowed in” if at least (2u + 1) processors are prepared to
certify it. In the final version of the paper we will discuss this issue in more
detail.
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6.3 Double Certificates – Undirected Trust Graphs

In our model the edges (v, w) correspond to single certificates cvw = (v, w, kv , kw,
signkw

(v, kv)) in which w certifies v’s public key. If v also certifies w’s public key
with the certificate cwv = (w, v, kw , kv, signkv

(w, kw)) then we get an undirected
edge (v, w). So the trust graph is undirected. All our results can be extend to
this case.
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Abstract. Beth and Dai studied in their Eurocrypt paper [1] the re-
lationship between linear complexity (that is, the length of the shortest
Linear Feedback Shift Register that generates the given strings) of strings
and the Kolmogorov complexity of strings. Though their results are cor-
rect, some of their proofs are incorrect. In this note, we demonstrate with
a counterexample the reason why their proofs are incorrect and we prove
a stronger result. We conclude our note with some comments on the use
of the LIL test (the law of the iterated logarithm) for pseudorandom bits
generated by pseudorandom generators.

1 Introduction

Feedback shift registers, in particular linear feedback shift registers, are the basic
components of many keystream generators. And the linear complexity of strings
is an important tool to study different kinds of linear or nonlinear feedback
registers.

Kolmogorov [6], and Chaitin [2] introduced the notion of Kolmogorov-Chaitin
complexity of strings, which measures the minimum size of the input to a fixed
universal Turing machine to generate the given string. While this complexity
measure is of theoretical interest, there is no algorithm for computing it (it is
equivalent to the problem of deciding whether a Turing machine halts on a given
input, whence it is unsolvable).

Beth and Dai studied in their Eurocrypt paper [1] the relationship between
linear complexity (that is, the length of the shortest Linear Feedback Shift Reg-
ister that generates the given string) of strings and the Kolmogorov complexity
of strings. Though their results are correct, some of their proofs are incorrect.
In this note, we demonstrate the reason why their proofs are incorrect and we
prove a stronger result.

Many stream ciphers utilize deterministically generated “random” sequences
to encipher the message stream. Since the security of the system is based on the
“randomness” of the key sequences, the criterion to determine the degree of “ran-
domness” is crucial. In cryptographic community, the “randomness postulate”
� Most of this work was done when the author was a post-docs at the University of
Wisconsin–Wilwaukee.

K. Y. Lam, E. Okamoto and C. Xing (Eds.): ASIACRYPT’99, LNCS 1716, pp. 288–298, 1999.
c© Springer-Verlag Berlin Heidelberg 1999



Linear Complexity versus Pseudorandomness 289

by Golomb [5] and the “universal test” by Maurer [10] have gained widespread
popularity. In Rueppel [13], [14, Ch.4], and Niederreiter [12], linear complexity
profiles are proposed as a test for randomness. However, these tests cannot detect
certain weaknesses in “pseudorandom sequences”. For example, it should not be
the case that the number of 1’s in the initial segments of a random sequence
is always larger (or equal) than the number of 0’s. And it is easy to see that
none of the above mentioned popular “tests” can detect this “weakness” in a
sequence. At the end of this note, we suggest the use of the LIL test (the law of
the iterated logarithm) as an additional test for pseudorandom sequences. The
LIL test can detect several weaknesses in a pseudorandom sequence including
the one mentioned above.

We close this section with some notation we will use. {0, 1}∗ , {0, 1}n, and
{0, 1}∞ are the set of finite binary strings, the set of binary strings of length
n, and the set of infinite binary sequences respectively. The length of a string s
is denoted by |s|. For a sequence s ∈ {0, 1}∗ ∪ {0, 1}∞ and an integer number
n ≥ 1, s[1..n] denotes the initial segment of length n of s (s[1..n] = s if |s| ≤ n)
while s[n] denotes the nth bit of s, i.e., s[1..n] = s[1] . . . s[n].

For a set C ⊆ {0, 1}∞ of infinite sequences, Prob[C] denotes the probability
that s ∈ C when s is chosen by a random experiment in which an independent
toss of a fair coin is used to decide the value of each bit in s. This probability is
defined whenever C is measurable under the usual product measure on {0, 1}∞
(which can also be considered as the unit interval on the real number line).

2 Definitions and Basic Results

2.1 Linear Feedback Shift Registers

Linear feedback shift registers (LFSR) are the basic components of many key-
stream generators (see, e.g., Menezes et al. [11]). There are several reasons for
this: LFSRs are well-suited to hardware implementation; they can produce se-
quences of large period; and they can produce sequences of good statistical prop-
erties.

A linear feedback shift register (LFSR) of length l is a sequence of 0-1 bits
(s1, . . . , sl, c1, . . . , cl) with c1 = 1. The output of the LFSR is the infinite se-
quence s1s2s3 . . . where si for i > l is defined by the following equation:

si =
l∑

j=1

cjsi−l−1+j mod 2.

An LFSR L(s1, . . . , sl, c1, . . . , cl) is said to generate an infinite sequence
s = s1s2 . . . if s is the output sequence of L(s1, . . . , sl, c1, . . . , cl). The linear
complexity of an infinite sequence s, denoted L(s), is defined as follows:

1. If s is the zero sequence 000 . . ., then L(s) = 0.
2. If no LFSR generates s then L(s) = ∞.
3. Otherwise L(s) is the length of the shortest LFSR that generates s.
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For a finite string s ∈ {0, 1}n, the linear complexity L(s) of s is defined as the
length of the shortest LFSR that generates a sequence having s as its first n
bits.

Theorem 1. (see, e.g., [9,11])

1. For s ∈ {0, 1}n, 0 ≤ L(s) ≤ n.
2. For s ∈ {0, 1}n, L(s) = 0 if and only if s = 0 . . . 0.
3. For s ∈ {0, 1}n, L(s) = n if and only if s = 0 . . . 01.
4. If s is periodic with period n, then L(s) ≤ n.

Theorem 2. For any strings s1, s2, s3 ∈ {0, 1}∗, L(s1s2s3) ≥ L(s2).

Proof. This is straightforward from the definitions. 
�
Theorem 3. (Massey [9]) For any given string s ∈ {0, 1}n, the Berlekamp-
Massey algorithm will compute L(s) in O(n2) bit operations.

Theorem 4. For any s ∈ {0, 1}n, either L(s0) ≥ n/2 or L(s1) ≥ n/2.

Proof. In the proof of Theorem 3 (see [9,11]), it has been shown that if the
shortest LFSR for generating s is L(s1, . . . sl, c1, . . . , cl), then there are two cases:

1. L(s0) = l. Then

L(s1) =
{
l if l > n/2,
n+ 1− l otherwise.

2. L(s1) = l. Then

L(s0) =
{
l if l > n/2,
n+ 1− l otherwise.

This completes the proof of the theorem. 
�
Theorem 5. (Rueppel [14]) Let k ≤ n and Nn(k) = |{s ∈ {0, 1}n : L(s) = k}|.
Then

Nn(k) =




2min(2n−2k,2k−1) if n ≥ k > 0,

1 if k = 0.

2.2 Kolmogorov Complexity

Kolmogorov complexity, as developed by Chaitin [2] and Kolmogorov [6] gives a
satisfactory theoretical description of the complexity of individual finite strings
and infinite sequences. In this section, we review the fundamentals of Kolmogorov
complexity theory that we will use in this paper. For more details, it is referred to
Li and Vitanyi [7]. Let U be a universal Turing machine. Then the Kolmogorov
complexity of a string s ∈ {0, 1}n is defined by

K(s) = min{|x| : U(x) = s, x ∈ {0, 1}∗}.
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We are also interested in the self-delimiting Turing machines. A self-delimiting
Turing machine is a deterministic Turing machine M such that the program set

PROGM = {x ∈ {0, 1}∗ : M halts on input x after finitely many steps}
is prefix-free, i.e., a set of strings with the property that no string in it is a proper
prefix of another. Let Uc be a universal self-delimiting Turing machine, then the
Chaitin-Kolmogorov complexity of a string s ∈ {0, 1}n is defined by

H(s) = min{|x| : Uc(x) = s, x ∈ {0, 1}∗}.
Theorem 6. (see, e.g., [2,6,7])

1. There is a constant c > 0 such that K(s) ≤ H(s) + c for all s ∈ {0, 1}∗.
2. There is a constant c > 0 such that H(s) ≤ K(s) + 2 log |s| + c for all

s ∈ {0, 1}∗.
3. For each Turing machine M and each string s ∈ {0, 1}∗, let KM (s) =

min{|x| : M(x) = s, x ∈ {0, 1}∗}. Then there is a constant cM > 0 such
that K(s) ≤ KM (s) + cM for all s ∈ {0, 1}∗.

4. There is a constant c > 0 such that K(s) ≤ |s|+ c for all s ∈ {0, 1}∗.
5. For any constant c > 0, |{s ∈ {0, 1}n : K(s) ≥ n− c}| ≥ 2n−c−1.

An infinite sequence s ∈ {0, 1}∞ is Martin-Löf random (see, e.g., [7,8]) if and
only if there is a constant c > 0 such that H(s[1..n]) ≥ n− c for almost all n.

Lemma 1. Let s ∈ {0, 1}∞ be a Martin-Löf random sequence. Then there is a
constant c > 0 such that n− 2 logn− c ≤ K(s[1..n]) ≤ n+ c for almost all n.

Proof. It follows from Theorem 6 and the definition of a Martin-Löf random
sequence. 
�
Theorem 7. (see, e.g., [7]) Prob{s : s is Martin-Löf random} = 1.

3 Linear Complexity versus Kolmogorov Complexity

Beth and Dai [1] proved the following theorem on the relationship between linear
complexity and Kolmogorov complexity.

Theorem 8. (Beth and Dai [1]) For all ε(0 < ε < 1)

Pε,n = Prob{s ∈ {0, 1}n : (1 − ε) · 2L(s) ≤ K(s) ≤ (1 + ε) · 2L(s)} → 1

when n → ∞.

After proving the above result, Beth and Dai [1] “proved” the following result:

Theorem 9. ([1]) With probability 1, a sequence s ∈ {0, 1}∞ satisfies the fol-
lowing property:

lim
n→∞

K(s[1..n])
L(s[1..n])

= 2. (1)
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Their proof is as follows:

“Proof”. Apply the Borel-Cantelli lemma to the independent cylinder
sets

Ak,ε = {s ∈ {0, 1}∞ : (1− ε) · 2L(s[2k−1..2k − 1]) ≤

K(s[2k−1..2k − 1]) ≤ (1 + ε) · 2L(s[2k−1..2k − 1])}
for the positive integers k and ε > 0. From Theorem 8, we conclude that

∞∑
k=1

Prob[Ak,ε] = ∞

for the positive integers k and ε > 0. Thus the assertion. 
�
In the following we will show that the above “proof” is incorrect. Note that

the second Borel-Cantelli lemma states as follows.

Theorem 10. (The second Borel-Cantelli Lemma [4]) Let C1,C2, . . . ⊆ {0, 1}∞
be a sequence of independent, Lebesgue measurable sets, i.e.,

Prob[Ci] · Prob[Cj ] = Prob[Ci ∩ Ci]

for i �= j, such that
∑∞

k=1 Prob[Ck] diverges. Then

C = {s ∈ {0, 1}∞ : s ∈ Ck for only infinitely many k}
has probability 1.

By the Borel-Cantelli Lemma and the assertion
∑∞

k=1 Prob[Ak,ε] = ∞, we
can only infer in the above “proof” of Beth and Dai that

A = {s ∈ {0, 1}∞ : s ∈ Ak,ε for infinitely many k}
has probability 1. However, from this result we cannot infer that the equation
(1) holds for all s ∈ A, since there is an infinite sequence s such that s ∈ Ak,ε

for infinitely many k, but the equation (1) does not hold for s. Whence, Beth
and Dai’s “proof” is incorrect.

Indeed, we can construct an infinite sequence s such that s ∈ Ak,ε for almost
all k, but the equation (1) does not hold for s. In order to construct such a
sequence s, we first prove two preliminary results.

Lemma 2. Let k and n be two positive integers. Then for any string s ∈ {0, 1}kn

such that L(s) = n, K(s) ≤ 2n+ 2 log k + c for some constant c > 0.

Proof. Define a Turing machine ML as follows:

ML(x) =




t[1..il] if x = (i, s1 . . . slc1 . . . cl) and the LFSR
L(s1, . . . , sl, c1, . . . , cl) generates the infinite sequence t,

undefined otherwise.
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By Theorem 6, there is a constant c > 0 such that for all s ∈ {0, 1}∗

K(s) ≤ min{|x| : ML(x) = s}+ c.

For any string s ∈ {0, 1}kn such that L(s) = n, let Ls(s1, . . . , sn, c1, . . . , cn) be
the shortest LFSR which generates a sequence having s as its first kn bits. By
the definition of ML, we have ML(k, s1 . . . snc1 . . . cn) = s. That is,

K(s) ≤ |(k, s1 . . . snc1 . . . cn)|+ c ≤ 2n+ 2 log k + c.

This completes the proof. 
�
Theorem 11. There is a constant k0 > 0 such that for each k > k0, there is a
string sk ∈ {0, 1}2k−1

with the following properties:

1. 2L(sk)− c ≤ K(sk) ≤ 2L(sk) + c for some constant c > 0.
2. L(sksk+1[1]) ≥ 2k−2.

Proof. We define the strings sk by induction on k. Let k0 be a large enough
constant, |sk0 | = 2k0−2 be a string with L(sk0) = 2k0−3, and k > k0. Assume
that sk−1 has already been defined. Then, by Theorems 4, 5, and 6, there is a
string s′k ∈ {0, 1}2k−3

such that

– 2L(s′k) = 2k−3;
– K(s′k) ≥ 2k−3 − c0 for some constant c0;
– L(sk−1s

′
k[1]) ≥ 2k−3.

Let sk ∈ {0, 1}2k−1
be any string with the properties that s′k = sk[1..2k−3] and

L(sk) = L(s′k). By Lemma 2,

K(sk) ≤ 2L(sk) + 2 log 4 + c1

for some constant c1 > 0. It is straightforward to check that

K(sk) ≥ K(s′k)− c2 = 2k−3 − c2 − c0 = 2L(sk)− c2 − c0

for some constant c2 > 0. This completes the proof of the theorem. 
�
Theorem 12. There is an infinite sequence s such that s ∈ Ak,ε for almost all
k, but the equation (1) does not hold for s.

Proof. Let k0 and sk be defined as in Theorem 11. Define an infinite binary
sequence s as follows:

s[2k−1..2k − 1] =
{
0 . . . 0 if k ≤ k0,
sk otherwise.

Then s ∈ Ak,ε for all k > k0. Now we show that the equation (1) does not hold
for s. It is straightforward to check that for any k > k0,

K(s[1..2k]) ≤
k∑

i=k0+1

K(sk) + c ≤ 2k−2 + c
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for some constant c > 0. However, by the choice of sk in Theorem 11, for any
k > k0,

L(s[1..2k]) ≥ L(sksk+1[1]) ≥ 2k−2.

Whence

lim sup
n→∞

K(s[1..n])
L(s[1..n])

≤ lim
k→∞

2k−2 + c

2k−2
= 1 < 2.

Which implies that the equation (1) can not hold for s. 
�

Theorem 12 shows that Beth and Dai’s “proof” of Theorem 9 is incorrect. In
the following we will prove a stronger result which implies Theorem 9. We first
prove several lemmas.

Lemma 3. For any positive integer n,

|{s ∈ {0, 1}n : L(s) ≤ n

2
− logn}| ≤ 2n−2 log n

and
|{s ∈ {0, 1}n : L(s) ≥ n

2
+ logn}| ≤ 2n−2 log n.

Proof. By Theorem 5, we have

|{s ∈ {0, 1}n : L(s) ≤ n

2
− logn}| =

∑
k≤(n/2)−log n

Nn(k)

=
∑

k≤(n/2)−log n

22k−1

≤ 2n−2 log n

In the same way, we can show that |{s ∈ {0, 1}n : L(s) ≥ n
2 +logn}| ≤ 2n−2 log n.


�

Lemma 4. (see, e.g., [7]) Let C1,C2, . . . ⊆ {0, 1}∞ be a recursively presentable
sequence of Lebesgue measurable sets, such that

∑∞
n=1 Prob[Cn] converges to a

finite number effectively. Then for any Martin-Löf random sequence s ∈ {0, 1}∞,
s ∈ Cn for only finitely many n.

Theorem 13. Let s ∈ {0, 1}∞ be a Martin-Löf random sequence. Then the
equation (1) holds for s.

Proof. Define a recursively presentable sequence of Lebesgue measurable sets
as follows (for more details about recursively presentable sequence of sets, it is
referred to Martin-Löf [8]): for each positive integer n, let

Cn = {s ∈ {0, 1}∞ : L(s[1..n]) ≤ n

2
− logn or L(s[1..n]) ≥ n

2
+ log n}.



Linear Complexity versus Pseudorandomness 295

Then, by Lemma 3,

Prob[Cn] ≤ 2 · 2−2 log n =
2
n2

.

Whence,
∑∞

n=1 Prob[Cn] converges to a finite number effectively. By Theorem
4, for any Martin-Löf random sequence s, we have s ∈ Cn for only finitely many
n. That is, n/2 − logn ≤ L(s[1..n]) ≤ n/2 + logn for almost all n. Now, by
Theorem 1,

lim sup
n→∞

K(s[1..n])
L(s[1..n])

≤ lim
n→∞

n+ c

n/2− logn
= 2

and

lim inf
n→∞

K(s[1..n])
L(s[1..n])

≥ lim
n→∞

n− 2 logn
n/2 + logn

= 2.

This completes the proof of the theorem. 
�

Proof of Theorem 9. This follows from Theorems 7 and 13. 
�
Remark: Note that Niederreiter [12] has proved the following result: for any

function f defined on the positive integers with the property that
∑∞

n=1 2
−f(n) <

∞, we have Prob[Cf ] = 1, where

Cf =
{
s ∈ {0, 1}∞ :

∣∣∣∣L(s[1..i])− i

2

∣∣∣∣ ≤ f(i) a.e.

}
.

Whence, by Theorem 7 and the above result of Niederreiter, Theorem 9 follows.
However, Theorem 13 is stronger than Theorem 9.

4 Comments on Statistical Tests

We conclude our note with some comments on statistical tests for pseudorandom
bits generated by pseudorandom generators.

Martin-Löf randomness concept [8] has been the most successful one defined
in the literature (see, e.g., [7]). By the Chaitin-Kolmogorov complexity charac-
terization of Martin-Löf’s random sequences, a sequence is Martin-Löf random
if and only if it is incompressible, that is, if and only if the sequence withstands
the compressibility test.

A Martin-Löf random sequence is defined to withstand all computational
statistic tests (with unlimited resource bound). For example (see, e.g., [7]), a
Martin-Löf random sequence withstands the frequency test (that is, the law of
large numbers), the gap test, the correlation test, and the law of the iterated log-
arithm test. The result (that is, Theorem 13) of this paper can be interpreted in
the following sense: a Martin-Löf random sequence withstands the LFSR tests.
Amongst others, many of the statistic tests used for testing true randomness
have been used to test the quality of the pseudorandom bits generated by a
pseudorandom generator (see, e.g., [10,11]), for example, the frequency test, the
gap test, the correlation test, and the Maurer universal test which is a kind of
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compressibility test. However, a very strong test, the law of the iterated loga-
rithm test (LIL test), has not been used in testing pseudorandom sequences. The
celebrated iterated logarithm has been one of the most beautiful and profound
discoveries (see, e.g., [3,4]) of probability theory. Wang [16,17,18] has shown that
the law of the iterated logarithm holds for infinite polynomial time pseudoran-
dom sequences. We suggest that this law should also be used in testing the
quality of finite pseudorandom strings. By a standard diagonalization argument
of Ville [15] for constructing “Kollektiv” sequences, it can be shown that there
are sequences which pass the “randomness postulate” test (by Golomb [5]), the
“universal test” (by Maurer [10]), and the LFSR test (by Rueppel [12,13,14]),
but do not pass the LIL test. It should be mentioned that the LIL test can be
finished in O(n2) time, whence it is an attractive addition to the currently used
tests.

In the following we will present more details on the LIL test. For a sequence
s, let Sn(s) =

∑n
i=1 s[i]. Then a sequence is said to withstand the frequency test

if the value of Sn(s)
n is close enough to 1

2 . However, this test is not successful in
detecting whether a string s always has more 1’s than 0’s in its initial segments.
Obviously, a pseudorandom sequence has some deficiency if there is always more
1’s (or 0’s) than 0’s (or 1’s) in its initial segments. As we have mentioned in the
previous paragraph, Ville’s construction can be used to show that all popular
statistical tests used for pseudorandomness in the literature (see, e.g., [10,11])
cannot detect this deficiency which may have undesired effects in certain appli-
cations. We suggest the use of the law of the iterated logarithm (LIL). This test
is “universal” in the sense that it covers many of the commonly used statistical
tests such as the gap test and the frequency test, and in addition, it can detect
the above mentioned deficiency in a sequence.

For a sequence s, let

S∗
n(s) =

2 · Sn(s)− n√
n

denote the reduced number of 1’s in s[1..n]. Note that S∗
n(s) amounts to measuring

the deviations of Sn(s) from n
2 in units of 1

2

√
n. In probability theory, Sn(s)

is called the number of successes and S∗
n(s) is called the reduced number of

successes.
The law of large numbers says that, for a pseudorandom string s, the limit

of Sn(s[1..n])
n is 1

2 . But it says nothing about the reduced deviation S∗
n(s[1..n]).

It is intuitively clear that, for a pseudorandom string s, S∗
n(s[1..n]) will sooner

or later take on arbitrary large values. Moderate values of S∗
n(s[1..n]) are most

probable, but the maxima will slowly increase. How fast? Can we give an op-
timal upper bound for the fluctuations of S∗

n(s[1..n])? The law of the iterated
logarithm, which was first discovered by Khintchine for the classical cases, gives
a satisfactory answer for the above questions.

Definition 1. A sequence s ∈ {0, 1}∞ satisfies the law of the iterated logarithm
if

lim sup
n→∞

2
∑n

i=1 s[i]− n√
2n ln lnn

= 1
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and

lim inf
n→∞

2
∑n

i=1 s[i]− n√
2n ln lnn

= −1.

It has been shown that the law of the iterated logarithm holds for Martin-
Löf random sequences (see [17]) and for infinite polynomial time pseudorandom
sequences (see [16,17,18]). Since there is an efficient algorithm to compute the
reduced number of successes in a string, a pseudorandom sequence s ∈ {0, 1}n of
high “quality” should have the following LIL property: for large enough i ≤ n,

the value of
2
∑i

j=1
s[j]−i

√
2i ln ln i

should lie in the interval [−1− f(i), 1 + f(i)] for some
function f(i) ∈ o(1

i ) and the value should “reach” both 1 and −1 “frequently”.
In the above paragraphs, we have given an outline of the LIL test for cryp-

tographic pseudorandomness. In order to implement this test in practice, much
work still needs to be done. For example, the distribution of the random variable

Xi =
2
∑i

j=1
s[j]−i

√
2i ln ln i

should be carefully analyzed. For more details, it is referred
to Chow [3] and Feller [4].
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Abstract. In [7], perfect multi-sequences are introduced and a construc-
tion based on function fields over finite fields is given. In this paper, we
explore the construction in [7] by considering rational function fields.
Consequently a class of perfect multi-sequences are obtained.

1 Introduction

There are a lot of papers concerning linear complexity of one single sequence
[2], [3], [4], [5], [8]. For multi-sequences, it seems that few results are known.
One of these results is the Massey’s algorithm for linear feedback shift register
(LFSR) synthesis that was proven by Ding [1]. Recently perfect multi-sequences
are introduced in [7]. This definition is a natural generalization of one single
perfect sequence defined by Rueppel [4], [5].

We adopt notations from [7].

Definition 1. Let Fq be the finite field with q elements. The linear complexity
of a sequence c = (c1, c2, ..., cn) of elements of Fq is defined to be the least k
such that it is a k-th order LFSR sequence.

We now consider multi-sequences c1, c2, . . . , cm of dimension m of length n.
C denotes the multi-sequences {ci}m

i=1 of length n.

Definition 2. The linear complexity of a multi-sequence set C = {ci = (ci1, ci2,
. . . , cin)}m

i=1 of length n is defined to be the smallest order k of LFSR (f(T ), k)
generating all of sequences ci for i = 1, 2, . . . , m.

The Massey’s algorithm gives a way to find the shortest LFSR generating
multi-seuqences, and therefore the linear complexity of a multi-sequence set C
is obtained.

Now we turn to sequences of infinite length.
Consider multi-sequences of dimension m ≥ 1,

K. Y. Lam, E. Okamoto and C. Xing (Eds.): ASIACRYPT’99, LNCS 1716, pp. 299–305, 1999.
c© Springer-Verlag Berlin Heidelberg 1999
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a1 = (a11, a12, a13, . . .) ∈ F∞
q

a2 = (a21, a22, a23, . . .) ∈ F∞
q

.

.

.
am = (am1, am2, am3, . . .) ∈ F∞

q

and let A be the multi-sequence set {ai}m
i=1. We also denote by An the multi-

sequences

{(ai1, ai2, . . . , ain)}m
i=1

of length n and dimension m.

Definition 3. The linear complexity profile of a multi-sequence set A =
{a1,a2, . . .am} is defined by the sequence of integral numbers

{�n(A)}∞n=1,

where �n(A) denote the linear complexities of An = {(ai1, ai2, . . . , ain)}m
i=1 of

length n.

In [7], perfect multi-sequences are defined in the following way.

Definition 4. The multi-sequence set A = {a1, a2, . . .am} is called perfect if

�n(A) = � mn

m + 1
�

for all n ≥ 1, where �v� denotes the smallest integer bigger than or equal to the
real number v.

Furthermore, it is proven in [7] that

Theorem 1. The multi-sequence set A = {a1, a2, . . .am} is perfect if and only
if

�n(A) ≥ � mn

m + 1
�

for all n ≥ 1.

This paper is organized as follows. In Section 2, we recall the main result of
[7] concerning constructions of perfect multi-sequences. In Section 3, a class of
perfect multi-sequences are given based on the result of Section 2. Some explicit
examples are illustrated in this section.
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2 Construction of Perfect Multi-sequences

First we introduce some notations (see [6]).
For a divisor D =

∑
P mP P , the degree of D is defined by deg(D) =∑

P mP deg(P ).
Let z be a non-zero element of F , define the zero divisor of z by

(z)0 =
∑

νP (z)>0

νP (z)P

and the pole divisor of z by

(z)∞ = −
∑

νP (z)<0

νP (z)P.

Then (z)0 and (z)∞ are two effective divisors and deg(z)0 = deg(z)∞. The
principal divisor of z is defined by

div(z) = (z)0 − (z)∞.

For a divisor D, the linear space L(D) is defined by

L(D) = {f ∈ F |div(f) + D ≥ 0}.
It is an Fq-linear space of finite dimension. For two divisors D =

∑
P mP P and

G =
∑

P nP P , we denote by D ∨ G the divisor
∑

P max{mP , nP }P .
For a place Q of degree m of F , the integral ring of Q is

OQ = {z ∈ F |νQ(z) ≥ 0}.
This is a local ring with the maximal ideal

℘Q = {z ∈ OQ|νQ(z) > 0}.
The residue class field OQ/℘Q is an extension over Fq of degree m = deg(Q).
For an element of z ∈ OQ, the residue class z of z in OQ/℘Q is denoted by z(Q).

From now on in this section, we have the following notations and assumptions.

F/Fq – a global function field with the full constant field Fq;
Q – a place of degree m of F ;
x1, x2, . . . , xm – m elements of OQ satisfying that x1(Q), x2(Q), . . . , xm(Q)
form an Fq-basis of OQ/℘Q;
t – a local parameter of Q with deg(t)∞ = m + 1;
y – an element of OQ satisfying y �∈⊕m

i=1 Fq(t)xi.

Then y has a local expansion at Q with the following form,

y =
∞∑

j=0

(
m∑

i=1

aijxi

)
tj ,
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where ai,j ∈ Fq.
Denote

ai(y) = (ai1, a12, ai3, . . .) ∈ F∞
q

for any 1 ≤ i ≤ m. We form a multi-sequence set

A(y) = {ai(y)}m
i=1. (1)

It is proved in [7] that A(y) is a perfect multi-sequence set if m = deg((y)∞ ∨
(x1)∞ ∨ (x2)∞ ∨ · · · ∨ (xm)∞).

We organize the above result as follows.

Theorem 2. Let G be a positive divisor of degree m with Q �∈Supp(G). Sup-
pose that x1, x2, . . . , xm, y are elements of L(G) such that x1(Q), x2(Q), ..., xk(Q)
form an Fq-basis of OQ/℘Q and y �∈⊕m

i=1 Fq(t)xi. Then A(y) = {ai(y)}m
i=1

constructed as (1) is perfect.

3 Explicit Perfect Multi-sequences

In this section, we present a class of perfect multi-sequences based on the results
of Section 2. The function fields used are the rational function fields.

Throughout this section, F denotes the rational function field Fq(x). We also
fix a place Q of degree m and a rational place P of F with Q �= P . Let t ∈ F be
a function with (t)0 = Q + P .

Proposition 1. Let G be a positive divisor of degree m such that Supp(G) ∩
{Q, P} = ∅. Let {x1 = 1, x2, . . . , xm, y} be a basis of L(G). Then {x1 = 1, x2, . . . ,
xm, y} is also a basis of F over Fq(t),

Proof. Since the degree [F : Fq(t)] of the extension F/Fq(t) is equal to the
degree of the zero divisor of t, we have [F : Fq(t)] = deg(t)0 = deg(Q + P ) =
m+1. This means that F is a vector space of dimension m+1 over Fq(t). Hence
it is sufficient to prove that x1 = 1, x2, . . . , xm, y are linearly independent over
Fq(t). Suppose that there exist m + 1 functions u1(t), . . . , um(t), u(t) ∈ Fq(t)
such that not all of them equal to zero and

u(t)y +
m∑

i=1

ui(t)xi = 0. (2)

By multipling a polynomial in Fq[t], we may assume that all ui(t) and u(t)
are polynomials in Fq[t]. Furthermore, dividing u(t) and all ui(t) by the great-
est common divisor (u(t), u1(t), . . . , um(t)) of u(t), u1(t), . . . , um(t), we can as-
sume that (u(t), u1(t), . . . , um(t)) = 1. Thus not all of u(0), u1(0), . . . , um(0) are
equal to zero. As x1 = 1, x2, . . . , xm, y are a basis of L(G), we have u(0)y +∑m

i+0 ui(0)xi �= 0.
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Rewrite (2) into the form

(u(t) − u(0))y +
m∑

i=1

(ui(t) − ui(0))xi = −
(

u(0)y +
m∑

i=1

ui(0)xi

)
. (3)

Look at the left side of (3), we find that Q+P = (t)0 is less than or equal to the
zero divisor of the function u(0)y +

∑m
i=1 ui(0)xi. Hence u(0)y +

∑m
i=1 ui(0)xi

is an nonzero element of L(G− (Q + P )). However L(G− (Q + P )) = {0} since
deg(G− (Q + P )) = −1. This contradiction shows that x1 = 1, x2, . . . , xm, y are
linearly independent over Fq(t).

Theorem 3. Let the divisor G and functions x1, x2, . . . , xm, y be as in Proposi-
tion 1. If there is a positive divisor G1 with deg(G1) = m− 1 such that G1 ≤ G
and x1, x2, ..., xm form a basis of L(G1), then the multi-sequence set A(y) con-
structed as (1) is perfect.

Proof. Since {x1 = 1, x2, . . . , xm, y} is a basis of F over Fq(t) by Proposition 1
, we have y �∈⊕m

i=1 Fq(t)xi.
Suppose that α1, α2, ..., αm ∈ Fq satisfy

m∑
i=1

αixi(Q) = 0.

Then
∑m

i=1 αixi is an element of L(G1 −Q). Thus
∑m

i=1 αixi is equal to 0 since
deg(G1 − Q) = −1. This implies that x1(Q), x2(Q), ..., xm(Q) form an Fq-basis
of OQ/℘Q.

Appling Theorem 2, we have that A(y) is perfect as deg(G) = m.

Example 1. Let Q(x) be an irreducible polynomials of degree m in Fq[x] and α
an element of Fq satifying Q(α) �= 0. Put

(a) t = Q(x)(x − α);
(b) xi = xi−1 for all 1 ≤ i ≤ m;
(c) y = xm.
Then it follows from Theorem 3 that A(y) is a perfect multi-sequence set of di-

mension m since {x1, x2, ..., xm} is a basis of L((m−1)∞) and {x1, x2, ..., xm, y}
is a basis of L(m∞), where ∞ is the pole of x.

(a) binary perfect multi-sequences of dimension m = 3.
Taking Q(x) = x3 + x + 1 ∈ F2[x], t = xQ(x), and x1 = 1, x2 = x, x3 =

x2, y = x3, we obtain the local expansion of y at Q:

y=(x1+x2)+(x1+x3)t+(x1+x2+x3)t2+x1t
3+(x1+x2)t4+x1t

5+x1t
6+(x1+x3)t8+· · ·.

Put

a1(y) = (1, 1, 1, 1, 1, 1, 0, 1, · · ·),
a2(y) = (0, 1, 0, 1, 0, 0, 0, 0, · · ·),
a3(y) = (1, 1, 0, 0, 0, 0, 0, 1, · · ·).
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By Theorem 3, a1(y),a2(y),a3(y) are perfect multi-sequences of dimension 3.
(b) ternary perfect multi-sequences of dimension m = 2.
Taking Q(x) = x2 + 1, t = x(x2 + 1), and x1 = 1, x2 = 2, y = x2, we get the

local expansion of y at Q:

y = 2x1 + 2x2t + 2x1t
2 + x2t

3 + 2x1t
4 + 2x1t

6 + 2x2t
9 + · · · .

Put

a1(y) = (0, 2, 0, 2, 0, 2, 0, 0, · · ·),
a2(y) = (2, 0, 1, 0, 0, 0, 0, 0, · · ·).

By Theorem 3, a1(y),a2(y) are perfect multi-sequences of dimension 2.

Example 2. Let Q(x) be an irreducible polynomials of degree m in Fq[x] and α
an element of Fq satifying Q(α) �= 0. Put

(a) t = Q(x)/xm+1;
(b) xi = (x − α)1−i for all 1 ≤ i ≤ m;
(c) y = (x − α)−m.
Then it follows from Theorem 3 that A(y) is a perfect multi-sequence set of

dimension m since {x1, x2, ..., xm} is a basis of L((m−1)P ) and {x1, x2, ..., xm, y}
is a basis of L(mP ), where P is the zero of x − α.

(a) binary perfect multi-sequences of dimension m = 2.
Taking Q(x) = x2+x+1, t = (x2+x+1)/x3, and x1 = 1, x2 = 1/x, y = 1/x2,

we obtain the local expansion of y at Q:

y = (x1 + x2) + (x1 + x2)t + x2t
2 + (x1 + x2)t3 + t4 + t6 + · · · .

Put

a1(y) = (1, 0, 1, 1, 0, 1, · · ·),
a2(y) = (1, 1, 1, 0, 0, 0, · · ·).

By Theorem 3, a1(y),a2(y) are perfect multi-sequences of dimension 2.

(b) ternary perfect multi-sequences of dimension m = 2.
Taking Q(x) = x2 + 2x + 2, t = (x2 + 2x + 2)/x3, and x1 = 1, x2 = 1/x, y =

1/x2, we obtain the local expansion of y at Q:

y = (x1 + 2x2) + (2x1 + 2x2)t + (x1 + 2x2)t2 + x1t
3 + (x1 + 2x2)t4 + · · · .

Put

a1(y) = (2, 1, 1, 1, · · ·),
a2(y) = (2, 2, 0, 2, · · ·).

By Theorem 3, a1(y),a2(y) are perfect multi-sequences of dimension 2.
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Abstract. This paper proposes an approach for the cryptanalysis of
stream ciphers where the encryption is performed by multiple linear feed-
back shift registers (LFSR) combined by a nonlinear function. The attack
assumes no knowledge of either the LFSR initial conditions or the com-
bining function. Thus, the actual architecture of the encryption system
can be arbitrary. The attack is also generalized for the situation when the
combining function is correlation immune of any particular order. This
is in direct contrast with the existing methods which depend heavily not
only on the correlation between the output of a particular LFSR and the
ciphertext but also on the actual configuration of the encryption system
used. Thus, the proposed method is the first ciphertext only attack in the
true sense of the phrase. The paper also gives theoretical estimates of
the cipherlengths involved in the determination of the initial conditions
as well as estimation of the combining function.

1 Introduction

Stream ciphers form an important class of encryption algorithms. Linear feed-
back shift registers (LFSR) have commonly been used in the keystream genera-
tors of such ciphers for a reasons such as suitability for hardware implementation
and desirable statistical properties [1]. A popular form of the running key gen-
erator is constructed by applying a nonlinear combining function to the outputs
of several LFSRs of various lengths. In a general situation, the decrypter may be
faced with one or more of the following problems, viz. unknown initial conditions
of the LFSRs, unknown shift register lengths and polynomials, unknown com-
bining function, availability of limited cipher length, and need for computation
in reasonable time,

The problem of determining the unknown LFSR sequences or their initial
conditions from available ciphertext using a correlation attack was first ex-
plored by Siegenthaler in [2]. This approach exploited the inherent weakness
of keystreams generated using LFSRs where knowledge about the LFSR creeps
into the encrypted data. It was followed by other forms of correlation attacks

K. Y. Lam, E. Okamoto and C. Xing (Eds.): ASIACRYPT’99, LNCS 1716, pp. 306–320, 1999.
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as well as modifications for improvement in speed, see [3,4,5,6,7]. All these ap-
proaches, however, implicitly assume that the ciphertext is directly correlated
to the LFSR sequences, i.e. the combining function is not correlation immune
[8] and also known to the decrypter.

This paper presents a decryption strategy based on a modification of Siegen-
thaler’s method. The method given here is developed in steps in sections 2 to 5
to include the cases of unknown LFSR initial conditions and unknown combin-
ing function, which is eventually allowed to be correlation immune of a par-
ticular order. The method is therefore, independent of the actual architecture
of the encryption system, unlike the other existing methods in the literature.
Though knowledge of the LFSR polynomials is assumed, this assumption can
be dispensed with as explained later. The paper also presents a framework for
determining the cipherlength requirements involved.

2 Determination of the Initial Conditions

Let N denote the cipherlength available, C the ciphertext, Xi the sequence
produced by the ith LFSR, m the total number of LFSRs and di, the size of the
ith LFSR. Also, P (A) denotes the probability of the occurrence of the event A.
Let M be the coded message text, Y be the output of the combining function.
We assume initially that the shift register sizes, the LFSR polynomials and the
form of the nonlinear combining function are known.

2.1 Siegenthaler’s Approach

Siegenthaler’s approach [2] for determining the initial conditions of the LFSRs
is based on statistical hypothesis testing. Consider the random sequence

Zi =
{
1 if C = Xi

0 if C �= Xi

It can thus be inferred that
∑

Zi ∼ Bin(N, p) where p = P (C = Xi). From the
system configuration

P (C = Xi) = P (Y = Xi)P (M = 0) + P (Y �= Xi)P (M �= 0)

If either P (Y = Xi) = 1/2 or P (M = 0) = 1/2, then P (C = Xi) = 1/2.
However, for all practical coding schemes, P (M = 0) �= 1/2. For instance, for
the popularly used Murray code P (M = 0) = 0.58. Also, for a function which is
not correlation immune, there is at least one input i for which P (Y = Xi) �= 1/2.
In order to break the code, the LFSRs are run with various initial conditions.
When the correct initial condition is used to generate the LFSR sequence Xi,
p = P (C = Xi) �= 1/2. In contrast, for a wrong initial condition, the sequence
Xi is random and uncorrelated with C which implies that p = 1/2. Thus, given
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an input sequence Xi and C, we can determine whether the corresponding initial
condition is correct by testing the following hypotheses:

H0 : p = 0.5,
H1 : p �= 0.5.

The statistic used for testingH0 against the alternativeH1 is
∑

Zi. Let us as-
sume that the fraction of coincidences between the cipher stream and an input

i.e.
∑

Zi

N is normally distributed. This assumption is justified by the Central
Limit Theorem. According to the usual Neyman-Pearson set-up for hypothe-
sis testing, the decision threshold for

∑
Zi is chosen so that the probability of

wrongly rejecting H0 is restricted to a specified value. However, Siegenthaler
proposes that the threshold be chosen so that the probability of wrongly accept-
ing H0 (probability of ‘miss’, pm or 1-’power’ in the terminology of hypothesis
testing) is restricted to a specified value. The probability of the other type of
error (probability of ‘false alarm’, pf ) is not controlled. It would depend on the
nature of the combining function and the cipherlength.

2.2 Notion of Success and Failure

The above approach can fail in two ways: (a) the correct initial condition may
be missed, or (b) there may be too many false alarms. The twin objective of
the decision-making process is to restrict the chances of both types of failures.
However, a precise definition of success is necessary in order to examine the
feasibility of breaking a code with a given cipherlength. A reasonable approach
would be to define ‘success’ as the situation when the correct initial condition
belongs to the selected list of solutions along with k wrong initial conditions.
The number k has to be chosen before any analysis of performance. A high
value of k would mean that a large number of candidate solutions have to be
examined by actually generating the ‘deciphered’ texts – a prospect which can
hardly be described as ‘success’. Thus, k has to be a reasonably small number.
In this paper, we choose k = 0. The same choice was implicitly made by Roy
[9]. Of course, all the calculations can be generalized for k > 0. Our choice of k
implies that ‘success’ is defined as the case when the shortlist of selected initial
conditions contains only the correct one.

2.3 Choice of Optimal Threshold to Maximize Chance of Success

Siegenthaler [2] suggested that the probability of miss (pm) should be predeter-
mined. In practice however, the choice of pm must be a compromise to ensure that
not too many wrong candidate solutions are selected. According to the notion
of success described above, no false alarm is acceptable. Thus, instead of using a
predetermined pm, we can determine the threshold in such a way that both pm

and the probability of any false alarm is minimized. If the ith LFSR has size di,
the probability of no false alarm is (1− pf )2

di−2, where pf is the probability of
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false alarm for a particular candidate solution. Note that if the decision threshold
is moved in such a way that 1− (1− pf )2

di−2 (the probability of having at least
one wrong initial condition) is reduced, pm would increase as a consequence.
Therefore, the ‘minimax’ strategy of minimizing max{pm, 1 − (1 − pf )2

di−2}
leads to the solution 1− (1− pf )2

di−2 = pm.
Suppose that δi is the ’separation’ P (C = Xi) − 0.5. If δi > 0, the decision

rule is to classify an initial condition as ‘correct’ when 1
N

∑N
i=1 Zi > t, where t

is the decision threshold. The minimax solution described above is equivalent to
the following equation for t:

1− Φ

(
t− 0.5√
0.25/N

)2di−2

= Φ

(
t− (0.5 + δi)√

((0.5 + δi)(0.5 − δi))/N

)
,

where Φ(·) is the standard normal distribution function.
A suitable modification of the above condition can be made when δi < 0.

2.4 A Modification of Siegenthaler’s Method

Let us assume once again that δi > 0. Let fic be the observed fraction of coinci-
dences,

∑
Zi/N , when the chosen initial condition is correct. Suppose that fiw

be the largest value of
∑

Zi/N when a wrong initial condition is used. Siegen-
thaler’s method would be successful (in the sense described in section 2.2) if
fiw ≤ t < fic. However, fic can be larger than fiw even if both of these are
on the same side of t. A correct determination of the initial condition is possi-
ble in such a case, by modifying Siegenthaler’s approach as follows. Let fi be
the fraction of coincidences between the ciphertext and the ith input. One may
check for the maximum of fi over all possible initial conditions. In the modified
approach, the maximizer is identified as the correct initial condition of the ith
input. If δi < 0, the minimizer of fi over all possible initial conditions should be
identified as the correct initial condition.

Henceforth we will refer to Siegenthaler’s method with threshold chosen as
in Section 2.3 as Method 1, and the ‘best-is-correct’ approach described in this
section as Method 2.

2.5 Performance of the two Methods

Consider Method 1 with the threshold set at t, and assume δi > 0 without loss
of generality.

P (ith input is correctly determined)
= P (the ‘correct’ LFSR sequences has fi > t

AND all ‘wrong’ LFSR sequences have fi ≤ t),

where a ‘correct’ LFSR sequence corresponds to that generated using the correct
initial condition (i.c.). Therefore,
P (ith input is correctly determined) = (1− pm)(1 − pf)ni−1, where
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1− pm = P (a ‘correct’ LFSR sequence has fi > t) ≈ Φ

(
.5+δi−t√

0.25/N

)
,

1− pf = P (a ‘wrong’ LFSR sequence has fi ≤ t) ≈ Φ

(
t−.5√
0.25/N

)
,

ni = total no. of LFSR sequences for input i = 2di − 1.
Note that the probabilities (1 − pm) and (1 − pf )ni−1 are the same because of
the minimax strategy of section 2.3. Denoting m as the number of inputs,

P (all inputs are correctly determined) =
m∏

i=1

Φ

(
.5 + δi − t√

0.25/N

)2

, (1)

Next consider Method 2. Let

pi = P (C = Xi|ith LFSR i.c. is chosen correctly).

, which can be computed for a particular combining function. The number of
coincidences Nic when the i.c. is chosen correctly has a binomial distribution:
Nic ∼ Bin(N, pi). When the i.c. is chosen wrongly, the number of coincidences,
Ni ∼ Bin(N, 0.5). There are 2di − 2 wrong initial conditions. Assuming that
δi > 0, we have to consider the probability that the maximum of the Ni’s over
all these wrong i.c.’s, denoted here by Niw, is not very large.

P ((Niw < y) =

(
y∑

k=0

(
N

k

)
pk(1− p)N−k

)(2di−2)

≈ Φ

(
2y −N√

N

)(2di−2)

for y = 0, 1, . . . , N . It follows that,

P (ith input is correctly identified) = P ((Niw < Nic)

=
N∑

y=0

(
N

y

)
P ((Niw < y)py

i (1− pi)N−y

=
N∑

y=0

(
N

y

)
py

i (1− pi)N−y

{
Φ

(
2y −N√

N

)}(2di−2)

It can be easily seen that the above calculations go through when δi < 0.
The probabilities of correct identification of all the input i.c.s have to be

multiplied in order to obtain the overall probability of correct identification.
Figure 1 shows plots of the variation of cipherlength with the desired probability
of correct identification of the initial condition of an LFSR having length 12 and
16, using both the methods for δ = 0.02. Figure 2 shows the corresponding plots
for δ = 0.06. Note that,

– The cipherlength requirement to achieve a desired probability of correct
identification, increases with increase in the size of the LFSR.

– As δ (the separation from 0.5) increases, the cipherlength requirement for a
fixed probability of correct identification, reduces remarkably.
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Figure 1: Probability of correct identification of an i.c.
vs. cipherlength required, δ = 0.02
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Figure 2: Probability of correct identification of an i.c.
vs. cipherlength required, δ = 0.06

It can also be seen that the cipherlength requirements for Method 2 are much
less than that of Method 1. For the rest of the paper, only Method 2, i.e. the
‘best-is-correct’ approach shall be adopted.
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3 Estimation of the Combining Function

We now consider the case where the combining function is unknown, but the
LFSR i.c.’s have been correctly identified. This would help us eventually in
addressing the problem of identifying the initial conditions and the combining
function when both are unknown. The latter case is considered in Section 4.

3.1 A Maximum Likelihood Approach

Identifying the combining function amounts to determining the 2m binary out-
put values in the corresponding truth table. We treat these numbers, denoted
here by Y0, Y1, . . . , Y2m−1, as unknown parameters. These parameters control
the distribution of the cipher stream. Using the knowledge of the inputs and the
cipherstream, we proceed to obtain the maximum likelihood estimate of these
parameters.

Suppose that p0 is the probability that a bit of the plain text stream is equal
to 0. As mentioned earlier, for all practical coding schemes, p0 �= 0.5. Throughout
this paper, we have used the Murray code, for which p0 = 0.58. Given that the
corresponding function output is Yj , the ith bit Ci of the cipher stream has the
following probability mass function:

Ci =
{
1 with probability 1− p0 + (2p0 − 1)Yj ,
0 with probability p0 − (2p0 − 1)Yj ,

This can be written in a more compact form as

P (Ci = c|Yj) = [1− p0 + (2p0 − 1)Yj ]c · [p0 − (2p0 − 1)Yj ]1−c, c = 0, 1.

Let I0, I1, . . . , I2m−1 be the sets of indices of the bitstream that correspond to
the 2m different input combinations, respectively. [Note that these input com-
binations correspond to the outputs Y0, Y1, . . . , Y2m−1, respectively.] The sizes
of these sets, N0, N1, . . . , N2m−1, have a multinomial probability distribution
with equal probabilities for each of the 2m cells. The joint distribution of the
cipherstream given the input streams is

2m−1∏
j=0

∏
i∈Ij

P (Ci = ci|Yj) =
2m−1∏
j=0

∏
i∈Ij

[1−p0+(2p0−1)Yj ]ci · [p0− (2p0−1)Yj ]1−ci .

Thus, the likelihood of Y0, Y1, . . . , Y2m−1 given the input streams and the cipher-
stream is

�(Y0, Y1, . . . , Y2m−1) =
2m−1∏
j=0

∏
i∈Ij

[1− p0 + (2p0 − 1)Yj ]Ci · [p0 − (2p0 − 1)Yj ]1−Ci .

It may be noted that the parts that depend on each Yj appear as factors of the
overall likelihood. Thus, we can work with one ‘likelihood function’ for each Yj ,
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j = 0, 1, . . . , 2m − 1:

�j(Yj) =
∏
i∈Ij

[1− p0 + (2p0 − 1)Yj ]Ci · [p0 − (2p0 − 1)Yj ]1−Ci .

Therefore, the MLE of Yj is

Ŷj =
{
0 if �j(0)/�j(1) > 1
1 otherwise

The condition �j(0)/�j(1) > 1 reduces to [(1 − p0)/p0]
∑

i∈Ij
(2Ci−1)

> 1. When
p0 > .5, as is the case for the Murray code, this further simplifies to

∑
i∈Ij

Ci <

Nj/2.
In summary, the MLE of Yj is

Ŷj =


0 if

∑
i∈Ij

Ci < Nj/2,

1 if
∑

i∈Ij
Ci > Nj/2,

j = 0, 1, . . . , 2m − 1.

In the unlikely event when
∑

i∈Ij
Ci = Nj/2, both 0 and 1 are MLE, and one

can assign one or the other without loss of generality.

Thus, the algorithm for function estimation can be summarized in the fol-
lowing steps:

1. Select a particular input combination
2. Count the number of times Y = 1 for a particular input combination. Count

the number of times this particular input combination occurs.
3. Compute the proportion of 1’s from the above counts.
4. Conclude that output (Y ) for that input combination is 0 if proportion of

1’s is less than 0.5 , and 1 otherwise.
5. Repeat steps 1-4 for another input combination until all combinations are

exhausted.

3.2 Cipher Length Requirements

Suppose that for the jth input combination, the function output Yj = 0. Assume
that the index set for this input combination is Ij (with Nj elements). Then Yj

is correctly identified if at most Nj/2 out of the Nj cipher bits corresponding
to the index set Ij turn out to be 1. This in turn occurs when at most Nj/2
of the corresponding Nj bits of the plain text happen to be 1. The latter event
has probability

∑Nj

k=Nj/2

(
Nj

k

)
pk
0(1 − p0)Nj−k. It is easy to see that the above

expression for the probability of correct identification of Yj holds even when
Yj = 1.

Using the fact that the numbers N0, N1, . . . , N2m−1 have a multinomial dis-
tribution, we have
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P (The entire m-input truth table is correctly identified)

=
∑

N0,N1,...,N2m−1

N !
N0!N1! . . .N2m−1!

(
1
2m

)N

2m−1∏
j=0

 Nj∑
k=Nj/2

(
Nj

k

)
pk
0(1− p0)Nj−k


The actual computation of this quantity can be extremely time-consuming,

because of the multiple summations. Alternatively, one can ignore the depen-
dence of the cell frequencies, and use a binomial distribution for each Nj , with
probability of inclusion 1/2m. The (ignored) correlation of two cell frequencies
is 2−2m, which is small for m ≥ 3. This leads to the following approximation:

P (The entire m-input truth table is correctly identified)

=


N∑

k=0

(N
k

)(
1
2m

)k (
1− 1

2m

)N−k
 k∑

l=[k/2]

(
k

l

)
pl(1− p)k−l


2m

(2)

Figure 3 shows the cipher length requirements vs. the probability of cor-
rect estimation of the function for a three-input and a five-input function. As
expected, the cipher length required to achieve a particular probability of es-
timation is much more in the case of a five-input function than a three-input
one.
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2000 4000 6000 8000 10000 12000
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cipherlength
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Figure 3: Probability of estimation of a function vs. cipherlength required
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4 Determination of the Initial Conditions when the
Combining Function Is Unknown

Let us assume that the combining function is not correlation immune with re-
spect to any of its inputs. If the function and the i.c.s are unknown, the quantity
fi − 0.5 though still non-zero for the correct initial condition, may be either
positive or negative. Hence, the ‘best-is-correct’ approach is slightly modified as
follows. Check for the maximum of |fi − 0.5| over all possible initial conditions.
Identify the maximiser as the correct i.c. of the ith input. Repeat for the other
inputs. Once all the i.c.s are identified, estimate the function as outlined in the
previous section.

Correspondingly, we can compute P (ith initial condition is correctly identi-
fed)

=
N/2∑
y=0

(
N

y

)
py

i (1− pi)N−y

N−y∑
k=y

(
N

k

)
(0.5)k(0.5)N−k

(2di−2)

+
N∑

y=N/2+1

(
N

y

)
py

i (1 − pi)N−y

 y∑
k=N−y

(
N

k

)
(0.5)k(0.5)N−k

(2di−2)

≈
N∑

y=0

(
N

y

)
py

i (1− pi)N−y

[
2Φ
( |N − 2y|√

N

)
− 1
]2di−2

So, P (all i.c.s are correctly identified),

Pic =
m∏

i=1

[
N∑

y=0

(
N

y

)
py

i (1 − pi)N−y

{
2Φ
( |N − 2y|√

N

)
− 1
}2di−2

]
(3)

Hence P (all i.c.s and function are correctly identified) = PfPic (4)

where Pf is the probability of correct estimation of the function given that the
i.c.s have been correctly determined, and is equal to the expression in (2)).

In order to give an idea of the cipher length requirements involved, we con-
sider the estimation of the inputs for the case:
f = X1X2 +X3

where the LFSR of each input is of size 12. The values p1 = 0.52, p2 = 0.52,
p3 = 0.56 are computed from the truthtable. We set the overall probability of
correct identification equal to 0.95. Using (3) we obtain a cipherlength of 20,225
bits for the identification of the 3 initial conditions. On the other hand, using
(4), we obtain a cipherlength of 21,450 bits for the identification of the initial
conditions as well as estimation of the functions. It is indeed interesting to note
that the task of function estimation requires very little of additional cipherlength
over that of the job of identification of the initial conditions alone.
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5 Determination of Initial Conditions when the Function
Is Correlation Immune

Correlation immunity of a function from an information theoretic viewpoint has
been described by Siegenthaler in [8]. An equivalent definition, given in [10] is as
follows: An m-variable function Y = f(X1, X2, · · · , Xm) is lth order correlation
immune iff

P (Y = Xik
|Xi1 = 0, Xi2 = 0, · · · , Xik−1 = 0) = 0.5,

where i1, i2, . . . , ik is a set of distinct indices between 1 and m, 1 ≤ k ≤ l.

5.1 Method

It follows the above definition of correlation immunity that for an m-variable,
lth order correlation immune function, there is an input Xi and an index set
{i1, i2, . . . , il+1} such that

P (Y = Xil+1 |Xi1 = 0, Xi2 = 0, · · · , Xil
= 0) �= 0.5.

Further,

P (C = Xil+1 |Xi1 = 0, Xi2 = 0, · · · , Xil
= 0)

{ �= 0.5 for correct i.c.,
= 0.5 for wrong i.c. (5)

Note that the conditioning on the specific combination Xi1 = 0, Xi2 = 0, · · · ,
Xil

= 0 is done without loss of generality. It was shown by [10] that condi-
tioning on any other combination of values of the same inputs would produce a
probability away from 0.5 when the correct initial conditions have been chosen.

Based on this idea, we adopt the following approach for determining the ini-
tial conditions when the combining function is unknown and correlation immune
of an unknown order:

1. For the ith input, compute empirically P (C = Xi|Xj = 0) = fij , i �= j, 1 ≤
i, j ≤ m, for all possible initial condition pairs. If the maximum of |fij − 0.5|
is reasonably large as well as sufficiently separated from the next (lower)
value of |fij − 0.5|, then it can be safely deduced that the corresponding
initial conditions for i and j are the required initial conditions. Continue the
procedure for all i-j combinations. Stop, if this results in the determination
of all the initial conditions, otherwise proceed to Step 2.

2. For the ith input, compute empirically P (C = Xi|Xj = 0, Xk = 0) = fijk,
i �= j �= k, 1 ≤ i, j, k ≤ m for all possible input combinations triplets. As be-
fore, if the maximum of |fij−0.5| is reasonably large and well separated from
the rest, then the corresponding initial conditions are the correct ones. Con-
tinue this procedure for all i, j, k combinations. Stop, if all initial conditions
have been determined. Otherwise, proceed to Step 3.

3. Condition on three inputs and proceed as before. If this fails, condition on
four inputs, and so on.
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5.2 Analysis

Let us use the notation pil+1|i1···il
for P (Y = Xil+1 |Xi1 = 0, Xi2 = 0, · · · , Xil

=
0), when the correct initial condition has been used. Note that the number of
wrong i.c.s in this case is

∏l+1
j=1(2

dj − 2). Therefore, the probability of correct
identification of the i.c.s of i1, i2, . . . , il+1, after conditioning Xil+1 on Xi1 =
0, Xi2 = 0, · · · , Xil

= 0), has an expression similar to that of Pic in (3):

n∑
y=0

(
n

y

)
py

il+1|i1···il
(1− pil+1|i1···il

)n−y

{
2Φ
( |n− 2y|√

n

)
− 1
}∏l+1

j=1
(2dj−2)

,

where n is the number of bits (out of N) for which the input combination Xi1 =
0, Xi2 = 0, · · · , Xil

= 0) actually occurs. It is clear that n has a Binomial dis-
tribution, Bin(N, 2−l). Therefore, the probability of correct identification of the
i.c.s of i1, i2, . . . , il+1, after conditioning Xil+1 on Xi1 = 0, Xi2 = 0, · · · , Xil

= 0)
is

Pil+1|i1···il
=

N∑
n=0

(
N

n

)
(2−ln)(1 − 2−l)N−n

n∑
y=0

(
n

y

)
py

il+1|i1···il
(1− pil+1|i1···il

)n−y

{
2Φ
( |n− 2y|√

n

)
− 1
}∏l+1

j=1
(2dj−2)

. (6)

5.3 An Example

We illustrate the method for the function X1+X2+X4+X3X5+X4X5 , which
is second-order correlation immune, and shift register sizes 4,5,6,7,8 respectively.
The cipher length is taken as 24,000. Here, P (C = X1|X2, X3 = 0) = P (C =
X4|X1, X2 = 0) = .54. The input X5 is third order correlation immune, and
P (C = X5|X1 = X2 = X3 = 0) = .46. We start with the assumption that the
function is unknown.

The empirical values of P (C = Xi) are first calculated but none observed
to be significantly away from 0.5, specifically, the maximum separation was
0.01. Next, the empirical values of P (C = Xik

|Xij = 0) for all possible but
distinct values of i and j are calculated. Once again, these are all close to
0.5, with a maximum deviation of 0.02. After this, the empirical values of
P (C = Xik

|Xij = Xil
= 0) are calculated. It is observed that the empirical

version of P (C = X1|X2 = X3 = 0), has the largest separation (0.048) from 0.5
for the correct combination of i.c.s of X1, X2 and X3, while the second high-
est separation is 0.037. Using the identified i.c.s of X1 and X2, the empirical
value of P (C = X4|X1 = X2 = 0) is also found to be furthest away from 0.5,
specifically 0.044, when the correct i.c. for X4 is used. The input X5 however, is
found to have ‘input immunity’ of order 3 i.e., conditioning on two inputs does
not yield a large enough value for the corresponding fraction of coincidence.
(We define input immunity as follows: An input i has immunity of order m if
P (C = Xi|Xi1 , Xi2 , . . . , Xim−1 = 0) = 1/2, i �= {i1, . . . im−1}). It is found that
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the empirical value of P (C = X5|X1 = X2 = X3 = 0) has a well- defined separa-
tion from 0.5 (equal to 0.047), for the correct i.c. for X5. For every wrong initial
condition of X5 the separation from 0.5 is much less with a maximum equal to
0.037.

5.4 The ‘Diameter’ Approach

Note from (5) that the conditional probability of coincidence is only known to
be ‘away from 0.5’. The precise value of this probability may depend on the com-
bination of values of the inputs on which the conditioning is made. Specifically,
the ‘all zero’ combination may not produce a conditional probability furthest
away from 0.5. In order to extract the maximum possible information from the
conditioning process, we may try and condition on all possible combination of
values of the conditioning inputs, and look for the maximum deviation from 0.5.
Thus, for every input combination Xi1 , Xi2 , . . . , Xil+1 we consider the absolute
difference

max
u1,u2,...,ul binary
v1,v2,...,vl binary

∣∣ P (C = Xil+1 |Xi1 = u1, Xi2 = u2, · · · , Xil
= ul)

−P (C = Xil+1 |Xi1 = v1, Xi2 = v2, · · · , Xil
= vl)

∣∣ (7)

which should be far away from 0 for the correct i.c. and equal to 0 for any wrong
i.c. The empirical version of this maximum difference can be computed using the
observed fraction of coincidences, and used in the procedure given in Section 5.3
in lieu of |fij − 0.5|. The maximum absolute difference can be thought of as the
diameter of the set of all candidate fractions. Therefore, we call this approach
the ‘diameter’ approach.

When the diameter approach is used in the example of the above Section, it
is found that the i.c.s for X1, X2 and X3 are correctly determined for a cipher
length of only 16,000 bits. The corresponding fraction of coincidence (best) is
0.093 while the one immediately next to it in magnitude is 0.052. Thus, we see
that the ‘best’ diameter is well separated from both 0 as well as the ‘next best’
diameter for even 16,000 bits. The rest of the search for the i.c.s of X4 and
X5 are carried out successfully in a similar way. This suggests that a reasonable
reduction in the cipher length requirements may be obtained using the ‘diameter’
approach.

6 Computational Work

The size of the space of test initial conditions grows exponentially with increase
in the size of the LFSRs. For an input of size di which is not correlation immune,
the search time is proportional to 2di. If the input 1 has input immunity of order
m and d2, . . . , dm are corresponding conditioning inputs, then the search time is
proportional to 2

∑
di = 2d1+d2+···+dm . The overall computational time is of the
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order of the time needed for the determining the input with largest immunity
and the corresponding conditioning inputs. Estimation of the combining function
would have no effect on the order of the search time.

The actual software implementation of the LFSR simulation and output gen-
eration followed by comparison with the cipherstream is done based on certain
efficient features proposed in [11]. To begin with, the cipherstream is ’packed’
into an array. This is done by moving blocks of the ciphertext data (of length
16, in this paper) into each location of the array. For example if ctext[ ] repre-
sents the packed ciphertext array and {c0, c1, c2, . . . , cN} is the ciphertext, then
ctext[0] holds c0, c1, . . . , c15, ctext[1] holds c16, c17, . . . , c31 and so on. Next,
the LFSR output is generated in packed form. The content of each packed loca-
tion is compared with the content of the corresponding packed ciphertext array
location by bitwise ex-oring. The number of bits for which the two do not match
(the number of ones in the bit configuration of the resulting number) is read
from a table-lookup. This number is obtained cumulatively for the entire packed
ciphertext array. From this, the relevant fraction of coincidences is computed.

It was experimentally observed that for a LFSR of length 16, determination
of the correct i.c. using no ’packing’ required 985 seconds on a 333 MHz Pentium
Processor. On the other hand, the algorithm incorporating data packing required
only 89 seconds implying a significant speedup. Modifications for further increase
in speed of the algorithm are currently being explored.

In order to have an idea of the actual running times involved, the algorithm
with data packing was used on a 333 MHz Pentium processor. Determining the
initial conditions for an input with input immunity 2,{d1 = 4, d2 = 5, d3 = 6}
required 900 seconds, {d1 = 4, d2 = 5, d3 = 7} required 1908 seconds while
{d1 = 5, d2 = 6, d3 = 7} required 8429 seconds.

7 Conclusions

We have shown in Section 4 that the knowledge of the combining function is
not a very important one, because the lack of this knowledge entails minimal
increase in the cipherlength needed to break the code. The assumption of known
shift register sizes and polynomials is easily removed if one permits a larger
search space, i.e. the search must now include varying shift register sizes and
polynomials. Other modifications such as parallelization must be explored to
reduce the resulting computational workload.

In order to reduce the cipher length requirements one may modify the ‘best-
is-correct’ approach to include a reasonable size of candidate solutions (k > 0).
For example, the best 5% of the fractions of coincidence may be chosen and
the corresponding i.c.s used to decrypt the message. The correct i.c.s will be the
ones corresponding to which meaningful text (English or otherwise) is generated.
This generation may even be automatised using some prominent features of the
language. The trade-off between cipher length requirements and the computation
needed for automatic checking of trial solutions should be an interesting subject
of further study.
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The primary bottleneck of the approach developed for correlation immune
combining functions is the tremendous size of the search space for even low sizes
of the LFSRs. The use of even fast modifications of the basic algorithm [11] do
not contribute much to decreasing the computation time. Hence, in order to make
such an encryption system cryptologically strong, the designer has to choose a
combining function having a large number of inputs and correlation immunity of
sufficiently high order (not too high because then, search by enumeration would
be possible).
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Abstract. We present a variant of the Diffie-Hellman scheme in which
the number of bits exchanged is one third of what is used in the clas-
sical Diffie-Hellman scheme, while the offered security against attacks
known today is the same. We also give applications for this variant and
conjecture a extension of this variant further reducing the size of sent
information.

1 Introduction

In the classical Diffie-Hellman key-exchange scheme, two system parameters are
fixed: a large prime number P and a generator g of the multiplicative group of
the basic finite field GF (P ). If two parties, Alice and Bob say, want to agree on a
common secret key over an insecure channel, then Alice generates a random key
0 ≤ x < P − 1 and sends A = gx mod P to Bob. Also, Bob generates a random
key 0 ≤ y < P−1 and sends B = gy mod P to Alice. Both Alice and Bob can now
determine the common, secret key S = gxy mod P = Ay mod P = Bx mod P .
For adequate security, P should be a 1024 bit prime, such that P − 1 contains
a 160 bit prime factor (see below). In particular this means that all system
parameters (i.e. g, P ) and sent information (i.e. A, B) are of size 1024 bits.
In [14], Claus Schnorr proposed a variant of the classical Diffie-Hellman scheme,
in which g does not generate the whole multiplicative group of the basic finite
field GF (P ), but only a small subgroup of which the order contains a 160 bit
prime number q. As is suggested by Arjen Lenstra in [7], one can extend the
Schnorr scheme to any multiplicative subgroup G = 〈g〉 of an extension field
GF (pt). Lenstra specializes to generators g that have prime order, which we do
as well.
For solving the discrete logarithm problem for a generator g of prime order q,
one can use an index calculus (IC) based algorithm that has a heuristic expected
asymptotic running time of L(ps, 1/3, 1.923+o(1)], see [1] and [7], where s is the
smallest divisor of t such that 〈g〉 is contained in a subfield of GF (pt) isomorphic
to GF (ps). If p = 2 then the constant 1.923 can be replaced by 1.587, see
[3]. Alternatively one can use Birthday Paradox (BP) based algorithms (e.g.
Pollard’s rho algorithm [13]) that have expected running times exponential in
the size of the q. More precisely, breaking the Discrete Logarithm problem can
be solved in expected O(

√
(q)) elementary operations in GF (pt).

K. Y. Lam, E. Okamoto and C. Xing (Eds.): ASIACRYPT’99, LNCS 1716, pp. 321–332, 1999.
c© Springer-Verlag Berlin Heidelberg 1999
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This leads us to the conclusion from [7] that - w.r.t. attacks known today - if the
minimal surrounding subfield of g and prime order q of g are of sufficient size,
then the discrete logarithm problem 〈g〉 is intractable. The particular form of the
field itself, is not relevant. In other words, if GF (pt) is the minimal surrounding
field of a subgroup of prime order, then - w.r.t. attack known today - the discrete
logarithm in this subgroup is approximately as difficult as the discrete logarithm
in a subgroup of prime order of a basic field GF (P ) if the size of P is approx-
imately equal to as t times the size of p, and the order of both subgroups are
about the same size. Hence, a suitable generator g in a field extension GF (pt)
should not be contained in one of the proper subfields and should have a suitably
large prime order. In practice, the size of the (minimal) surrounding field should
be a ≥ 1024 bit number, and the prime order of the element should at least be
of size ≥ 160 bits.
In [7], Lenstra proposes a simple, practical method for the construction of a
field extension and suitable generator. The idea is that one fixes the size of the
prime number p and a number t such that pt is “large” enough. Then one looks
for a large prime factor q in the value of the cyclotomic polynomial φt(p). The
latter can be done using trial divisions with the primes up to, say 105; any other
reasonable bound or method will do. Finally, one constructs a generator g of
order q, by looking for an element different from 1, such that g(pt−1)/q = 1.

Using the above construction, the size of q is about ϕ(t) · |p| bits (where ϕ(.)
is Euler’s totient function) which grows as least as fast as pt/ log(log(t)). The
complexity of the BP based algorithms grows much faster, than the complexity
of the IC based algorithms. So if the size of the surrounding field is large enough
to resist the sub-exponential, IC based algorithms, then the order � will usually
be large enough “automatically” to resist the BP based algorithms as well.

In this paper we propose a variant of the Diffie-Hellman scheme, using a multi-
plicative group G of an extension field GF (p6) as indicated above. For adequate
security, the size of GF (p6) is a ≥ 1024 bit number and the order of G = 〈g〉 is
a ≥ 160 bit prime factor of φ6(p). Our scheme has the following properties:

1. Breaking our scheme, means breaking the Diffie-Hellman scheme in G, which
in (today’s) practice is as least as difficult as breaking the classical Diffie-
Hellman scheme w.r.t. a modulus of comparable size.

2. All sent information (i.e. the A, B mentioned above) is only one third of
the normal size, i.e. 342 bits. This makes our variant of the Diffie-Hellman
scheme more competitive with Elliptic curve cryptosystems.

Outline
In Section 2, mainly as an appetizer, we will present a description of the variant
of the Diffie-Hellman scheme based on Lucas sequences. In this variant all sent
information (i.e. the A, B above) is only one half of the usual size (i.e. 512 bits
in practice). In Section 3 we present an improvement of this scheme, in which
all sent information is only one third of the usual size. A discussion of some
applications of our scheme appears in Section 4, and in Section 5 we discuss and
conjecture extensions of our scheme. We summarize our results in Section 6.
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2 A Different View of the LUCDIF Cryptosystem

Central in the construction of the LUCDIF variant of the Diffie-Hellman key-
exchange scheme is a ≥ 512-bit prime number p, such that p + 1 contains a
prime factor q of at least 160 bits. We now consider the field extension GF (p2),
in which the multiplicative group is of order p2 − 1 = (p + 1)(p − 1). So we can
construct an element g of order q in GF (p2); the prime numbers p, q and the
generator g are the parameters of the LUCDIF system.
Now, if Alice and Bob want to agree on a common secret key, then Alice generates
a random key 0 ≤ x < q, forms A = gx+g−x (in the field GF (p2)) and sends this
to Bob. Similarly, Bob generates a random key 0 ≤ y < q, forms B = gy + g−y

and sends this to Alice. We will now first show that both Alice and Bob can
determine the common, secret key S = gxy + g−xy.

For Alice to determine this shared secret key, she will first retrieve gy from B.
If we denote gy by U , then we have the following equation

B = U + U−1 (1)

Equality (1) is a quadratic equation in U (namely U2 − B ∗ U + 1 = 0) with
coefficients in GF (p) (see below). By using standard techniques (adjoining roots
using the “abc-formula” in a symbolic way), Alice can find the two solutions
U1,2 in GF (p2) of this equation. All calculations in GF (p2) are symbolic and are
effectively performed using operations in GF (p).
These two solutions correspond exactly with gy, g−y. However, Alice has no idea
which is gy and which is g−y, but that does not matter as she can determine
Ux

1 +Ux
2 by using her random key x. This is equal to S = gxy+g−xy, independent

of the choice of U1 and U2. In a similar way, Bob can construct S from A. It is
indicated in [2], that the above scheme coincides with the variant of the Diffie-
Hellman key-exchange scheme that was proposed and analyzed by a series of
authors; [15] (where the name ’LUCDIF’ was proposed), [11], [10], [12] and [8].
We will now proceed with showing two important properties of the LUCDIF
cryptosystem: reduced size of sent information and security.

2.1 Reduced Size of Sent Information of the LUCDIF Cryptosystem

For this property, we will show that both A and B are elements of the basic
field GF (p) and can therefore be represented by |p| (e.g. 512) bits each. To this
end, we first observe that any element h in the group generated by g, has the
following property which we shall use often: hp = h−1. This follows as the order,
q, of g (and therefore of h) divides p + 1. We now have

Ap = (gx + g−x)p = gxp + g−xp = g−x + gx = A,

which means that A is an element of GF (p) as we needed to show. It similarly
follows that B is an element of GF (p) also.
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It easily follows from the above discussion, that it suffices to take p, q and g+g−1

as the system parameters instead of p, q and g. Hence, an additional advantage
of the LUCDIF variant is that the size of the system parameters are also about
halve the normal size. The same is realized in the setting of RSA in [6].

2.2 Security of the LUCDIF Cryptosystem

Concerning the security, we will show that if somebody (an oracle O) can break
the LUCDIF system (i.e. determining S on basis of A and B) then one can break
the Diffie-Hellman problem in the group 〈g〉 generated by g.
This would conclude the discussion security of the LUCDIF system. Indeed, the
order q of g is a divisor of p+1 = φ2(p) and we recall from the introduction that
breaking the Diffie-Hellman scheme in 〈g〉 is - w.r.t. to attacks known today -
is as infeasible as breaking the standard Diffie-Hellman scheme of a comparable
size.

To this end, suppose α = gx, β = gy are given, then one can first construct
α + αp, β + βp and use this as input for O to determine S1 = gxy + gxyp.
By applying the same technique to α and β · g = gy+1 one can also determine
S2 = gx(y+1) + gx(y+1)p = α · gxy + αp · gxyp. This means we have the following
equation: (

1 1
α αp

)
·
(

gxy

gxyp

)
=

(
S1

S2

)
(2)

By this equation one now can deduce gxy, i.e. the Diffie-Hellman shared secret
key. Observe that the matrix above is regular because α �= αp as α is not a
member of GF (p) by construction. Conversely, if somebody can break the Diffie-
Hellman scheme in 〈g〉, then it is simple to show that one can break the LUCDIF
system.

3 Our System

What is done in the LUCDIF scheme from an algebraic point of view, is repre-
senting an element z of the extension field GF (p2) not as the usual residue class
modulo a fixed irreducible polynomial of degree 2, but by its unique, minimal
polynomial, see [9]. If the element z is chosen in 〈g〉, then we can save informa-
tion as the constant term of the minimal polynomial is always one, leaving only
the first order coefficient (an element of GF (p)) to be stored or sent. However,
the minimal polynomial of z does not only represent z, but also its conjugate
zp = z−1. That is why we take the sum of the two conjugates (a symmetric
function) to represent the exchanged key in the Diffie-Hellman scheme. We have
shown that this is no problem with respect to security.

In this section we will develop a generalization of this technique in GF (p6).
Central in our generalization is a 171-bit prime number p, such that the sixth
cyclotomic polynomial φ6(p) = p2 − p + 1 (see [9]) contains a prime factor q of
at least 160 bits. As φ6(p) is a divisor of p6 − 1 (the order of the multiplicative
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group of GF (p6)) we can easily construct a generator g in GF (p6)∗ of order
q. The prime numbers p, q, and the generator g are the parameters of our sys-
tem. Actually, by taking a different representation of g the size of the system
parameters can be reduced, see subsection 3.1.

Now, if Alice and Bob want to agree on a common secret key, then Alice generates
a random key 0 ≤ x < q, and forms the minimal polynomial P (X) of gx, i.e.

PA(X) =
5∏

i=0

(X − gxpi

) = X6 + A5X
5 + A4X

4 + A3X
3 + A2X

2 + A1X + 1,

where all Ai are in GF (p). Note that the constant term of PA(X) is 1 as φ6(p)
divides 1 + p + ... + p5 = (p6 − 1)/(p − 1). Then, Alice sends (A1, A2) to Bob.
Bob also generates a random key 0 ≤ y < q, and forms the minimal polynomial
P (X) of gy, i.e.

PB(X) =
5∏

i=0

(X − gypi

) = X6 + B5X
5 + B4X

4 + B3X
3 + B2X

2 +B1X + 1 (3)

where all Bi are in GF (p). Bob then sends (B1, B2) to Alice.
The shared secret key will be the pair (C1, C2), i.e. the first and second order
coefficients of the polynomial PC(X) given by:

PC(X) =
5∏

i=0

(X − gxypi

) = X6 + C5X
5 + C4X

4 + C3X
3 + C2X

2 + C1X + 1

For Alice to determine this shared secret key, she will first retrieve the polynomial
PB(X) from (B1, B2). To do this, she needs to reconstruct the B3, B4, B5 from
B1, B2. To this end, as p3 = −1 mod p2 − p + 1 it follows that the polynomial
PB(X) is symmetric, i.e. B5 = B1 and B4 = B2.
It also follows that if we denote gy by β, and βi = βpi

for i = 0, 1, 2, 3, 4, 5 then

β0 = β, β1 = βp, β2 = βp−1, β3 = β−1, β4 = β−p, β5 = β1−p. (4)

By equation (3) one can write B3 in terms of the β0, β1, β2, β3, β4, β5, and by
using the reductions from (4), one can easily verify that:

B3 = −2 ·
5∑

i=0

βi −
5∑

i=0

β2
i − 2,

which is a symmetric polynomial in β0, β1, β2, β3, β4, β5 of degree 2, and which
can hence be written in the first and the second elementary polynomials of
β0, β1, β2, β3, β4, β5 by the so-called Newton equalities. Of course the value of the
first symmetric polynomial equals −B1 and the value of the second symmetric
polynomial equals B2. This leads to the following, easily verified formula.

B3 = −2 + 2 ∗ B1 − B2
1 + 2 ∗ B2.
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So, starting from (B1, B2), Alice is able to retrieve the polynomial PB(X). She
can then adjoin a root ρ of this polynomial to obtain GF (p6), next she can use
her secret key x, to determine the minimal polynomial of ρx, which is equal
to PC(X). That is, Alice is able to determine the shared secret key (C1, C2).
Similarly, Bob is able to determine (C1, C2) from (A1, A2) and his secret key y.

3.1 Reduced Size Property of Our System

Alice and Bob only send two coefficients in GF (p) to each other, which corre-
sponds to only 2|p| bits of data.

It easily follows from the above discussion, that it suffices to take p, q and the
first and second order coefficients (elements of GF (p)) of the minimal polynomial
of g, as system parameters. Hence, a typical size of the system parameters of our
scheme would be 673 bits, consisting of 171+160 = 331 bits for representing p and
q plus 342 bits for representing g. The system parameters of a comparative Diffie-
Hellman scheme would be 2048 bits (even 2208 bits for the Schnorr variant),
which is more than three times as large.

3.2 Security of Our System

We’ll first show that the security of our variant of the Diffie-Hellman scheme
is equivalent to the security of the Diffie-Hellman scheme in 〈g〉. This would
conclude the discussion security of our system, as we recall that from the in-
troduction that breaking the Diffie-Hellman scheme in 〈g〉 is - w.r.t. to attacks
known today - is as infeasible as breaking the standard Diffie-Hellman scheme
of a comparable size.
To this end, consider the following two functions Z1(.), Z2(.) : 〈g〉 → GF (p6)
defined by:

Z1(h) =
5∑

i=0

hpi

,

Z2(h) =
∑

0≤i�=j≤5

hpi+pj

Then, in the terminology of the previous section,

A1 = Z1(gx), B1 = Z1(gy), C1 = Z1(gxy)
A2 = Z2(gx), B2 = Z2(gy), C2 = Z2(gxy)

We have the following result, the proof of which is similar to the argument used
in proving the security of the LUCDIF system in Section 2.2

Lemma 3.1 For i = 1, 2, the problem of determining Zi(gxy) from Zi(gx), Zi(gy)
is as least as difficult as solving the Diffie-Hellman problem in 〈g〉.
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The security of our variant of the Diffie-Hellman scheme is equivalent to the
difficulty of determining Z1(gxy), Z2(gxy) from,

Z1(gx), Z1(gy), Z2(gx), Z2(gy).

Hence, it immediately follows from Lemma 3.1 that solving this problem is equiv-
alent with solving the Diffie-Hellman problem in 〈g〉. With respect to the attacks
known today, this is just as difficult as breaking the Diffie-Hellman scheme in a
basic field GF (P ) of size |P | = 6 ∗ |p|.
So as we only need to exchange two coefficients of |p| bits each, all sent infor-
mation is one third of the size of the standard Diffie-Hellman scheme, while the
offered security is the same.

It is shown in [16] that Lemma 3.1 is a consequence of a much broader result.
To this end, let t > 1 be an integer (t = 6 in the current setting). Let n be a
non-negative number and consider the integers e1, , en (the “exponents”) and the
elements λ1, ..., λn ∈ GF (pt) \ {0} (the “multipliers”) and consider the following
summing function Z(.) : 〈g〉 → GF (pt) defined by:

Z(κ) =
n∑

i=1

λi · κei , for κ ∈ 〈g〉

The number n is called the degree of the summing function and the number
d = gcd(e1, e2, ..., en, ord(g)) is called the order of the summing function. It is a
simple verification, that the above introduced Z1(.), Z2(.) are summing functions
of order 1.
Now the following “hardness” result is shown in [16].

Theorem 3.2 In the above terminology, let Z(.) be a summing function of order
d. Also let O be an oracle that on basis of any γx and γy computes Z(γxy). Then
there exists a polynomial time algorithm that computes γxyd on basis of γx and
γy. That is, for d = 1 there exists a polynomial time algorithm that solves the
whole Diffie-Hellman problem in 〈γ〉.

3.3 Implementation of Our System

In determining a shared secret key in our system a participant typically has to
perform the following operations:

1. Restore the minimal polynomial he received, and adjoin a root ρ to GF (p)
satisfying this polynomial, giving a copy of the field GF (p6).

2. Determining φ, i.e. ρ raised to his random key in the representation given
by the root ρ and its minimal polynomial, i.e. as a linear combination of ρi,
with i = 0, 1, 2, 3, 4, 5.

3. Determine the values of the first and second order coefficients of the minimal
polynomial of φ.
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The first operation is of negligible complexity. For the second operation a re-
peated square-and-multiply algorithm should be used, taking O(36 · ln(q)·ln(p)2)
bit operations. For the final step, the representations of the conjugates of φ, i.e.
φpi

for i = 1, 2, 3, 4, 5, have to be determined. As p3 = −1 mod p2 − p + 1, only
φp, φp2

need to be calculated. As furthermore

φp2−p+1 = φp2 · φ−p · φ = 1

it follows that only the representation of φp needs to be calculated with a re-
peated square-and-multiply algorithm; the representations of the remaining con-
jugates can be determined by taking inverses. This takes an additional O(36 ·
ln(q) · ln(p)2) bit operations. The values of the first and second order coefficients
of the minimal polynomial of φ can now be easily determined as the values of
the first and second elementary symmetric polynomials of the conjugates of ρ.
Given the representation of these conjugates, this is of negligible complexity. All
and all, determining a shared secret key in our system by a participant takes
O(36 · ln(q) · ln(p)2) bit operations, which is at least asymptotically comparable
with the number of operations needed for a Diffie-Hellman key-exchange in a
basic field of comparable size.
It’s rather unfortunate that it seems that we can not fix the representation of
GF (p6) to the one proposed by Arjen Lenstra in [7], in which an optimal normal
basis can be used, such that exponentiation can carried out even more efficiently
than in a basic field of the same size.

4 Applications of Our System

Our system can not only be used to obtain a variant of the Diffie-Hellman scheme
where the exchanged data is one third of the usual size, but it can also be used
to construct variants of schemes which are related to this scheme such as the
ElGamal encryption scheme [4]. In this variant Bob’s public key takes the form
(Z1(y), Z2(y)), where y = gx and where 0 ≤ x < q is Bob’s private key. An
encryption for Bob (e.g. by Alice) of an element S in GF (p) takes the form

[(Z1(gk), Z2(gk)), S + Z1(yk)]

where k is taken randomly less than q. It follows from the discussion of the
previous section, that Alice is indeed capable to determine this encryption, and
Bob is indeed capable to decrypt this and recover S. It easily follows that the
ability to break this system, means the ability to solve the Diffie-Hellman system
in 〈g〉, which is, as far as is known today, just as difficult as breaking the Diffie-
Hellman scheme in a basic field GF (P ) of size |P | = 6 ∗ |p|.
Of course, many other variants are possible, such as using Z2(.) instead of Z1(.).
In this variant the size of the public keys (342 bits) is one third of the “normal”
size. Moreover, the total encryption of an element of GF (p) takes a total size of
3 ∗ 171 = 513 bits. So, when using hybrid encryption (only encrypting a random
session key asymmetrically) for a non-interactive application (e.g. email), the
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data requirement for our ElGamal variant is even less than for an RSA encryption
of the same security. Actually, as in such cases only a random session key is
required, one can use Z1(yk) (with k random) as the session key, and include
(Z1(gk), Z2(gk)), with the message. In this fashion, only one third of the size is
required for the asymmetric part of what is usually used for an RSA encryption.

Apart from asymmetric schemes for confidentiality, the scheme can be used to
make variants of digital signature schemes like the Digital Signature Algorithm
[5], with public keys that are only a third of the usual size. The idea is that a
verification of type v = gu1 · yu2 , occurring in the verification part of the Digital
Signature Algorithm where v, u1, u2 are constructed from the digital signature,
can be recovered from (Z1(g), Z2(g)) and (Z1(y), Z2(y)), albeit not in a unique
fashion: there are 6 · 6 = 36 possibilities, leading to 36 verifications one of which
should hold. Of course, several straight-forward techniques can be employed
to reduce this number of verifications. For instance, at the cost of a one time
distribution of the (whole) generator g, instead of its minimal polynomial, one
can reduce the number of verifications to six.

5 Extensions of Our System

Consider a prime number p and an integer t such that:

1. the multiplicative group of GF (pt) is large enough to withstand the Index
Calculus based attacks;

2. the t-th cyclotomic polynomial φt(p) contains a prime factor q that is large
enough to withstand the Birthday Paradox based algorithms.

Next a generator g is chosen of order q. Any element h ∈ 〈g〉 can be represented as
an element of GF (pt) using t · |p| bits. However, the degree of the t-th cyclotomic
polynomial is equal to ϕ(t), where ϕ(.) is Euler’s totient function. So, in principle
only ϕ(t)·|p| bits are required to represent any element h ∈ 〈g〉. A straightforward
way to do this is to write h = gx for some 0 ≤ x < q and to represent h by x.
However, this means solving the discrete logarithm problem for h with respect to
g. What we aim for, is a technique to represent (“compress”) h by only ϕ(t) · |p|
bits, without solving the discrete logarithm problem for h with respect to g.
With this technique, Alice and Bob can agree on a common secret key in 〈g〉 by
sending each other only ϕ(n) · |p| bits.

Motivated by the techniques from Sections 2 and 3 we conjecture the following
“compressed” form of the Diffie-Hellman scheme.

If Alice and Bob want to agree on a common secret key, then Alice generates
a random key 0 ≤ x < q, and forms the minimal polynomial PA(X) of gx

and somehow represents this with using only ϕ(t) · |p| bits and sends this to
Bob. Similarly, Bob generates a random key 0 ≤ y < q, and forms the minimal
polynomial PB(X) of gy and somehow represents this with using only ϕ(t) · |p|
bits and sends this to Alice. Using this representation, Alice is able to determine
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the minimal polynomial PB(X), and to adjoin a root ρ of PB(X) to GF (p) and
to determine a representation of GF (pt). Using this she is able to determine
the minimal polynomial PC(X) in GF (p) of ρx, which is equal to the minimal
polynomial of gxy. Alice uses the coefficient S of the first order term in PC(X)
(i.e. the sum all conjugates of gxy) as a secret key. Similarly, Bob is able to
determine S using the representation of PA(X) and his private key.

With such a scheme, one obtains a version of the Diffie-Hellman scheme in which
one only sends a ϕ(t)

t part of the information one would normally send. If t is the
product of the first k prime numbers, then one can easily show that this fraction
goes to zero if k goes to infinity. So the achieved reduction gets better all the
time. Also, using Theorem 3.2 one can show that (given such a representation)
breaking this scheme, means solving the Diffie-Hellman problem in 〈g〉, which
is suitable intractable, as far as is known today. Moreover, several other, secure
choices (values of a symmetric function in all conjugates of gxy) for the shared
secret key S are possible.

Of course, the problem is how to represent such minimal polynomials by only
ϕ(t)·|p| bits. In Sections 2 and 3 we have given such representations for t = 2 and
t = 6. If t is a prime number r, then such a representation is straightforward.
Indeed, as φt(p) divides (pt − 1)/(p − 1), the constant term of the minimal
polynomials is 1. Hence only r − 1 = ϕ(r) coefficients are unknown, each of size
|p| bits.

Moreover, the representation used for t = 6 can be extended to the case where t
is of type 2r where r is prime as follows. Let, as before, PA(X) be the minimal
polynomial of degree t of gx in GF (p). Then, PA(X) splits as a product of two
polynomials PA1(X), PA2(X) of degree r in GF (p2). Let us denote:

PA1(X) = Xr + ar−1,1X
r−1 + ...a1,1X + 1 (5)

PA2(X) = Xr + ar−1,2X
r−1 + ...a1,2X + 1. (6)

The constant terms of both polynomials are 1 as φ2r(p) divides (p2r−1)/(p2−1).
Then it easily follows that

(ai,1)
p = ai,2 for all i = r − 1, ..., 2. (7)

It also follows that the reciprocal polynomial of PA1(X) coincides with PA2(X),
i.e.:

Xr · PA1(1/X) = PA2(X). (8)

Now, suppose one possesses the first (r−1)/2 non-trivial coefficients of PA1(X),
i.e. ar−1,1, ..., a(r−1)/2−1,1, then using formula (7) one obtains the first (r − 1)/2
non-trivial coefficients of PA2(X), i.e. a(r−1)/2,2, ..., a(r−1)/2−1,2. From these and
formula (8) it follows that one obtains the remaining (r − 1)/2 non-trivial coef-
ficients of PA1(X), i.e. a(r−1)/2,1, ..., a1,1.
That is, from the first (r − 1)/2 non-trivial coefficients of PA1(X) one can re-
construct PA1(X), and hence PA(X).
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Hence, we can represent PA(X) by (r − 1)/2 coefficients in GF (p2) for which
one only needs (r − 1)/2 · 2|p| = (r − 1)|p| = bits, which is in accordance with
our conjecture.

Problem How to find representations of minimal polynomials of only ϕ(t) · |p|
bits for general t?

Irrespective of their existence, we note that the number of extensions of our
system, as discussed above, that are more efficient in practice is quite low. To
illustrate, assuming that for the coming years a classical (e.g. RSA) asymmetric
key length between 1024 and 2048 bits gives adequate security for most (com-
mercial) applications, then there are actually only two possible more efficient
practical extensions. The first one, corresponds with t equal to 30 = 2 · 3 · 5,
where a reduction of ϕ(30)/30 = 4/15 can then be achieved. The characteris-
tic of the used field would be a prime number between 35 and 70 bits length.
The second one, corresponds with t equal to 210 = 2 · 3 · 5 · 7, where a reduc-
tion of ϕ(210)/210 = 8/35 can then be achieved. The characteristic of the used
field would be a prime number between 5 and 10 bits length. For t equal to
2310 = 2 · 3 · 5 · 7 · 11, the used field size would have to larger than a 2048 bit
number.

6 Conclusion

We have presented a variant of the Diffie-Hellman scheme in which all sent
information is one third of the size of the standard Diffie-Hellman scheme, while
the offered security, as far as is known today, is the same. We have also given
applications for this construction. Finally, we have given a conjecture for an
extension of our scheme in which all sent information is only a factor ϕ(t)/t of
the size of the standard Diffie-Hellman scheme.
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Abstract: This paper proposes a group key distribution scheme with an
"entity revocation", which renews a group key of all the entities except
one (or more) specific entity (ies). In broadcast systems such as Pay-
TV, Internet multicast and mobile telecommunication for a group, a
manager should revoke a dishonest entity or an unauthorized terminal
as soon as possible to protect the secrecy of the group communication.
However, it takes a long time for the "entity revocation" on a large
group, if the manager distributes a group key to each entity except the
revoked one. A recently published paper proposed a group key
distribution scheme in which the amount of transmission and the delay
do not rely on the number of entities of the group, using a type of secret
sharing technique. This paper devises a novel key distribution scheme
with "entity revocation" that makes frequent key distribution a practical
reality. This scheme uses a technique similar to "threshold
cryptosystems" and the one-pass Diffie-Hellman key exchange scheme.

1 Introduction
It is required a secure and quick key distribution scheme suitable for such broadcast
systems which dynamically change the compose of the group, as Pay-TV
(broadcasting via satellite or via cable), Internet multicasts (push, streaming or
conference systems, for example) and mobile telecommunication for a group (private
mobile radio or taxi radio, for example).

In this paper, we focus on a group key distribution scheme for all the entities
except one (or some) specific one(s), that is called "entity revocation" here. "Entity
revocation" is an essential mechanism for a secure group communication, if we
consider the situation when an unauthorized user might eavesdrop using a lost or
stolen terminal of mobile telecommunications or when an entity that left off from a
conference system has continued to hear the secret communication of the conference.
Also "entity revocation" is necessary to prevent dishonest entities from enjoying a pay
service like Pay-TV and pay Internet without paying a charge.

A Familiar method for "entity revocation", called "Familiar method" in this paper,
is that a key distributor distributes a new group key to each entity except the revoked
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entities, as encrypted form by a secret key of each entity. However, the amount of
transmission and the delay become large when the group becomes large.

Papers [7] and [8] proposed a concept and a concrete scheme of a conference key
distribution for secure digital mobile communications with low computational
complexity. Also paper [2] proposed a method to expand Diffie-Hellman key
exchange scheme so as to share a key among three or more entities through broadcast
network. Since their schemes basically involve a key distribution for the other entities
except the revoked one, the feature is the same as "Familiar method". So, one of our
goal is to propose a scheme with "entity revocation", in which the amount of
transmission and the delay do not rely on the group scale and analyze its security and
performance.

On the other hand, a scheme proposed in paper [9] enables entities to share a key
so that the amount of transmission and the delay do not rely on the group scale. The
purpose of this scheme is that a data supplier can trace malicious authorized users
who gave a decryption key to an unauthorized use. However, this scheme can not be
applied to "entity revocation".

Recently, paper [10] has proposed two methods which enable an efficient "entity
revocation" of which the amount of transmission and the delay don't rely on the group
scale.However, the methods require a preparation phase when a distributor sends each
encrypted group key for each entity before deciding a revoked entity. Therefore, the
methods are not suitable for a system of which "entity revocation" happens
frequently. Moreover, the methods require a fixed and privilege distributor who
manages all secret keys of other entities.

In this paper, we propose a group key distribution scheme with "entity revocation"
to achieve the following requirements:

-The amount of transmission and the delay, from deciding a revoked entity until
completing a group key distribution for all entities, does not rely on the group
scale. We believe this requirement is effective to achieve a quick key distribution
with "entity revocation" when the group is large.

-Preparation phase when a distributor sends each encrypted group key to the
corresponding entity, is not necessary. This requirement is suitable for a system
with a frequent "entity revocation".

-The fixed-privileged distributor isn't required. Anyone, called "coordinator" in this
paper, can do "entity revocation".

The organization of this paper is as follows. In Section 2, we will explain our
approach by examining two methods in paper [10]. In Section 3, we propose our
scheme to satisfy the above requirements after explaining our target system. In
Section 4, we discuss the security of our proposed scheme. In Section 5, we describe
some considerations that are necessary to apply our scheme to an actual system. Also,
in Section 6, we evaluate the performance and features of our scheme.
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2 Approach

In this section, we investigate basic methods seen in paper [10] to fulfill which
satisfies a part of our requirements. We modify it into a simpler method because
the methods shown in [10] are rather complicated to analyze. And we pick up the
above mentioned remaining problems and show our approach to solve them.

2.1 Basic Methods from Paper [10]

The methods shown in paper [10] satisfy the first requirement that the amount of
transmission and the delay do not rely on the group scale.

The methods consist of two steps. In the first step, a fixed-privileged distributor
generates a group key and sends the encrypted group key called "preparation data"
here, for each entity, in such a way that any entity has not been able to decrypt it yet.
In the second step, the distributor decides which entity should be revoked and
broadcasts the secret key of the revoked entity. The amount of transmission and the
delay in the second step do not rely on the number of entities. Receiving the broadcast
data, all the entities except the revoked one can decrypt the preparation data to get the
group key. The methods use a mathematical technique that is known as "RSA
common modulus attack" [11] and "RSA low exponent attack"[6] respectively to
realize:

-to distinguish a revoked entity from the other entities, and

-to share a same group key among the other entities.

Here we call the method by using technique of [11] "Previous Method 1", the
method by using technique of [6] "Previous method 2".

We think their attacks are a type of "secret sharing schemes". However, "RSA low
exponent attack" uses Chinese remainder theorem, similar to a secret sharing scheme
proposed in paper [1].

Next, we show a modification of the scheme in paper [10], using a general secret
sharing technique.

2.2 A Modification of The Scheme from Paper [10]

1 We assume there exists a secure communication path between a distributor and
each entity, using symmetric cryptography or asymmetric cryptography.

2 The distributor generates a secret data S as the group key, and divides it by
threshold 2, using the general secret sharing technique shown in paper [12]. And
the distributor sends each shadow si to entity i as its secret key, through each
secure communication path of step1. So it takes a time relying on the group
scale to distribute all the shadows.
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3 Let us support the distributor needs to revoke the entity j. Then the distributor
broadcasts the secret key sj of entity j. Of course, this amount of transmission
and the delay don't rely on the group scale.

4 Receiving the secret key sj, all entities except the revoked one can recover the
group key S by using two sets of shadow: its own secret key and the secret key
sj. The revoked entity alone can't recover the group key S because it can get only
one secret key sj.

This scheme can expand so as to revoke k-1 entities at a time, by dividing the
secret S by threshold k.

2.3 Our Approach

In both methods seen in paper [10] and in the modified scheme shown above, it is
necessary for the distributor to send each preparation data (or shadow) to the
corresponding entity. Therefore, it takes a long time to finish distributing the
preparation data when the group is large. So we consider that these schemes
unsuitable for a system with frequent "entity revocation". We need a scheme that
reuses the distributed shadow while maintaining high security high. Also, because the
methods in paper [10] use an RSA-like cryptosystem, heavy calculation with long
integers is required for each entity. So we need a scheme of which security is based
on discrete logarithm problem (DLP), in order to reduce data size and calculation time
while maintaining high security, by using elliptic curve cryptosystems (ECC) or
hyper- elliptic curve cryptosystems (HCC).

Also, the method in paper [10] and the modified scheme require a fixed-privileged
distributor to manage the secret keys of all the entities. We require a scheme whereby
any entity can become a distributor in order to apply it to a system where all members
have equal rights, like a conference system.

Our approach to achieve the above requirements is as follows:

-We apply "threshold cryptosystems" shown in paper [4] based on DLP to our
purpose. This is a type of secret sharing scheme such that the entity can reuse the
shadow. According this approach, we expect that the preparation phase is not
needed and that the calculation time can be reduced by using ECC or HCC.

-We use the one-pass Diffie-Hellman key exchange scheme to distribute
preparation data. According this approach, we expect that any entity can become a
distributor.

Now, we explain our scheme under above approaches.
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3 Proposed Scheme

3.1 Target System

The broadcast system of our target is defined as follows:

System manager:

A trusted party who decides system parameters and sets each entity's secret key.
Also it manages a public bulletin board.

Entity: i

A user or terminal that is a member of the group. We assume the group has n
entities, and let Φ be a set of the entities:

Φ = { 1, 2 � , n }.

Also, we assume that all entities are connected to a broadcast network and that
any entity can send data to any other entities simultaneously.

Coordinator: v

A coordinator decides a (or some) revoked entity (ies) and coordinates a group
key distribution with "entity revocation". We use the term "coordinator" to
distinguish it from the fixed-privileged distributor discussed earlier. In our
scheme, any entity can become coordinator.

Revoked entity: j

An entity to be revoked by the coordinator. Let Λ (⊂Φ) be a set of revoked
entities, having d entities.

Public bulletin board:

It keeps system parameters and public keys for all entities with certifications
made by the system manager. We assume that any entity can get any data from
this board at any time.

Thereafter, we explain our scheme, dividing into system setup phase and key
distribution phase.

3.2 System Setup Phase

A system manager decides a parameter k that is satisfied:

0 ≤ d ≤ k-1 < n,

where n is the number of entities in the group and d is the number of revoked entities.

1 The system manager decides the following system parameters and publishes them to
a public bulletin board:
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p : a large prime such that p> n+k-1 (about 1024 bit),

q : a large prime such that q | p-1 (about 160 bit) and

g : a q th root of unity over GF(p).

The system manager generates a system secret key S (∈ Zq), and stores it secretly.

2 The system manager divides the system secret key S into n+k-1 shadows by
threshold k, using well-known Shamir's secret sharing scheme [12]:

1 a0=S.
2 The system manager defines the following equation over GF (p):

k � 1

f (x) = Σ af  x f mod q,                       (1)
f = 0

where a1, a2, �,ak-1 are random integers which satisfy the following
conditions:

0 ≤ ai ≤ q-1 for all 1 ≤ i ≤ k-1 and ak-1≠ 0.

3 The system manager generates n+k-1 shadows as follows:

si = f ( i )  (1 ≤ i ≤ n+k-1).

3 The system manager distributes the shadows s1, ..., sn to each entity 1, ..., n
respectively through a secure way. Each entity keeps its own shadow as its secret
key. The remaining k-1 shadows are safely stored as spare secret keys.

4 The system manager calculates public keys y1, ..., yn+k-1 by the following equation:

yi = gsi mod p  (1≤ i ≤ n+k-1).                  (2)

Then the system manager publishes y1, ..., yn on the public bulletin board with the
corresponding entity's identity numbers. The remaining yn+1, ..., yn+k-1 are published
to the public bulletin board as spare public keys.

3.3 Key Distribution Phase

<Generation of broadcast data by the coordinator>

First, a coordinator generates a broadcast data B (Λ, r) as follows:

1 The coordinator v calculates the preparation data

X = gr mod p,                          (3)

where r is a random number (∈ Zq).

2 The coordinator v decides which entities to revoke. Let Λ be the set of revoked
entities and d is the number of the revoked entities.
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3 The coordinator v picks k-d-1 integers from a set {n+1, ..., n+k-1} and letΘ be the
set of chosen integers. Then the coordinator calculates k-1 revocation data as
follows:

Mj = yj
r mod p  ( j∈Λ∪Θ),                    (4)

using the public keys of revoked entities and the spare public keys on the public
bullet in board.

4 The coordinator v broadcasts following broadcast data to all entities:

B (Λ, r) = X || {[ j, Mj] | j∈Λ∪Θ},                 (5)

where || indicates "concatenation" of data.

<Calculation of the group key U by the coordinator>

The coordinator v calculates a group key U using its own secret key sv and broadcast
data B (Λ, r):

U = X sv× L ( Λ ∪ Θ ∪ { v } , v )

×  Π  Mj
L ( Λ ∪ Θ ∪ { v } , j )  mod p,           (6)

j∈Λ∪Θ
where

L (Ψ, w) =  Π  t / ( t - w )  mod q   (∀Ψ : set, ∀w: integer).       (7)
t∈Ψ  {w}

Since Mj (= gsj × r mod p) holds, the system secret key S is recovered on the
exponent of equation (6), gathering k sets of secret keys:

U = gr × sv × L ( Λ ∪ Θ ∪ { v }, v )

×  Π  gsj × r × L ( Λ ∪ Θ ∪ { v }, j )  mod p
j∈Λ∪Θ

= gr { sv × L ( Λ ∪ Θ ∪ { v },    ( sj × L ( Λ ∪ Θ ∪ { v },  j  ) ) }  mod p

= gr × S mod p.

Each entity can reuse its secret key si, which is
S, because the system secret key S is recovered on 

<Calculation of the group key U by a non-revoked

Receiving the broadcast data, a non-revoked entity
its own secret key si, similar on the coordinator v,

U = X si × L ( Λ ∪ Θ ∪ { 

×  Π  Mj
L ( Λ ∪

j∈Λ∪Θ

The system secret key S is recovered on the exp
secret keys.
 v )  +   Σ
 a shadow of the system secret key
exponent of GF (p), not on GF (p).

 entity>

 i calculates the group key U using

i }, i )

 Θ ∪ { i }, j )   mod p

= gr × S   mod p.                          (8)

onent of equation (8), gathering k

j∈Λ∪Θ
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On the other hand, a revoked entity j can not calculate the group key U because X sj

which the entity j can calculate by using its own secret key sj is equal to the
revocation data Mj, and the entity j can gather only k-1 secret keys on the exponent.

3.4 Concrete Example
We show the concrete example in Figure.1 for the following one:

1 The coordinator (entity 2) decides to revoke the entity 4.

2 The coordinator calculates the preparation data X (=gr mod p) and the revocation
data M4(=y4

r mod p).

3 The coordinator broadcasts the broadcast data B (4, r) = X ||{[4, M4]}.

4 The coordinator calculates the group key U (=gr × S mod p) by using its own secret
key s2 and the broadcast data B (4, r).

5 The Entity 1 calculates the group key U by using its own secret key s1 and the
broadcast data B (4, r).

6 The Entity 3 calculates the group key U by using its own secret key s3 and the
broadcast data B (4, r).

7 The Entity 4 can't calculate the group key U by using its own secret key s4 and the
broadcast data B (4, r). Because the broadcast data B (4, r) includes the secret key
s4.

Fig.1.  The concrete example of our proposal

Broadcast Network
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4 Security

First, we discuss how difficult is finding the group key U for the revoked entity and
an outsider of the group. We will examine three types of attacks to pillage the group
key as follows:

1 All entities can get y (=gS mod p) by using k sets of public key yi shown in equation
(2). To get the group key U from y, the revoked entity needs to obtain the random
number r that the coordinator generates. Since the random number r is an exponent
of the preparation data and the revocation data, the level of difficulty in getting r is
the same as that of solving DLP.

2 To get the group key U from the preparation data X, the revoked entity needs to
obtain the system secret key S that the system manager generates. Since the system
secret key S is an exponent of the above y (=gS mod p), the level of difficulty of
getting S is also the same as that of solving DLP.

3 We assume a trial to get the group key U from the revocation data shown in
equation (4). From broadcast data B (Λ, r), all entities can get k-1 revocation data Mj

which includes the secret key sj respectively on the exponent. Since the system
secret key S is divided into the secret keys by threshold k, however, the revoked
entity can not calculate the group key U which includes S on the exponent. Even if
the revoked entity uses its own secret key sj, the number of shadows does not
increase.

Next, we consider an attack to modify and forge broadcast data. The coordinator
generates the preparation data X and the revocation data Mj using only the public
information. Therefore, it is necessary to append the coordinator's signature to the
broadcast data in order to prevent modification and forgery. In sections 5 and 6, we
will explain a method that includes coordinator authentication, in which the amount of
broadcast data does not increase, compared with the basic scheme explained in
section 3. Moreover, we consider that a time-stamp on the broadcast data is necessary
to prevent a replay attack. To prevent an attacker from modifying and forging a public
key on a public bulletin board, the board should be managed by a trusted system
manager or all public information should be stored with certifications made by a
trusted third party.

Finally, we discuss the security of our scheme when entities form a conspiracy.
Even if all revoked entities conspire, they can not reconstruct the secret key S since
they can get at most d (< k ) shadows sj of S, which is less than the threshold-k. Here,
we don't assume a conspiracy attack that a non-revoked entity cooperates with the
revoked entity. If the attack is possible, revoked entities can get all group keys and all
decrypted messages through the co-conspirator. To prevent this type of attack,
different techniques are required, for example traitor tracing or watermark, which is
outside of the scope of this paper.
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5 Applications
In this section, we describe some considerations that are necessary to apply our
scheme to an actual group communication system.

5.1 New Entity

When a new entity wants to join a group communication system, a system manager
decides its unique identity number c (n+k ≤ c ≤ q-1) which is different from ones of
the existing entities. The system manager calculates its secret key sC= f ( c ) and sends
it to the new entity through a secure way. Then, the system manager calculates the
public key yC (= gsc mod p) and adds it to the public bulletin board.

This procedure does not affect the existing entities.

5.2 The Number of Revoked Entities

Our method shown in section 3 enables a coordinator to revoke a maximum of k-1
entities at one time. Also, the parameter k determines the amount of broadcast data
from equation (5). If the number of entities that the coordinator can revoke at once
becomes large, the broadcast data amount becomes large. Therefore, a system
manager should decide the parameter k to fit for an actual system. The coordinator
can distribute a group key without "entity revocation", by using k-1 sets of spare
public information for the broadcast data.

5.3 Continuity of Revocation

In actual group communication, our scheme is used repeatedly by a different
coordinator and revoked entities. A coordinator can decide either one of the following
cases:

-revoke entities that were revoked last time (by indicating the entities as revoked
again) or

-send a new group key to entities which were revoked last time (by not indicating
the entities as revoked this time).

Also, the coordinator can use the previous group key to make a new one in order to
revoke entities that were revoked last time.

Next, we show a method of revoking specific entities from the group
communication completely:

1 The system manager distributes a random number e to all entities other than the
specific ones by our scheme shown in section 3.

2 Each entity except the specific ones replaces own secret key si with

si' = si × e  mod q.                       (9)

3 The system manager replaces the system parameter g on the pubic bulletin board
with
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g' = g1/e  mod p.                       (10)

With this method, it is not necessary to change every public key on the public
bulletin board since yi = ( g' )si' mod p is satisfied. It is practical because the public
keys might be stored in a local storage by each entity. The revoked entities do not join
the group communication permanently because they do not have the secret key sj' to
satisfy yj = ( g' )sj' mod p. When the system manager wants the revoked entity to join
the group communication again, the system manager would send its new secret key sj'
through a secure way.

5.4 Some Modifications

Our scheme is considered a one-pass Diffie-Hellman key exchange scheme with
"entity revocation". The coordinator distributes the preparation data X (=gr mod p),
and shares a group key U (=gS × r mod p) with the other entities, where we regard y
(=gS mod p) as a public key for the group. Thus, a coordinator can select any group
key Z by broadcasting V (=Z×U mod p) together, similar to the ElGamal public key
cryptosystem [5].

If an attacker can use a key calculation mechanism of an entity as an oracle, a
similar modification using the Cramer-Shoup public key cryptosystem [3] would be
effective against an adaptive chosen ciphertext attack.

Also, we can modify our scheme so as to prevent an attacker from modifying and
forging broadcast data, by adding a message recovery signature as follows:

<Setup by a system manager>

Same as the basic scheme explained in section 3 except that the system manager
publishes a hash function (hash) on a public bulletin board.

<Generation of broadcast data by a coordinator>

1 The coordinator calculates revocation data Mj for j∈Λ∪Θ shown in equation (4), by
using a random number r.

2 The coordinator calculates a following hash data:

H = hash (v || [ j || Mj ],  j ∈Λ∪Θ).               (11)

3 The coordinator v generates its signature of the hash data, using its secret key sv:

Z = H × (-sv) + r mod q.                      (12)

4 The coordinator v broadcasts the following broadcast data:

B (Λ, r) = Z || v || { [ j, Mj] | j∈Λ∪Θ}.              (13)

  The amount of broadcast data is less than that of our basic scheme explained in
section 3 shown in equation (5) since Z || v is less than X (1024bit).

<Key exchanging by a non-revoked entity>
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1 Similar to equation (11), the entity calculates hash data H'. If the data is not
changed, H' = H.

2 The entity recovers the preparation data X' using the public key of the coordinator
yv:

X' = gZ × yv
H'  mod p.                     (14)

If the signature Z originates from the right coordinator v, X' ≡ X shown in equation
(3).

The rest of procedure to distribute the group key U is the same as the basic scheme
explained in section 3.

This scheme uses one of the message recovery signature schemes proposed in [13].
Therefore, other variations of the signature are possible:

For example, Z' = H × r + sv  mod q.

6 Evaluation

In this section, we will evaluate our proposal, comparing with the following four
previously reported methods:

-Familiar Method 1: a method whereby a distributor distributes a group key to n-d
entities individually, except d revoked entities, using a 128bit
symmetric key block cipher.

-Familiar Method 2: the same method as Familiar Method 1, using 1024bit RSA
cryptosystems.

-Previous Method 1: a method in paper [10], using the "RSA common modulus
attack".

-Previous Method 2: another method in paper [10], using the "RSA low exponent
attack".

We will evaluate our proposal based on the four requirements that we have already
described in sections 1 and 2:

-Requirement 1: The amount of transmission and the delay do not rely on group
scale.

-Requirement 2: Preparation phase is not necessary.
-Requirement 3: The fixed-privileged distributor is not required.
-Requirement 4: The security of the scheme is based on DLP.

First, we will evaluate the performance of our proposal. Figure 2 shows the
performance of our proposal, compared with "Familiar Method 1" and " Familiar
method 2". In Figure 2, axis x shows the number of entities in the group, and axis y
marks the delay (sec) until all entities complete a group key sharing. However, the
number of revoked entities is d=1. We assume that the delay is the sum of data
transfer time and calculation time for each entity. We estimate data transfer time by
assuming the transmission rate to be 28.8kbps. Also, we estimate a calculation time
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by using experimental results obtained from a 200MHz Sun Ultrasparc (with gcc
2.7.2.3).

This figure shows the delay of our proposal does not rely on group scale. So, our
scheme satisfies requirement 1 shown above. In Figure 2, "Familiar Method 1" seems
more efficient than our proposal, because the cross-point of them is rather large
(n=180). Though we estimate the data transfer time by the amount of transmission
here, the data transfer time is related to the number of communication in actual
communication. Some control data is added to the transmitted data for each
connection. Also an authentication and a negotiation are necessary for each
communication. Therefore, we consider the cross-point of two methods is surely
much less than n=180, because the number of communication of "Familiar method"
increases, relying on the group scale. On the other hand, the number of
communication of our proposal is constant.

Figure 3 shows the performance of our proposal, compared with "Previous Method
1" and "Previous method 2". In Figure 3, axis x shows the number of revoked entities
d, and axis y marks the delay (sec) until all entities complete a group key sharing.
Here, measurement conditions are the same as in Figure 2. "Previous Method 1" can
not revoke two or more entities at once.

We can see that the delay of our proposal is less than that of "Previous Method 2"
where d≥45. Therefore, our proposal can revoke entities quickly, even if a coordinator
should revoke many entities at one time. Moreover the calculation time of "Previous
Method 2" increases exponentially as d increases, On the other hand, the operation
amount of our proposal increases linearly as d increases. The delay of our proposal is
within 1 sec in the case of d=1.

Fig.2.  Performance Comparison (with Familiar Methods)
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Fig.3.  Performance Comparison (with Previous Methods)

Next, we evaluate the features of our proposal. Table 1 shows that our proposal
satisfies four requirements, whereas four existing methods do not. Therefore, we
consider that our proposal can be applied to many systems with some restrictions.

Table1.  Comparison of features

Requirement
Method

Requirement 1 Requirement 2 Requirement 3 Requirement 4

Our proposal yes yes yes yes

Familiar Method 1 no yes no

Familiar Method 2 no yes yes no

Previous Method 1 yes no no no
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7 Conclusions

In this paper we have proposed a quick group key distribution scheme with "entity
revocation". The features of our scheme are as follows:

-The amount of transmission and the delay do not relay on group scale. This
feature allows a quick key distribution with "entity revocation" even when the
group is large.

-Preparation phase is not necessary. This feature is suitable for a system with
frequent "entity revocation".

-Any entity can act as coordinator, and revoke any other entities. This feature is
suitable for group communication systems in which all members have equal rights
like a conference system.

-Data transfer time and entity calculation time are reduced by using elliptic curve
or hyper-elliptic curve cryptosystems.
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Abstract. E�cient ID-based key sharing schemes are desired world-
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key, a participant should only input its partner's identi�er to its secret
KPS-algorithm. Although it has a lot of advantages in terms of e�ciency,
on the other hand it is vulnerable by certain collusion attacks. While
conventional KPS establishes communication links between any pair of
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systems such as broadcasting, not all links are required. In this article,
we propose a new version of KPS which is called Hierarchical KPS. In
Hierarchical KPS, simply by removing unnecessary communication links,
we can signi�cantly increase the collusion threshold. As an example,
for a typical security parameter setting the collusion threshold of the
Hierarchical KPS is 16 times higher than that of the conventional KPS
while using the same amount of memory at the KPS center. The memory
required by the user is even reduced for a factor 1/16 in comparison with
the conventional linear scheme. Hence, Hierarchical KPS provides a more
e�cient method for secure communication.
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1 Introduction

For information security, ID-based key distribution technologies are quite im-
portant. The concept of ID-based key cryptosystems was originally proposed by
Shamir[3, 4]. Maurer and Yacobi have presented an ID-based key distribution
scheme following Shamir's concept [5, 6]. However, their scheme requires a huge
computational power. Okamoto and Tanaka[7] also proposed a key-distribution
scheme based on a user's identi�er, but it requires prior communications between
a sender and a receiver to share the employed key. Although Tsujii and others
proposed several ID-based key-distribution schemes[8, 9], almost all of them
have been broken[10]. Thus, the performance of these schemes is unsatisfactory.
However, Blom's ID-based key-distribution scheme[2], which is generalized by
Matsumoto and Imai[1], has quite good properties in terms of computational
complexity and non-interactivity. Many useful schemes based on Blom's scheme
have been proposed[1, 11, 12, 13, 14, 15, 16, 17], and known as Key Predistri-
bution Systems (KPS).

In a KPS, no previous communication is required and its key-distribution
procedure consists of simple calculations. Furthermore in order to share the
key, a participant should only input its partner's identi�er to its secret KPS-
algorithm. Blundo et al.[14, 15, 16], Kurosawa et al.[18] showed a lower bound
of memory size of users' KPS-algorithms and developed KPS for a conference-
key distribution. Moreover Fiat and Naor[17], Kurosawa et al.[19] applied a KPS
for a broadcasting encryption system.

Although KPS has many desired properties, the following problem exists,
as well: When a number of users, which exceeds a certain threshold, cooperate
they can calculate the central authority's secret information. Setting up a higher
collusion threshold in this scheme requires larger amounts of memory in the
center as well as for the users. Solution of this problem will make KPS much
more attractive for ID-based key-distribution.

Although KPS provides common keys for all possible communication links
among entities, in practical communication systems most of them are not nec-
essary. By removing such unnecessary communication links, we can increase the
collusion threshold signi�cantly. This will be explained by means of a new ver-
sion of KPS called Hierarchical KPS. Hierarchical KPS demonstrates how to
optimize a KPS for a communication system against collusion attacks. Hierar-
chical KPS is constructed based on the Matsumoto-Imai scheme[1]. Since the
key-distribution procedure in the Matsumoto-Imai scheme consists of only sim-
ple calculations, computational cost in Hierarchical KPS is also quite small. As
an example, for a typical security parameter setting, the collusion threshold of
Hierarchical KPS is 16 times higher than that of the conventional KPS while
using the same amount of memory in the KPS center. The memory required by
the user is even reduced to 1/16 of that for the conventional linear scheme.

Section 2 gives a brief review of the KPS. Afterwards in section 3, Hierarchical
KPS is introduced. This is followed by the evaluation and discussion of the
security of Hierarchical KPS in section 4. Section 5 closes the paper with some
concluding remarks.
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2 A brief overview of KPS

A KPS consists of two kinds of entities: One entity is the KPS center, the others
are the users who want to share a common key. The KPS center possesses a
secret algorithm by which it can generate an individual KPS algorithm for each
user. These individual algorithms are (pre-) distributed by the center to their
users and allow each user to calculate a common key from the ID of his commu-
nication partner. This section explains how the users' secret KPS-algorithms are
generated and how users share a common key in the manner of the Matsumoto-
Imai scheme. Note that all the calculations in this article are related to the �nite
�eld GF(2).

Let the m-dimensional vectors xA and xB be the e�ective IDs of entities A
and B, respectively. The m � m symmetric matrices G(�) (� = 1; � � � ; h) are
called KPS-center algorithm. The G(�)s are produced by the KPS center and
kept secret to all other entities. G(�) generates the �-th bit of a communication

key between users A and B, so h is the length of this key. X
(�)
A and X

(�)
B are the

secret KPS-algorithms of A and B, respectively. X
(�)
A and X

(�)
B are calculated

by the KPS center as follows:

X
(�)
A

= xA G(�); (1)

X
(�)
B = xB G(�): (2)

X
(�)
A and X

(�)
B are contained in tamper-resistant-modules (TRM) and distributed

to A and B, respectively. (If procedures for inputting data into TRM is thought

to be complicated, TRM is not necessary.) By using X(�)
A

and X
(�)
B , A and B

share their symmetric key as follows:

A : k
(�)
AB = X

(�)
A

txB ; (3)

B : k(�)
AB = X

(�)
B

txA; (4)

where k(�)
AB indicates the �-th bit of the shared key kAB between A and B.

KPS, including the Matsumoto-Imai scheme, has three noteworthy proper-
ties. First, there is no need to send messages for the key distribution between
entities who want to establish a cryptographic communication channel. Second,
its key-distribution procedure consists of simple calculations so that its compu-
tational costs are quite small. Finally, in order to share the key, a participant
has only to input its partner's identi�er to its secret KPS-algorithm. Thus, KPS
is well applicable to one-pass or quick-response transactions, e.g. mail systems,
broadcasting systems, electronic toll collection systems, and so on.

However, KPS has a certain collusion threshold; when more users cooperate
they can calculate the center-algorithm G(�). For example in the Matsumoto-
Imai scheme, as already mentioned above G(�) is a m � m matrix. Hence, by
using m linearly independent secret KPS-algorithms, the KPS-center algorithm
is easily revealed (note however that, in order to participate in this collusion
attack, each adversary has to break his TRM). Thus, m is determined by the
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Table 1. Required communications in practical communication systems, where 
, 4

and � indicate required, partly required and unnecessary, respectively.

consumer provider server

consumer � 
 �

provider 
 4 4

server � 4 4

number of users. In order to avoid such collusion attacks, we need to increase
the value of m. However, since the number of elements of G(�) is m2, a quite
large memory size is required for the KPS center to increase the value of m.
Further, the memory size of a user's secret KPS-algorithm is thereby enlarged in
proportion to m. Although these memory sizes are not small, they are proven to
be optimal[14]. Hence, in the conventional KPS, we cannot cope with collusion
attacks e�ciently. This can be a serious problem, especially in a situation where
the available memory is strictly limited (e.g. IC cards). For example, m = 8192
is selected as the collusion threshold in \KPSL1 card"[20], where the key length
is 64bits. The secret-algorithm itself then consumes 64-KBytes of memory size in
each IC card. Therefore KPS was considered to be somewhat expensive for real
IC card systems at that time. Furthermore by introducing 128�256bits symmet-
ric key cryptosystems, the required memory size will be 128�256-KBytes.

Although the conventional KPS provides a common key between any pair
of entities, most of them are not necessary in practical communication systems.
When no keys are provided for such unnecessary communication links, the col-
lusion threshold can be increased and the memory size of the users decreased,
while the memory size of the KPS center stays the same.

3 Hierarchical KPS

In practical communication systems, such as broadcasting, entities are classi-
�ed into 3 classes: consumer, provider, and server. Figure 1 displays the structure
of their communication links. Consumers, i.e. the majority of the entities, receive
information from any provider. Servers hold information needed by providers.
For example, in broadcasting, addressees and broadcasting stations are regarded
as consumers and providers, respectively. Certain entities that provide informa-
tion for broadcasting stations are regarded as servers. In such a communica-
tion structure, communication links between consumers are not necessary. Only
communication links to providers are required for the consumers. Similarly, al-
though some communication links between providers and servers are required,
not all of them are necessary. Furthermore, although communication links among
providers/servers are required, not all of them are necessary. So, providers and
servers can be divided into multiple groups. Then, we should realize the possi-
bility to share a common key only for
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Fig. 1. Communication links in Hierarchical KPS.

{ links between consumers and providers,

{ links among providers who belong to same group,

{ links among servers who belong to same group,

{ links between providers and servers, supposed the group of providers and

the group of servers are allowed to communicate with each other.

Necessary communication links in this structure are summarized in Table 1.

As mentioned above, in the Matsumoto-Imai scheme the collusion threshold

can be increased by replacing the square m �m matrix G(�) of the center al-

gorithm by a larger square matrix; this however requires a signi�cantly larger

memory size in the KPS center. Another possibility is to replace the m � m

square matrix by a rectangular m0
� n0 matrix of the same size, m2 = m0

� n0,

m0 > m, n0 < m. This requires that the set of users is split into two distinct sub-

sets. The threshold for a collusion of members of the �rst subset is m0, and for a

collusion of members of the second subset it is n0. Then a member of one subset

can share a common key only with any member of the other subset; common

keys between members of the same subset are not possible. This kind of KPS

with asymmetric center algorithm will be used below to realize key distribution

between consumers and providers, since no common keys are required among

consumers.

From the requirement that the memory size of the KPS center should be

�xed, i.e. from the equation m2 = m0
� n0, it becomes clear that the collusion

threshold m0 for the consumers will increase when n0 decreases. This means that

there should be only few members in the second subset. Therefore a member

of this subset is a group of providers who all provide access to several groups

of servers. In other words, a \layer" of provider-groups is inserted between the

consumers and the groups of servers, see Figure 1. Therefore the new version of
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Fig. 2. Key distribution between a consumer and a provider in Hierarchical KPS.

KPS has been called \Hierarchical KPS". The following sections explain it in
detail.

3.1 Key distribution between consumers and providers

Our improvement of KPS starts with replacing the symmetric matrices for the
KPS center algorithm in the Matsumoto-Imai scheme by asymmetric m � n

matrices G(�) (� = 1; � � � ; h). Then key distribution between consumers and
providers is implemented in the following way:

Let the m-dimensional vector xC be the e�ective ID of consumer C, the
n-dimensional vector yP be the e�ective ID of provider P . Then C's secret KPS-

algorithm X
(�)
C is calculated by

X
(�)
C = xC G(�); (5)

and Y
(�)
P is P 's secret KPS-algorithm which is calculated as follows:

Y
(�)
P = yP

tG(�): (6)

C and P share their symmetric key kPC according to

C : k
(�)
PC = xC G(�) tyP = X

(�)
C

tyP ; (7)

P : k
(�)
PC = yP

tG(�) txC = Y
(�)
P

txC ; (8)

where k
(�)
CP indicates the �-th bit of kCP , the shared key between C and P .

Figure 2 illustrates the key distribution between a consumer and a provider in
Hierarchical KPS.
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3.2 Key distribution among providers

In this subsection, we explain key distribution among providers with asymmetric
matrices G(�).

For key distribution among providers we embed a symmetric matrix G
(�)
sym

into G(�), where G
(�)
sym consists of rows in G(�) (Figure 3). By using G

(�)
sym,

providers can share their keys as shown in Figure 4. According to the selection

of rows belonging to G
(�)
sym in G(�), elements from Y

(�)
P and Y

(�)
P 0 are selected to

form n-dimensional vectors Y
(�)
P and Y

(�)
P 0 . Using Y

(�)
P and Y

(�)
P 0 , two providers

P and P 0 share their key as follows:

P : k
(�)
PP 0 = Y

(�)
P

tyP 0 ; (9)

P 0 : k
(�)
PP 0 = Y

(�)
P 0

tyP ; (10)

Again, k
(�)
PP 0 indicates the �-th bit of the shared key kPP 0 between P and P 0.

Although providers can share their keys by using this method, there are the
following problems:

{ G
(�)
sym might be revealed by consumers' collusion attacks, if the selection of

rows belonging toG
(�)
sym inG(�) is exposed (for convenience, call this selection

k
(�)
sel ),

{ A key between two providers cannot be longer than a key between a provider
and a consumer.

As already mentioned, we assume that there are some groups of providers
and that a provider communicates only with other providers in his group. The

above problem can be solved if more than one G
(�)
sym can be extracted from one

G(�) and more than one k
(�)
sel is distributed in each group of providers.

Suppose that G
(�);ij
sym (i = 1; � � � ; Nsym; j = 1; � � � ; NP ) are n � n symmetric

matrices embedded in G(�), and k
(�);ij
sel (i = 1; � � � ; Nsym; j = 1; � � � ; NP ) are the

nxn
Gsym

(symmetric)

��

Fig. 3. Embedded sym-

metric matrix G
(�)
sym in

G
(�).

Fig. 4. Key distribution among providers.
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selection of rows belonging to G
(�);ij
sym in G(�). Nsym is the number of embedded

symmetric matrices that are distributed within one group of providers, and NP

is the number of groups of providers. Note that NsymNP should be no more than

m=n for the security of the system. k
(�);ij
sel (i = 1; � � � ; Nsym) are distributed to

all providers in the j-th group Pj . Then, key distribution between providers P
and P 0, who both belong to Pj , is carried out as follows:

P : k
(�);ij
PP 0 = Y

(�);ij
P

tyP 0 (i = 1; � � � ; Nsym); (11)

P 0 : k
(�);ij
PP 0 = Y

(�);ij
P 0

tyP (i = 1; � � � ; Nsym); (12)

where k
(�);ij
PP 0 (i = 1; � � � ; Nsym) indicates the �-th bit of the shared key kijPP 0 (i =

1; � � � ; Nsym) between P and P 0, and elements from YP and YP 0 are selected

according to k(�);ijsel (i = 1; � � � ; Nsym) to form n-dimensional vectors Y (�);ij
P and

Y (�);ij
P 0 (i = 1; � � � ; Nsym).

So, if aG
(�);i0j
sym has been exposed by a certain consumers' attack, the providers

in Pj can deal with this attack by using another k(�);i1jsel , i1 6= i0. Furthermore,

by using multiple k(�)sel simultaneously, providers can share longer keys. For ex-

ample, if both k(�);i0jsel and k(�);i1jsel are used simultaneously, the length of the keys
among providers in Pj can be 2h, that is twice the length of the keys between
consumers and providers. Accordingly, the keys shared among providers can be
at most Nsymh.

Additionally, note that this scheme permits a provider to belong to multiple
groups concurrently.

3.3 Key distribution between providers and servers

As already mentioned, servers can share keys with providers, assuming that
the groups they belong to are allowed to communicate with each other. In this
subsection, we show how to produce a server's secret KPS-algorithm.

Let the n-dimensional vectors zS be the e�ective ID of server S and Z
(�);ij
S

be the secret KPS-algorithm of S which is calculated as follows:

Z
(�);ij
S = zS G(�);ij

sym (i = 1; � � � ; Nsym); (13)

Herein it is assumed that S belongs to group of servers Sj that is allowed to com-
municate with the providers in group Pj . By using this secret KPS- algorithm,
communication keys are shared between S and P as follows:

S : k
(�);ij
SP = Z

(�);ij
S

tyP (i = 1; � � � ; Nsym); (14)

P : k
(�);ij
SP = Y

(�);ij
P

tzS (i = 1; � � � ; Nsym); (15)

where k
(�);ij
SP (i = 1; � � � ; Nsym) indicates the �-th bit of the shared key kijSP (i =

1; � � � ; Nsym) between S and P .
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Similarly to the key distribution among providers, if G
(�);i0j
sym is exposed by a

certain attack, S and P can still share their key using other Z
(�);i1j
S and Y

(�);i1j
P ,

i1 6= i0. And by concurrent use of their secret KPS-algorithms again longer keys

can be used. For example, if Z
(�);i0j
S ; Z

(�);i1j
S and Y

(�);i0j
P ; Y

(�);i1j
P are used, the

length of a shared key is 2h. As above, the length of the key shared between
providers and servers in this manner can be Nsymh as the maximum.

Note that a group of servers can be allowed to communicate with multiple
groups of providers in this way, and that a server can belong to multiple groups
of servers.

3.4 Key distribution among servers

Any pair of servers in the same group can share their communication key using
the servers' secret KPS-algorithms mentioned in 3.3. Namely, a pair of servers
S and S0, who belong to Sj , share their common key as follows:

S : k
(�);ij
SS0 = Z

(�);ij
S

tzS0 (i = 1; � � � ; Nsym); (16)

S0 : k
(�);ij
SS0 = Z

(�);ij
S0

tzS (i = 1; � � � ; Nsym); (17)

where k
(�);ij
SS0 (i = 1; � � � ; Nsym) indicates the �-th bit of the shared key kijSS0 (i =

1; � � � ; Nsym) between S and S0, zS0 is the e�ective ID of S0, and Z
(�);ij
S0 (i =

1; � � � ; Nsym) are the secret KPS-algorithms of S0 that are produced similarly to
those of S.

Similarly to the key distribution among providers or that between providers

and servers, if G
(�);i0j
sym is exposed by a certain attack, S and S 0 can still share

their key using other Z
(�);i1j
S and Z

(�);i1j
S0 . And concurrent use of their se-

cret KPS-algorithms again results in longer keys. Using Z
(�);i0j
S ; Z

(�);i1j
S and

Z
(�);i0j
S0 ; Z

(�);i1j
S0 , the length of the shared key is doubled. By this, the keys shared

among providers can be at most Nsymh long.

4 Evaluation and security discussion

4.1 Communications with Hierarchical KPS

Here we con�rm whether Hierarchical KPS can provides the required communications-
links in practical communication systems or not. As already discussed, required
communication-links are consumer-provider, provider-provider (within a group
of providers), provider-server (if the group that the provider belongs to and the
group that the server belongs to are allowed to communicate with each other),
server-server (with in a group of servers). It can be seen that these communica-
tions are available by the method described in 3.1 � 3.4. Hence, it is con�rmed
that all required functions are provided by Hierarchical KPS.

Furthermore, Hierarchical KPS o�ers a higher level of security than the
Matsumoto-Imai scheme. As mentioned in 3.2 � 3.4, the keys among providers,

356 Goichiro Hanaoka et al.



Table 2. Collusion thresholds to calculate G(�),G
(�);ij
sym .

colluders G
(�)

G
(�);ij
sym

providers n n

consumers m m � n+ log2 n

servers � ny
providers + servers n providers nz

y Collusion by servers that belong to group of servers Sj .

z Collusion by any providers and severs that belong to Sj .

Table 3. Required memory size for each type of entities.

KPS center consumer provider server

Hierarchical KPS hnm hn hm hNsymn

conventional KPS hnm h
p
nm h

p
nm h

p
nm

those between providers and servers and those among servers can be Nsymh bits

long, what is more than the length h of keys between consumers and providers.

Hence, these communications can be carried out more safely than those by

the Matsumoto-Imai scheme, assuming that the number h of matrices for the

KPS-center algorithm is the same in Hierarchical KPS and the Matsumoto-Imai

scheme.

4.2 Collusion attack against G(�)

There are mainly three kinds of collusion attacks against G(�): the consumers'

collusion, the providers' collusion, and the mixed collusion of consumers and

servers. The servers cannot reveal G(�) by themselves. Although servers and

consumers can collude to reveal G(�), the in
uence of the servers in the attack

is quite limited. Hence, attacks of the servers against G(�) are not regarded as a

problem.

To break the whole system, a collusion of m consumers or n providers is

needed from the view of information theory because the quantity of the center's

secret information is hmn bits, while consumer's secret KPS-algorithm has hn

bits information and provider's secret KPS-algorithm has hm bits information.

It should be noted that the mixed collusion between consumers and providers

is ine�cient since the informations available to consumers and to providers are

not independent from each other. The number of either consumers or providers

joining in the collusion attack must exceed the corresponding threshold m or n

to succeed in the attack.

Actually, since in G
(�) symmetric matrices are embedded, leakage of one

k
(�);ij
sel brings n�1

2 reduction of the collusion threshold of consumers. However,
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Fig. 5. Comparison of the required mem-

ory size for the KPS-center algorithm in

Hierarchical KPS with that in conven-

tional KPS, where n indicates the collu-

sion threshold for providers.
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Fig. 6. Comparison of the required

memory size for a consumer's secret

KPS-algorithm in Hierarchical KPS with

that in conventional KPS, where n

indicates the collusion threshold for

providers.

although all k(�);ijsel s are exposed, the collusion threshold is still high enough
because m � n (note that the collusion threshold of providers cannot be re-
duced). In Table 2, collusion thresholds against G(�) are shown. This means
that a Hierarchical KPS can be designed as shown above based on the collusion
thresholds n for consumers and m for providers. In conventional KPS, however
mixed collusions can also be e�ective. This is why in conventional KPS the col-
lusion threshold should be (n+m), so that as center algorithm (n+m)�(n+m)
matrices are needed in the Matsumoto-Imai scheme. Based on this assumption,
the memory requirements of Hierarchical KPS and conventional KPS will be
compared in the next section.

4.3 Memory requirements

Considering these collusion thresholds, m and n are determined mainly by the
numbers of consumers and providers, respectively. Similarly, the required mem-
ory size for the KPS-center algorithm is determined to be proportional to n times
m, while in the Matsumoto-Imai scheme the required memory size for the KPS-
center algorithm is determined to be proportional to (n+m)2. Furthermore, the
memory size for the consumers' secret KPS-algorithms is proportional to n. Since
in the Matsumoto-Imai scheme this is proportional to (n+m), the memory size
for the consumers' secret KPS-algorithms can be reduced considerably. Note that
for general purpose applications the Matsumoto-Imai scheme achieves the opti-
mal memory size for both the KPS-center and users like Blundo's scheme[14] and
some others. Thus, we regard the memory size in the Matsumoto-Imai scheme
as that of conventional KPS. As the number of consumers will usually be much
higher than the number of providers, these reductions of memory size are quite
signi�cant. Figure 5 and Figure 6 show the memory size required for the KPS-
center and a consumer. In the Matsumoto-Imai scheme, the required memory
size for the KPS-center algorithm grows proportionally to the square of the col-
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Fig. 7. The required combination of consumers' ID to reveal G
(�);ij
sym , where xC1, xC2

and xC3 are e�ecitve identi�ers of consumer C1, C2 and C3, respectively.

lusion threshold and the required memory size for users' secret KPS-algorithms
proportionally to the collusion threshold. In contrast, in Hierarchical KPS the
required memory size for the KPS-center algorithm increases proportionally to
the collusion threshold for consumers, and the required memory size for con-
sumers' secret KPS-algorithms remains unchanged while increasing the collusion
threshold for consumers, assuming that the collusion threshold for providers is
�xed (since the number of providers is much smaller than that of consumers, a
quite low collusion threshold is su�cient to avoid a providers' collusion attack).
Additionally, since the KPS-center algorithm of Hierarchical KPS consists of
Nsym � NP symmetric n � n matrices, we can reduce the required memory size
for the KPS-center algorithm using their symmetrical property; in this way, the
di�erence between the required memory size for the KPS-center algorithm in
Hierarchical KPS and that for conventional KPS can be even more remarkable.

Also when taking into account the higher collusion threshold, the di�erence
of the required memory size between Hierarchical KPS and conventional KPS is
even more signi�cant.

In summary, the collusion threshold in Hierarchical KPS can be much higher
than that of conventional KPS by using same size of memory in the KPS center.
Table 3 shows the required memory sizes for each type of entity. Only the mem-
ory size for the providers is larger in Hierarchical KPS than in the Matsumoto-
Imai scheme. But this is not a serious problem since for providers such an amount
of memory should be easily available.

4.4 Collusion attack against G(�);ij
sym

Here, we especially discuss the collusion attack of consumers against G
(�);ij
sym in

more detail.
Note that in order to reveal G

(�);ij
sym , the adversary requires n combinations

of the consumers' secret KPS-algorithms that ful�ll the following condition:

Condition (�) For the linear sum of the consumers' IDs participating in the
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combination, all the elements except those selected by k
(�);ij
sel are entirely 0

(see Figure 7).

By using n such combinations, G
(�);ij
sym can be revealed easily, when the involved

sums are linearly independent. Hence, this attack can be realized by only n

colluders in the worst case. However, the possibility of its success seems infeasi-
ble. Here, we estimate the number of colluders that yields feasible possibility to
realize the attack.

When t consumers collude, the number of combinations of consumers' IDs
is 2t � 1. Since the probability that a randomly selected combination ful�lls the
condition (�) is 2n�m, the expectation Ecol(t) of the number of the combinations
that ful�ll the condition (�) is approximated as follows:

Ecol(t) = (2t � 1)(2n�m) ' 2t+n�m
: (18)

Thus, to achieve Ecol(t) � n, we require t � m� n+ log2 n. Hence, m� n+
log2 n can be regarded as the collusion threshold of this attack. Although this
threshold seems to be still high enough, we can �nd that less than n colluders

are required to reveal G
(�);ij
sym if k

(�);ij
sel is exposed. Thus, k

(�);ij
sel must be kept

secret to other entities besides its legal users. Basically, m and n were de�ned
according to the number of consumers and providers, respectively. However, since

the collusion threshold to revealG
(�);ij
sym by consumers is de�ned by bothm and n,

this must also be considered when choosing m and n. In The collusion thresholds

against G
(�):ij
sym is summarized Table 2. Although k

(�);ij
sel can be revealed without

di�culty if G(�) is exposed, we don't need to take care of this attack since the
collusion threshold ofG(�) is set up high enough to prevent any possible collusion
attacks in real world.

As mentioned in 3.2, by embedding multiple symmetric matrices in G
(�),

the damage of exposing k(�);ijsel can be reduced. Namely, if a G(�);ij
sym is revealed,

only the group that uses this G(�);ij
sym is a�ected. Although G

(�);ij
sym is damaged,

the communication can be realized by using another G
(�);ij
sym .

Additionally, although a collusion attack of providers can also reveal G(�),

the collusion threshold of this attack is the same as that against G
(�);ij
sym by

the providers. Hence, in order to reveal G
(�);ij
sym , the providers have to reveal

G
(�). Besides, by a collusion attack of servers, G(�);ij

sym can be revealed. However,
only the servers that belong to Sj can carry out this attack. In this attack, the
collusion threshold is n, and it is regarded as high enough because there are not
so many servers in comparison to consumers (although any provider can also
participate in this collusion attack, this attack is still not serious).

4.5 Applications

Hierarchical KPS can be applied to quite many kinds of communication sys-
tems. In practical communication systems, we often �nd two kinds of entities
that are regarded as consumers and providers. Usually, a minority of entities in
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the system communicates with almost all of the other entities, while the ma-
jority communicates only with speci�c entities (the minority). Hence, we can
regard the minority and the majority as providers and consumers, respectively.
Furthermore, in communication systems, we also often �nd entities that provide
information to speci�c providers. Such entities are regarded as servers.

As an example, in broadcasting, addressees and broadcasting stations can be
regarded as consumers and providers, respectively. Certain entities that serve
information for the broadcasting stations take the role of servers. Assuming that
the numbers of addressees, broadcasting stations and servers are 10,000,000,
5,000 and 200,000, respectively, we can set up m = 131; 072 and n = 512 ap-
proximately. Then the number Nsym � NP of embedded symmetric matrices is
256. Thus, the collusion threshold of addressees is m = 131; 072, which is 16
times as large as the 8,192 with the conventional KPS, assuming that the uti-
lized memory size is same in both Hierarchical KPS and the Matsumoto-Imai
scheme. In this case, for the Matsumoto-Imai scheme 8192 � 8192 symmetric
matrices are used as the KPS-center algorithm. Even when all the information for
the location of embedded symmetric matrices in the center algorithm is exposed,
the collusion threshold is still 8 times that of conventional KPS. Furthermore,
Memory requirement (using h=64bits) is hn=32,768bits(=4-KBytes), which is
1/16 the requirement of 64-KBytes of the conventional KPS.

5 Conclusion

In this paper, Hierarchical KPS, which is a new style of KPS, has been proposed.
It has been pointed out that certain collusion attacks can be e�ective against
KPS, and on the other hand, it has been shown how KPS can be improved for
practical communication systems to increase its resistance against collusion at-
tacks. To be speci�c, by removing communication links that are not required in a
practical communication system, resistance against collusion attacks is increased
signi�cantly. For a typical security parameter setting, the collusion threshold of
the improved KPS is 16 times higher than that of the conventional KPS while
using the same amount of memory in the KPS center. The memory required by
the users is even reduced to be 1/16 of that for the conventional KPS. Hence,
Hierarchical KPS provides a higher level of security against collusion attacks and
a simpli�ed implementation due to its reduced memory sizes. This makes Hierar-
chical KPS attractive for various applications like broadcasting or E-commerce
in the Internet. Additionally, since public-key cryptosystems do not have ad-
vantages of KPS in terms of computational cost, ID-basedness, and so on, the
e�cient combination of a public-key cryptosystem and our scheme will realize a
more e�cient and secure communication system than one single use of a public-
key cryptosystem.
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Abstract. A periodical multi-secret threshold cryptosystem enables a
sender to encrypt a message by using a cyclical sequence of keys which
are shared by n parties and periodically updated. The same keys appear
in the same order in each cycle, and thus any subset of t + 1 parties
can decrypt the message only in the periodical time-frames, while no
subset of t corrupted parties can control the system (in particular, none
can learn the decryption key). This scheme can be applied to a timed-
release cryptosystem whose release time is determined when the number
of share update phases equals the period of the sequence. The system
is implemented by sharing a pseudo-random sequence generator func-
tion. It realizes n ≥ 3t+1 robustness, and is therefore secure against an
adversary who can corrupt at most one third of the parties.

1 Introduction

The concept of “timed-release crypto” was first introduced by May [May93] and
further studied by Rivest et al. [RSW96]. Its goal is to encrypt a message so
that it cannot be decrypted by anyone, not even the sender, until a predeter-
mined amount of time has passed. According to [RSW96], there are two known
approaches for implementing it:

1. Use trusted agents who promise not to reveal certain information until a
specified time.

2. Use “time-lock puzzles”-computational problems that cannot be solved with-
out running a computer for at least a certain amount of time.

The problem with the first approach is that the user has to totally trust the
agents in all matters from the maintenance of the key to the provision of the
decryption service at the specified time. Moreover, since there is no direct cor-
respondence between the key and the time, the handling of the decryption time
by the agents is purely operational. The second approach is even less practical,
because the decryption time is calculated from the amount of computational
steps. Therefore, the receiver has to start the decryption process as soon as he
receives the encrypted message, and has to use the best computer available, since
the decryption might otherwise be delayed.

K. Y. Lam, E. Okamoto and C. Xing (Eds.): ASIACRYPT’99, LNCS 1716, pp. 363–377, 1999.
c© Springer-Verlag Berlin Heidelberg 1999
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In this paper, we will propose an alternative method for realizing “timed-
release crypto,” using a threshold cryptosystem [Des88] [DF90] that shares a
function (possibly a pseudo-random sequence generator) for generating a se-
quence of random values with some period. Note that in any pseudo-random
number generator, the sequence is repeated after a specific period. Our idea is
to use the period of the sequence as the time needed to obtain a pair of encryp-
tion and decryption keys, so that if the user encrypts the message by using the
public key, the corresponding secret key is available only in a periodical time-
frame. Since the key pairs are periodically available in the same timeframe, this
scheme does not satisfy the original definition of a timed-release key. But it does
if the sender encrypts the message by using the encryption key in some time-
frame and sends the message in the next timeframe. In this case, the receiver
has to wait until one cycle of the period passes to get the decryption key.

Our approach bears some similarity to proactive secret sharing [OY91]
[HJKY95] [FGMY98], in the sense that each party updates its share by multi-
party computation in each time frame. But the difference is that the proactive
scheme aims at maintaining one secret for a long period, whereas in our scheme
the secrets themselves are updated so that different secrets appear in different
timeframes.

Although our scheme maintains multiple secrets, it differs from the (c, d; k, n)-
multi-secret sharing scheme [FY92], in which k different secrets are maintained
among n parties in such a way that at least d parties are necessary to recovery
all k secrets, whereas no subset of c parties can deduce anything. In our system,
the secret (seed) is maintained in a (t, n)−threshold scheme, but it is updated by
a function-sharing scheme that results in the generation of a sequence of secrets.

Our approach is also different from the proactive random number generator
[CH94], because it deals only with the generation of fresh random values that
are computationally independent of the previous states, but cannot maintain the
period of the sequence, which is essential to timed-release key generation.

1.1 Our Results

We define a new class of threshold cryptosystems that can be used for timed-
release crypto, and describe an efficient and robust implementation. More pre-
cisely, in this paper:

1. We define periodical multi-secret threshold cryptosystems as a class of thresh-
old cryptosystems.

2. We implement a periodical multi-secret threshold cryptosystem by sharing
a pseudo-random sequence generation (PRSG) function.

3. We show that our implementations have t-resiliency in n ≥ 3t+ 1, where n
and t are the total number of parties and the number of parties corrupted
by a mobile adversary, respectively.
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1.2 Organization of the Paper

The paper is organized as follows. In section 2, we define our periodical multi-
secret threshold cryptosystem. Since we have to share a pseudo-random sequence
generator function, we give a multiparty protocol for a sequence generator in
section 3. Then, in section 4, we describe periodical multi-secret threshold cryp-
tosystems that we implemented by sharing a linear congruence generator (LCG)
and a Blum-Blum-Shub (BBS) generator based on the ElGamal encryption
scheme. Finally, we present our conclusions in section 5. In appendix A, we
explain some of the cryptographic techniques that are used in our protocols as
basic tools.

2 Model and Definition

2.1 Periodical Multi-secret Threshold Cryptosystem

Let E be a public key scheme defined by three protocols: key-pair generation,
encryption, and decryption. Key update is then introduced as an additional
function of key-pair generation to update the key-pair from (EKt, DKt) to
(EKt+1, DKt+1).

A periodical multi-secret threshold cryptosystem T
⋃

TpE
for scheme E dis-

tributes the operation of key generation (update), and decryption among a set of
n parties P1, . . . , Pn. Let DKt and DKi,t be a secret key and its share for party
Pi in timeframe t respectively; then (EKt, DKt) forms a key-pair in timeframe
t. T

⋃
TpE

is defined by two protocols:

T
⋃

Tp
-KeyUpdate, a randomized protocol that takes a previous shareDKi,t−1

as private input for party Pi, and returns as public output the public en-
cryption key EKt for timeframe t and as private output for party Pi a value
DKi,t, such that (1) DK1,t, . . . , DKn,t constitute a k-out-of-n threshold se-
cret sharing of DKt, which is a secret key for timeframe t corresponding
to the public key EKt, and (2) DKt = DKt′ only when t′ = t (mod Tp),
where Tp is the period specified by the system.

T
⋃

Tp
-Decrypt, a protocol in which each party Pi takes as public input a

ciphertext C = EEKt(M) and as secret input his share DKi,t′ and returns
as public output the message M only when t′ = t (mod Tp).

2.2 Communication Model

We assume that all the communication links are secure (i.e., private and authen-
ticated), which allows us to focus on high-level aspects of the protocols.

2.3 Adversary

We assume that an adversary, A, can corrupt up to t out of the n parties in the
network. Since the system changes its internal states by updating the parties’
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shares, the ability to deal with only a static adversary is not sufficient to provide
security. A “mobile malicious adversary” is allowed to move among parties over
time with the limitation that it can only control up to t parties in a timeframe.
Here we assume that the adversary is static within a timeframe and moves to
other parties in the next timeframe.

2.4 Resiliency

The resiliency of a distributed protocol is defined by comparing it with its corre-
sponding centralized protocol: t-resiliency means that the protocol will compute
a correct output even in the presence of a malicious adversary who can corrupt
up to t parties (robustness), and that the adversary cannot obtain any informa-
tion other than what he can obtain from the centralized protocol (privacy).

3 Multiparty Computation for Sequence Generation

In this section, we will describe a multiparty protocol for the sequence genera-
tion, since we want to share a pseudo-random sequence generation function to
update the secret keys. As sequence generators, we will use the linear congruence
generator and the BBS generator (see appendix A.1), because they are simple
(need only one multiplication per next number generation) and the periods can
be determined by the parameters (the coefficients, modulo, and seed).

On the basis of the multiparty protocol [BGW88] [CCD88], every computa-
tion can be distributed in a secure and robust way. The authors of the above
papers proved that the bound of the privacy threshold is k < n/2, where n is
the total number of parties and k is the number of parties colluding to obtain
the secret. They also proved that the robustness threshold is k′ < n/3, where
k′ is the number of parties corrupted by a malicious adversary. Since the above
papers assume a computationally unbounded adversary, the share verification
process is carried out by error-correcting codes.

By accepting the use of encryption (which satisfies only weaker notions of se-
curity), we can employ a more practical non-interactive verification scheme using
homomorphic commitment. In this paper, we will use a verifiable secret-sharing
scheme (VSS) proposed by Feldman [Fel87] as a basic tool (see appendix A.3).
Let a, b ∈ Zp be two secrets that are shared by using polynomials fa(x), fb(x)
of order k, respectively, and let c ∈ Zq, c �= 0 be some constant. The values
a+ b and c · a can be simply computed by having each party perform the same
operation on its shares fa(i) + fb(i) and c · fa(i), respectively; this results in the
sharing of new polynomials fa+b(x) = fa(x)+fb(x) and fca(x) = c ·fa(x), whose
free coefficients are a + b and c · a, respectively. Feldman’s VSS is also easy to
perform, because the correctness of the resulting shares is checked by using the
publicly known values (commitments) computed as follows: gai+bi = gaigbi and
gc·ai = (gai)c.
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3.1 Degree Reduction

To share the multiplication a · b, three computing steps are necessary: (1) share
multiplication, (2) randomization, and (3) degree reduction, because step (1)
generates a new polynomial h(x) = fa(x)fb(x), which is of order 2k and not
irreducible [BGW88].

Here, we show a VSS-based robust degree reduction protocol. Let f(x) be a
polynomial of order k to share the secret s. The share si = f(i) was distributed by
a dealer to party i by means of Feldman’s VSS. Now, the parties want to reduce
the threshold from k to k′ (k′ < k) (without relying on the dealer, of course).
First, each party i generates a random polynomial f (i)(x) of order k′ whose free
coefficient is set to si, and shares the polynomial by using Feldman’s VSS. Then,
other parties verify their shares sent from party i and announce whether they are
correct or not. If party i has more than k correct announcements, it is qualified.
Finally, after k + 1 qualified parties are determined, each party j computes
his new share using the Lagrange interpolation s′j =

∑
i∈Λ λif

(i)(j), where Λi

denotes a set of qualified parties and λi denotes the coefficient computed by the
Lagrange interpolation. Note that the coefficients are constant when the set is
determined. The protocol is given below:

3.2 Protocol for Robust Degree Reduction

Input of Party i: f(i) of a polynomial f(x) of order k representing a secret s.

Public Input: αi = gfi for 0 ≤ i ≤ k, where fi is the i-th coefficient of the f(x).
Note that α0 = gs.

Protocol

1. Party i shares the value of f(i) by means of a random polynomial f (i)(x) of

order k′(k′ < k) such that f (i)(0) = f(i). Then she broadcasts β(i)
j = gf

(i)
j

for 0 ≤ j ≤ k, where f
(i)
j is the j-th coefficient of the f (i)(x), as public

checking parts for VSS. Note that β(i)
0 = gf(i)(0) = gf(i), which is publicly

computable from the initial input of αj for 0 ≤ j ≤ k.
2. Party j receives the share f (i)(j) from i, and then announces i-correct or

i-wrong according to whether the equation

gf(i)(j) ?=
k∏

m=0

β(i)
m

jm

(mod p)

holds or not.
3. A set Λ of good parties of cardinality k + 1 is defined as one in which
the parties have more than k i-corrects. (If more than k + 1 parties have
more than k i-corrects, those with smaller id numbers are chosen.) Party j
then computes

∑
i∈Λ λif

(i)(j), which results in the sharing of a polynomial
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f ′(x) =
∑

i∈Λ λif
(i)(x) of order k′. Public values for VSS checking are also

computed as follows:

α′
j = g

∑
i∈Λ

λif
(i)
j =

∏

i∈Λ

(β(i)
j )λi , for 0 ≤ j ≤ k′.

Lemma 3.2 The protocol 3.2 has the following properties:
(Robustness) The new shares computed at the end of the protocol correspond
to the secret s. (That is, any subset of k′ + 1 of the new shares can reconstruct
the secret s, and an adversary who can control up to k′ parties cannot alter the
result.)
(Privacy) Apart from the value gs, an adversary who can control up to k′ cannot
learn anything about the secret.
(Freshness) The new share of each party is independent of its old share.

Sketch of Proof (Robustness) We can assume that there are k + 1 > k′ honest
parties. Thus at least k + 1 parties are announced as i-correct by k + 1 parties.
Thus the honest parties can compute the new share. By VSS, the party i can
check that the share from party j lies on a polynomial which represents party i’s
original share. It can also confirm that the new secret is the same as the original
secret by comparing α0 and α′

0.
(Privacy) We can construct a simulator that, given the input of the corrupted
parties, simulates the process of local secret sharing by party j. We can assume
that party j is honest and that parties i for 1 ≤ i ≤ k′ are corrupted. Using the
k′ shares f (j)(i) for 1 ≤ i ≤ k′, together with the secret s, the simulator can set
k′+1 equations and determine the polynomial of order k′+1. It then distributes
the shares and VSS checking parts that have the same distribution as in the real
protocol.
(Freshness) Party j’s new share is computed as

∑
i∈Λ λif

(i)(j), where f (i)(j) is
generated by party i by using random coefficients.

3.3 Robust Sequential Multiplication

The difficulty in applying Feldman’s VSS to multiplication is that we cannot
compute ga·b from ga and gb. Thus, in some protocol [GRR98], the parties
need to prove that the new published commitment gai·bi is really obtained from
(gai)bi (or (gbi)ai), by using the zero-knowledge proof of equality of discrete-logs
[Cha90], which proves that DLg(gbi) = DLgai (gai·bi) without requiring any in-
formation about bi to be provided. However, the above ZKIP requires a verifier
and interaction between the parties and a verifier, which reduces the advantages
of non-interactive verification by Feldman’s VSS.

Cerecedo et al. [CMI93] showed that VSS can be applied in a special case
of multiplication where one of the multipliers is generated by the joint-shared-
secret protocol. We will first review this protocol before proposing the general
multiplication protocol:
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Let f(x) = a0+ · · ·+akx
k be a polynomial of order k used to share the value

a = a0. Party i holds the value f(i) mod q, and the values αm = gam mod p for
0 ≤ m ≤ k are publicly known. She then generates r(i)(x) = r

(i)
0 + · · · + r

(i)
k xk

of order k and z(i)(x) = z
(i)
1 x+ · · ·+ z

(i)
2k x

2k of order 2k for Joint-Random-VSS
and Joint-Zero-VSS (see appendix A.4), respectively, which means that party j

holds values r(i)(j), z(i)(j) and the values βm = gr(i)
m , (0 ≤ m ≤ k) and γm =

gz(i)
m , (0 ≤ m ≤ 2k) are publicly known. Now let y(i)(x) = f(x)r(i)(x) + z(i)(x)

be a polynomial of order 2k that is used to share the value a · r(i)
0 .

The problem is how party i can validate the shares y(i)(j) that she distributes
to party j. Let y(i)(x) = y

(i)
0 + y

(i)
1 x + · · · + y

(i)
2kx

2k; then public commitment
values for VSS checking are:

δ
(i)
0 = gy

(i)
0 = ga0·r(i)

0 = α
r
(i)
0

0 (mod p),

δ
(i)
1 = gy

(i)
1 = ga0·r(i)

1 +a1·r(i)
0 +z

(i)
1 = α

r
(i)
1

0 α
r
(i)
0

1 gz
(i)
1 (mod p),

...

δ
(i)
2k = gy

(i)
2k = gak·r(i)

k
+z2k(i)

= α
r
(i)
k

k gz
(i)
2k (mod p),

all of which can be locally computed by i and published. Thus party j can verify
his share y(i)(j) = f(j)r(i)(j) + z(i)(j) by computing

g(f(j)r(i)(j)+z(i)(j)) ?=
2k∏

m=0

δ(i)
m

jm

(mod p).

All the verified parties’ shares are then summed up to share the product r · a =∑
i∈Λ r(i) · a, where Λ denotes the set of qualified parties, and its public VSS

commitment values are computed as follows:

δj = g
∑

i∈Λ
y
(i)
j =

∏

i∈Λ

δ
(i)
j , for 0 ≤ j ≤ 2k.

Now, note that the result is a product of a and r =
∑

i∈Λ r(i), where r(i) is a
random number generated by party i. But suppose that r(i) is the share of the
polynomial h(x) of order 2k whose free coefficient is another secret s. Then s is
recovered by Lagrange interpolation: s =

∑
i∈Λ λir

(i). This means that we can
apply the above scheme to the multiplication of two jointly shared (not random)
values. The protocol is defined as follows:

3.4 Protocol for Robust Sequential Multiplication

Input of Party i: f(i) of a polynomial f(x) of order k representing a secret a,
and h(i) of a polynomial h(x) of order 2k representing a secret s.

Public Input: αi = gfi for 0 ≤ i ≤ k, and δi = ghi for 0 ≤ i ≤ 2k, where fi and
hi denote the i-th coefficients of f(x) and h(x), respectively.
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Protocol

1. Using VSS, party i shares the value of h(i) by means of a random polynomial
h(i)(x) of order k such that h(i)(0) = h(i). Note that gh(i) is already publicly
computable from the public input δ.

2. Using VSS, party i shares 0 by means of a random polynomial z(i)(x) of
order 2k such that z(i)(0) = 0.

3. Party i broadcasts δ(i)
j = gh

(i)
j for 0 ≤ j ≤ 2k, where h

(i)
j denotes the j-th

coefficient of a polynomial computed by h(i)(x) = f(x)h(i)(x) + z(i)(x).
4. Party j first checks the shares h(i)(j), z(i)(j) received from i, then checks the
multiplication f(j)h(i)(j) + z(i)(j) by confirming that g(f(j)h(i)(j)+z(i)(j)) ?=
∏2k

m=0 δ
(i)
m

jm

(mod p). If all the checks are validated, she announces i-
correct; otherwise, she announces i-wrong.

5. Party i is included in a good set of parties Λ if more than 2k parties an-
nounced i-correct. Then, party j computes her share as

∑
i∈Λ λih

(i)(j), which
results in sharing of a polynomial h′(x) =

∑
i∈Λ λih

(i)(x) of order 2k that
carries the secret h′(0) = a · s. Public values are also computed as follows:

δj = g
(
∑

i∈Λ
λih

(i)
j

) =
∏

i∈Λ

(δ(i)
j )λi , for 0 ≤ j ≤ 2k.

Lemma 3.4 The above protocol is t-resilient for a malicious adversary when the
total number of parties is n ≥ 3t + 1. After the protocol has been carried out,
each party’s new share is independent of its old share.

Sketch of Proof (Robustness) We can assume that there are 2k+1 honest parties.
Thus at least 2k+1 parties are announced to be i-correct by 2k+1 parties, and
therefore the honest parties can compute the product.
(Privacy) We can construct a simulator that, given the input of the corrupted
parties, simulates the process of local secret sharing. And the outputs have the
same distribution as in the real protocol.
(Freshness) The proof is similar to that of Lemma 3.2.

4 T
⋃
TpEG

Based on PRSG and the ElGamal Encryption
Scheme

Our goal is to implement function sharing of a pseudo-random sequence gener-
ator to obtain a periodical sequence of secrets, and to form a threshold cryp-
tosystem using the secrets. We will use polynomial-based secret sharing over the
ring ZN , where N is the product of large primes. We assume that the number
of parties n is smaller than any prime divisors of N , in order to apply the La-
grange interpolation formula. This assumption is not always satisfied in a linear
congruence generator (LCG), and is thus an additional constraint.
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4.1 T
⋃

Tp
EG Protocol Based on LCG

Here we give an implementation of the periodical multi-secret threshold cryp-
tosystem based on LCG-based key sequence generation (see appendix A.1) and
the ElGamal encryption scheme.

It is well known that using an LCG as PRSG for the secret key is very
dangerous, because it is possible to predict when some part of the sequence
will become available. But in our application, the sequence is hidden in the
exponent of the public key. Thus, because of the difficulty of calculating a discrete
logarithm, the secret key is not predictable. Recently, the LCG used in the DSS
has been attacked by solving the simultaneous modular linear equations obtained
from two sets of DSS signatures [BGM97]. But such an attack cannot be used
with our application.

Protocol for T
⋃

Tp(LCG) EG-KeyUpdate

Input to Party i y[0](i) of polynomial y[0](x) of order 2k representing a seed s[0],
f(i) of polynomial f(x) of order k representing a, and h(i) of polynomial h(x)
or order 2k representing b. A dealer is necessary to select an appropriate a, b,
and seed (s[0]), because the period of LCG depends on N , a, b, and s[0].

Public Input A composite number N and an element g ∈ Z∗
p of order N , where

all divisors of N are larger than the number of the parties (n). α = gfi for
0 ≤ i ≤ k, where fi denotes the i-th coefficient of f(x). βi = ghi and δ

[0]
i = gy

[0]
i

for 0 ≤ i ≤ 2k, where hi and y
[0]
i denote the i-th coefficients of h(x) and y[0](x),

respectively.

Protocol

1. First, parties perform the robust sequential multiplication protocol (section
3.4) to multiply the polynomials y[m](x) and f(x). Then they replace their
share y[m](i) by the result share of s[m] · a, which is represented by a poly-
nomial of order 2k.

2. Then parties add h(i) to their intermediate results to obtain the shares of
a · s[m] + b.

3. Finally, parties erase all the previous shares and intermediate results. The
shares are carried by a polynomial y[m+1](x) of order 2k. which represents a

secret of s[m+1] def
= s[m] · a+ b (mod N).

Protocol for EG-Encrypt This protocol is common to all ElGamal-based
encryption schemes: Since the public key Y [m+1] = gy

[m+1]
0 mod p is publicly

known, the user can encrypt his message without informing the key-generating
parties. The message M is encrypted, by using random K ∈ Zp, as (A,B)

def
=

(gK , Y [m+1]KM) (mod p).
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Protocol for T
⋃

Tp(LCG) EG-Decrypt

Input for all parties A ciphertext (A,B).

Protocol

1. Each party Pi sends to the receiver who is requesting decryption of the mes-
sage the partial decryption Ai = Ay[m](i) mod p and proves to the receiver
that DLogAAi = DLoggg

y[m](i) by using ZKIP [Cha90].
2. The receiver reconstructs the message by computing

M =
B

∏
i∈Λ Aλi

i

mod p,

where Λ is a qualified set of parties of cardinality 2k + 1.

Theorem 4.1 The above protocols are t-resilient for a mobile malicious adversary
when the number of parties is n ≥ 3t+ 1.

Sketch of Proof We can assume that there are 2k + 1 honest parties.
(Robustness) The protocol for KeyUpdate consists of multiplication and addi-
tion of two shares. Lemma 3.4 is used for the VSS-supported multiplication,
and the result is verifiably shared by 2k + 1 honest parties. The robustness of
the decryption protocol is obvious: unless a bad party passes the ZKIP with an
incorrect partial decryption, the message is correctly decrypted.
(Privacy) Given the input of the corrupted parties as an adversary’s view, we
can construct a simulator that simulates the key update process and outputs an
arbitrary Y as a public key with the same distribution as in the real protocol.

4.2 T
⋃

Tp
EG Protocol Based on BBS-PRSG

Here we give another implementation of the periodical multi-secret threshold
cryptosystem based on BBS-based key sequence generation (see appendix A.1)
and the ElGamal encryption scheme.

The BBS is a secure bit generator when used as the PRSG, but here we
will use the whole value, which like LCGs, is also predictable if some part of
the sequence is available. But again, in our application, the values are hidden
in the exponent of the public key. Now the question is, when an adversary sees
the sequence: gy, gy2

, . . . , gy2i

, can he predict the next sequence? The decisional
Diffie-Helman (DDH) assumption says that, given < P,Q, g, ga, gb >, there is
no efficient algorithm that distinguishes gc and ga·b. Thus, applying the DDH
assumption where a = b(= y), the adversary cannot have any information about
the next sequence.
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Protocol for T
⋃

Tp(BBS) EG-KeyUpdate

Input to Party i y[0](i) of polynomial y[0](x) of order 2k representing a seed s[0].
A dealer is necessary to select an appropriate seed (s[0]), because the period of
BBS depends on N and s[0].

Public Input A composite number N that is a product of two primes and an
element g ∈ Z∗

p of orderN , where any divisors ofN are larger than the number of

the parties (n). δ[0]
i = gy

[0]
i for 0 ≤ i ≤ 2k, where y[0]

i denotes the i-th coefficient
of y[0](x).

Protocol

1. The parties first perform the robust degree reduction protocol (section 3.2)
to reduce the degree of y[m](x) from 2k to k. The resulting polynomial is set
to y′[m](x).

2. The parties then perform the robust sequential multiplication protocol (sec-
tion 3.4) for multiplying the polynomials y′[m](x) and y[m](x) in order to
share s[m]2 mod N .

3. The parties finally erase all the previous shares and intermediate results. The
shares are carried by a polynomial y[m+1](x) of order 2k. which represents a

secret of s[m+1] def
= s[m]2 (mod N).

Protocol for T
⋃

Tp(BBS) EG-Decrypt The protocol is the same as
T

⋃
Tp(LCG) EG-Decrypt (section 4.1).

Theorem 4.2 The above protocols are t-resilient for a mobile malicious adversary
when the number of parties is n ≥ 3t+ 1.
The proof is similar to that for Theorem 4.1.

5 Conclusions

In this paper we have defined the periodical multi-secret threshold cryptosystem
and given an implementation that consists of (1) a t-resilient key sequence gen-
eration and (2) a t-resilient encryption/decryption scheme. For (1), we designed
a protocol for sharing a pseudo-random sequence generation function based on
Feldman’s VSS. We also gave a robust protocol for sequential multiplication. For
(2), we used the ElGamal encryption scheme, which makes it easy to collectively
generate a public key while the private key is implicitly maintained.

There is an opinion that from the viewpoint of trust relationships, once the
user relies on distributed servers to enforce the timing of a decryption, timing can
be also operationally maintained by the servers. But we argue that there is a big
difference between the operationally maintained timing and the timing kept by
the key refreshment process, because we can apply security theory (resiliency and
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proactiveness) to the latter, while for the former the security is also maintained
operationally.

By using different schemes for (1) and (2) and combining them, we can define
various types of cryptographic system. For example, if we replace the encryption
scheme by a signature scheme in (2), we can construct a time-restricted signature
scheme, where the user has to visit more than k servers in a timeframe to get a
signature. This might be used for contents metering.

We can also replace the PR-sequence generator with another sequence gener-
ator to control the period more easily. Actually, the BBS and linear congruential
generators have a problem in that their period is too long, since it is dependent
on the modulus, which should be large in order to maintain security. Thus we
need to find an appropriate sequence generator whose period is relatively short
and easy to control, yet whose sequence cannot be predicted by a malicious
adversary.

Although we assume that the parameters and seed for the PRSG are fed by
a dealer, we can eliminate the dealer by using Joint-Random-VSS to generate
such values. But to realize this, we should consider the distributed checking
mechanism for the period of the sequence.
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A Basic Tools

Here, we describe some of the existing tools that we use in our protocol.

A.1 Pseudo-random Sequence Generators (PRSG)

A random number sequence generator is defined by the form

Xn = f(Xn−1).

Here we will consider two well-known types of generators, linear congruential
generators and BBS generators.
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Linear Congruential Generators (LCG) A linear congruential generator is
defined by the form

Xi = (aXi−1 + b) mod N,

where the parameters a, b, and N are constants. If they are properly chosen, the
generator has an (N − 1) period, which we call the maximal period generator.

Blum-Blum-Shub (BBS) Generators [BBS86] A BBS generator is defined
by the form

Xi = X2
i−1 mod N,

where modulus N is the product of two large prime numbers, p and q, that
are congruent to 3 mod 4 (N is a Blum integer). If we specify the additional
properties that p1 = (p−1)/2, p2 = (p−3)/4, q1 = (q−1)/2, and q2 = (q−3)/4
are all primes, then the period is a divisor of 2p2q2.

A.2 Secret Sharing by Polynomial Interpolation [Sha79]

Shamir’s secret sharing realized a (k, n)−threshold scheme according to which
any k − 1 parties have no information about the secret, while k can recover
the secret. Suppose the secret to be shared is s ∈ Zq. The dealer generates a
polynomial of order k − 1 by randomly choosing its coefficients a1, . . . , an and
sets the secret to its free coefficient a0 = s:

f(x) = a0 + a1x+ a2x
2 + · · ·+ ak−1x

k−1.

The dealer then distributes the share si = f(i) mod q to the party Pi, (1 ≤ i ≤ n)
via a secure channel. By using Lagrange interpolation, the set of shareholders Λ
of cardinality k determines

f(x) =
∑

i∈Λ

λif(i), where λi =
∏

j∈Λ,j �=i

(x − j)(i− j)−1

thus reconstructing the secret s = a0 = f(0).

A.3 Verifiable Secret Sharing by Feldman [Fel87]

The verifiable secret sharing (VSS) scheme enables the receivers of shares to
check whether the dealer has distributed the correct shares. Feldman proposed
an efficient non-interactive VSS scheme that uses a homomorphic encryption
function: Assume that a secret space is defined over a prime field Zq. When
a dealer generates a polynomial of order k − 1, he broadcasts the values αi =
gai mod p, for 0 ≤ i ≤ n, where p is a prime such that q|p− 1 and g ∈ Z∗

p is an
element of order q. The receiver i can check that his/her share si is really the
value of f(i) by calculating

gsi
?=

k−1∏

j=0

αij

j mod p
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If the number of corrupt parties (t) is less than a half of the total (n), where
n ≥ 2t + 1, then the incorrect shares are recoverable in a (t + 1, n)−threshold
VSS scheme.

A.4 Joint Random/Zero Secret Sharing
[BGW88][Ped91a][Ped91b]

Sometimes it is convenient to generate and share a random value without a
dealer. This can be done by means of the following protocol. A zero secret can
also be shared in the same way. First, each party acts as a dealer of a random
local secret or zero: the party i randomly generates a polynomial fi(x) of order
k−1 whose free coefficient is set to a random value ri or zero, and distributes the
value fi(j) to party Pj . Then, each party sums up its shares in order to share
a new function g(x) =

∑
i fi(x) whose free coefficient is

∑
i ri or zero. This

protocol can be assisted by Feldman’s VSS, which enables every party to verify
that its share is correct. We will refer to these protocols as Joint-Random-VSS
and Joint-Zero-VSS.
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Abstract. This paper, for the first time, presents a provably secure sig-
nature scheme with message recovery based on the (elliptic-curve) dis-
crete logarithm. The proposed scheme can be proven to be secure in the
strongest sense (i.e., existentially unforgeable against adaptively chosen
message attacks) in the random oracle model under the (elliptic-curve)
discrete logarithm assumption. We give the concrete analysis of the se-
curity reduction. When practical hash functions are used in place of
truly random functions, the proposed scheme is almost as efficient as the
(elliptic-curve) Schnorr signature scheme and the existing schemes with
message recovery such as (elliptic-curve) Nyberg-Rueppel and Miyaji
schemes.

1 Introduction

1.1 Background: Digital Signature Schemes with Message Recovery

A digital signature scheme with message recovery is useful for many applications
in which small messages (e.g., around 100 bits) should be signed. For example,
small messages including time, date and identifiers are signed in certified email
services and time stamping services. In addition, as shown in [13,14,15], the bene-
fits of the message recovery are: direct use in other schemes such as identity-based
public-key systems or key agreement protocols and natural combination with El-
Gamal type encryption (which may produce the so-called sign-encryption).

The existing digital signature schemes with message recovery are classified
into two types: RSA based schemes (RSA type) and discrete logarithm based
schemes (DL type), where an elliptic curve based signature scheme is one of
the DL type. PSS-R [2] and ISO/IEC 9796-1,9796-2 are signature schemes with
message recovery in the RSA type, and the Nyberg-Rueppel [13,14,15], and
Miyaji [11] schemes are in the DL type.

Recently the security flaws of heuristically designed schemes such as PKCS#1
(Ver.1) and the above-mentioned RSA-based signatures with message recovery,
CoronISO/IEC 9796-1 and 9796-2, have been found [3,5]. Therefore, the provable
security even in the random oracle model is most desirable to assure the security
of a practical scheme.
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Among the existing signature schemes with message recovery, only the PSS-R
scheme [2] is provably secure (existentially unforgeable against adaptively cho-
sen message attacks) under reasonable assumptions (the RSA assumption and
random oracle model). In other words, there exists no provably secure signa-
ture schemes with message recovery in the DL type (i.e., no elliptic curve based
signature scheme with message recovery) even in the random oracle model.

Since the overhead (size) of a digital signature based on the integer factoring
should be much larger than such a small message (e.g., 1024 bit signature is much
larger than 100 bit message), an elliptic curve based signature scheme is more
appropriate for applications with small messages because of its small signature
and key sizes.

That is, the most appropriate signature schemes with message recovery should
be elliptic curve based schemes, while there exists no provably secure elliptic
curve based signature scheme with message recovery (even in the random oracle
model).

1.2 Our Result

This paper solves this problem. That is, we, for the first time, present a provably
secure (existentially unforgeable against adaptively chosen message attacks) DL
type (e.g., elliptic curve based) signature schemes with message recovery under
reasonable assumptions, the (elliptic curve) discrete logarithm assumption and
random oracle model. We also give the concrete analysis of the reduction to
prove the security of the proposed signature scheme.

When practical hash functions are used in place of truly random functions,
the proposed scheme is almost as efficient as the (elliptic-curve) Schnorr signa-
ture scheme and the existing schemes with message recovery such as (elliptic-
curve) Nyberg-Rueppel and Miyaji schemes.

1.3 Related Works

Although Miyaji claimed that her scheme [11] is as secure as the elliptic curve
DSA, the security level investigated in [11] is the weakest (i.e., universally un-
forgeable against passive attacks) and it is unlikely that her scheme is prov-
ably secure in a stronger security definition. Note that the security of signature
schemes should be investigated based on the strongest security definition (i.e.,
existentially unforgeable against adaptively chosen message attacks) [9], in order
to ensure the security against various possible attacks.

Remark: Recently Canetti et al. [4] have demonstrated that it is possible to
devise cryptographic protocols which are provably secure in the random oracle
model but for which no complexity assumption property instantiates the random
oracle modeled hash function. However, the examples they used to make the
random oracle model paradigm fail were very contrived, so the concerns induced
by these examples do not appear to apply any of the concrete practical schemes
that have been proven secure in the random oracle model.
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2 Proposed Scheme

This section introduces our signature scheme with message recovery. Although
we can construct our scheme based on any finite group, as a typical example,
we will present a construction on the group over an elliptic curve because of its
efficiency.

Key generation: Each signer S generates elliptic curve parameters, q for a
finite field Fq; two elliptic curve coefficients a and b, elements of Fq, that
defines an elliptic curve E; a positive prime integer p dividing the number
of points on E; and a curve point G of order p. Here |p| = k, and set (k1, k2)
such that |q| = k1 + k2.
Signer S uniformly selects x ∈ Z/pZ, and calculates a point, Y , on E,
where Y = −x·G. The secret key of the signer is x, and its public-key is
(Fq, E,G, Y ).
The parameters, (Fq, E,G), of the elliptic curve domain can be fixed by the
system and shared by many signers.
(In this paper, we follow the standard notations on the elliptic curve opera-
tion: the elliptic curve addition by +, and G + · · · + G (x times additions)
by x·G.)

Signature generation: S generates the signature, (r, z), of his message m ∈
{0, 1}k2 using public random oracle functions, F1 : {0, 1}k2 → {0, 1}k1, F2 :
{0, 1}k1 → {0, 1}k2, H : {0, 1}k1+k2 → {0, 1}k as follows:

m′ = F1(m)||(F2(F1(m)) ⊕m),

r = (ω·G)X ⊕m′,

c = H(r),

z = ω + cx mod p,

where ω ∈ Z/pZ is uniformly selected. S sends (r, z) to verifier V . Here,
PX denotes the X-coordinate of point P on E, and ⊕ denotes the bit-wise
exclusive-or operation.

Verification: Verifier V recovers the message m from signature (r, z), and
checks its validity as follows:

m′ = r ⊕ (z·G+ c·Y )X ,

m = [m′]k2 ⊕ F2([m′]k1),

and check whether [m′]k1 = F1(m) holds. Here, [m′]k1 denotes the most
significant k1 bits of m′, and [m′]k2 denotes the least significant k2 bits of
m′.
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Remark 1: If (r, z) is correctly generated, m should be recovered correctly and
V accepts (r, z) as valid since

z·G+ c·Y = ω·G+ (cx)·G− (cx)·G = ω·G.

Remark 2: A typical security parameters for the signature scheme are: k =
|p| = 160, |q| = 160, k1 = k2 = 80. Then, the message size, |m|, is 80 bits.

Remark 3: In order to sign a longer message (e.g., |m| > 80) with a fixed size of
parameters of elliptic curve E (e.g., k = |p| = 160, |q| = 160, |k1| = |k2| = 80),
m should be divided into two parts, m1 and m2 and |m1| = k1 (e.g., |m1| = 80).
Then, signer S generates (r, z) as follows:

m′ = F1(m1)||(F2(F1(m1)) ⊕m1),

r = (ω·G)X ⊕m′,

c = H(r,m2),

z = ω + cx mod p.

Signer S sends (r, z,m2) to verifier V . V recovers m1 from (r, z,m2) as follows:

m′ = r ⊕ (z·G+H(r,m2)·Y )X ,

m1 = [m′]k2 ⊕ F2([m′]k1),

and checks whether [m′]k1 = F1(m1) holds.

Remark 4: The essential part in designing the signature scheme is how to
construct the redundancy coding, m′, of message m. Our coding is based on
random functions (oracles), so thatm′ distributes uniformly over the randomness
of the random functions, regardless of the distribution of m. The property based
on random functions is used in the proofs of Lemmas 8 and 12. The property on
the uniform distribution of m′ is used in the proof of Lemma 12 (especially for
Case 2).

3 Security

This section proves that the proposed signature scheme with message recovery
is existentially unforgeable against adaptively chosen message attacks under the
(elliptic-curve) discrete logarithm assumption and the random oracle model.

We will follow the proof methodology, the ID-reduction technique, introduced
by [16] to analyze the reduction cost.
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3.1 Security Definition of the Signature Scheme

We will quantify the security of a signature scheme: Here we assume that the
attacker can dynamically ask the legitimate user S to sign any message, m,
using him as a kind of oracle. This model covers the very general attack of the
signature situations, adaptively chosen message attacks.

Definition 1. A probabilistic Turing machine (adversary) A breaks the proposed
signature scheme with (t, qsig , qF1 , qF2 , qH , ε) if and only if A can forge a signature
of a message with success probability greater than ε . We allow chosen-message
attacks in which A can see up to qsig legitimate chosen signatures participat-
ing in the signature generating procedure, and allow qF1/qF2/qH invocations of
F1/F2/H, within processing time t. The probability is taken over the coin flips
of A,F1, F2, H and signing oracle S.

Definition 2. The proposed signature scheme is (t, qsig, qF1 , qF2 , qH , ε)-secure if
and only if there is no adversary that can break it with (t, qsig , qF1 , qF2 , qH , ε).

3.2 Intractability Definition of the Elliptic Curve Discrete
Logarithm Problem

Definition 3. A probabilistic Turing machine (adversary) A breaks the elliptic
curve discrete logarithm problem, (Fq, E,G, Y ), with (t, ε) if and only if A can
find x from (Fq, E,G, Y ) with success probability greater than ε within processing
time t, where Y = x·G. The probability is taken over the coin flips of A. Here,
Fq denotes a finite field with q elements, E denotes an elliptic curve over Fq,
and G is a point of E with prime order p.

Definition 4. The elliptic curve discrete logarithm problem, (Fq, E,G, Y ), is
(t, ε)-secure if and only if there is no adversary that can break it with (t, ε).

3.3 Identification Scheme Induced from our Signature Scheme

Here we introduce the identification scheme that is induced from the above-
mentioned signature scheme. This identification scheme is useful to analyze the
concrete security of our signature scheme, since the ID Reduction Technique in
[16] with using this induced identification scheme is very effective for the security
analysis.

In the identification scheme, prover P publishes a public key while keeping
the corresponding secret key, and proves his identity to verifier V . Here, functions
F1 and F2 are shared by P and V .
(Identification Scheme)

Key generation: Prover P generates a pair of a secret key, x, and a public
key, (Fq, E,G, Y ), using a key generation algorithm G, where Y = −x·G.

Identification Protocol: P proves his identity, and verifier V checks the va-
lidity of P ’s proof as follows:
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– P selects m and generates r as follows:

m′ = F1(m)||(F2(F1(m)) ⊕m),

r = (ω·G)X ⊕m′,

where ω ∈ Z/pZ is uniformly selected. S sends r to verifier V .
– V generates random challenge c ∈ {0, 1}k and sends it to P .
– P generates an answer z as follows:

z = ω + cx mod p.

P sends z to V
– V checks the validity of (r, z) through whether [m′]k1 = F1(m) holds or

not, where
m′ = r ⊕ (z·G+ c·Y )X ,

m = [m′]k2 ⊕ F2([m′]k1).

3.4 Security Definition of the Identification Scheme

Definition 5. A probabilistic Turing machine (adversary) A breaks an identi-
fication scheme with (t, qF1 , qF2 , ε) if and only if A as a prover can cheat honest
verifier V with a success probability greater than ε within processing time t. A is
allowed to make qF1 (and qF2) invocations of F1 (and F2). Here, the probability
is taken over the coin flips of A, F1, F2 and V .

Definition 6. An identification scheme is (t, qF1 , qF2 , ε)-secure if and only if
there is no adversary that can break it with (t, qF1 , qF2 , ε).

3.5 ID Reduction Lemmas of the Proposed Signature Scheme

ID Reduction Technique introduced by [16] is effective to analyze the security of
a certain class of signature schemes.

We can straightforwardly obtain the following lemma from the corresponding
lemma in [16].

Lemma 7. (ID Reduction Lemma)
1) If A1 breaks the proposed signature scheme with (t, qsig , qF1 , qF2 , qH , ε), there
exists A2 which breaks the signature scheme with (t, qsig, qF1 , qF2 , 1, ε′), where

ε′ =
ε− 1

2k

qH
.

2) If A2 breaks the proposed signature scheme with (t, qsig , qF1 , qF2 , 1, ε′), there
exists A3 which breaks the signature scheme with (t′, 0, qF1 , qF2 , 1, ε

′′), where ε′′ =
ε′ − qsig

2k and t′ = t+ (the simulation time of qsig signatures).
3) If A3 breaks the proposed signature scheme with (t′, 0, qF1 , qF2 , 1, ε′′), there
exists A4 which breaks the induced identification scheme with (t′, qF1 , qF2 , ε

′′)
We neglect the time of reading/writing data on (random, communication,

etc.) tapes, simple counting, and if-then-else controls. (Hereafter in this paper,
we assume them.)



384 Masayuki Abe and Tatsuaki Okamoto

To analyze our scheme, the following lemma is additionally required, since
random oracles F1 and F2 are used and shared by P and V .
Lemma 8. (Additional Reduction Lemma)
If A4 breaks the identification scheme with (t′, qF1 , qF2 , ε

′′), there exists A5 which
breaks the identification scheme with (t′, 1, 1, ε′′′), where ε′′′ = 1

qF1
(ε′′−max{ 1

2k1 ,
1

2k2 }).
Proof. Let Qi be the i-th query from A4 to random oracle F1 and ρi be the i-th
answer from F1 to A4. Let Rj = ρi be the query from A4 to random oracle F2,
which is consistent with Qi.

Construct A5 using A4 as follows:
1. Select integer i with 1 ≤ i ≤ qF1 randomly.
2. Run A4 with random oracles, F1 and F2, and a random working tape, Θ,

where only the i-th query, Qi, to F1 and the related consistent query, Rj ,
to F2 are asked to F1 and F2, and the remaining (qF1 − 1) queries to F1

and (qF2−1) queries to F2 are asked to Θ. Here Θ contains (qF1 − 1) k2-bit-
random-strings and (qF2 −1) k1-bit-random-strings used for answers from Θ.

3. Output the same as that of A4 (i.e., A5 succeeds if A4 succeeds) if (r, z)
output by A4 satisfies the following:

m = Qi, [m′]k1 = Rj ,

where
m′ = r ⊕ (z·G+ c·Y )X ,

m = [m′]k2 ⊕ F2([m′]k1).

Otherwise A5 fails and halts.
If A4 succeeds in making V accept (r, z) there are two cases: 1) m was asked

to random oracle F1 and [m′]k1 was asked to random oracle F2, 2) otherwise.
In the latter case, the success probability of A4 is at most max{1/2k1, 1/2k2},

because of the randomness of the random oracle. Thus

Pr[A5 succeeds]

≥
qF1∑
i=1

Pr[A5 selects i] Pr[A4 succeeds ∧ (m = Qi, [m′]k1 = Rj)]

=
qF1∑
i=1

1
qF1

Pr[A4 succeeds ∧ (m = Qi, [m′]k1 = Rj)]

=
1
qF1

qF1∑
i=1

Pr[A4 succeeds ∧ (m = Qi, [m′]k1 = Rj)]

=
1
qF1

(Pr[A4 succeeds]− Pr[A4 succeeds ∧A4 makes no query to F1 or F2])

≥ 1
qF1

(ε′′ −max{ 1
2k1
,

1
2k2

}),

because Pr[A4 succeeds] ≥ ε′′.
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3.6 Security of the Induced Identification Scheme

A Boolean matrix and heavy row will be introduced in order to analyze the
security of the above-mentioned identification scheme induced from the proposed
signature scheme. Assume that there is a cheater A who can break a one-round
identification scheme with (t, 1, 1, ε).

Here there are two cases: (Case 1) A’s query to F1 is made before sending r,
and (Case 2) A’s query to F1 is made after sending r.

Let ε1 + ε2 = ε, and A’s success probability with Case 1 is at least ε1 and A’s
success probability with Case 2 is at least ε2.

Definition 9. (Boolean Matrix of (A, V ))
Let’s consider the possible outcomes of the execution of (A, V ) as a Boolean
matrix H((RA,F1, F2), c) whose rows correspond to all possible choices of (RA,
F1, F2), where RA is a private random tape of A; its columns correspond to all
possible choices of c, which means c ∈ RV , where RV is a random tape of V .
Its entries are 0 if V rejects A’s proof or V accepts A’s proof with Case 2, and
1 if V accepts A’s proof with Case 1.

Definition 10. (Heavy Row)
A row of matrix of H is heavy if the fraction of 1’s along the row is at least ε1/2,
where the success probability of A with Case 1 is at least ε1.

Lemma 11. (Heavy Row Lemma)
The 1’s in H are located in heavy rows of H with a probability of at least 1

2 .

Lemma 12. (Security of the identification scheme induced from the
signature scheme)
Let ε ≥ 10

2k . Suppose that the elliptic curve discrete logarithm problem, (Fq, E,G,
Y ), is (t∗, ε∗)-secure. Then the identification scheme induced from the signature
scheme is (t, 1, 1, ε)-secure, where

t∗ =
6(t+ Φ1)
ε− 2/p

+ Φ3 and ε∗ =
1
2

(
1 − 1

e

)2

>
9
50
.

Here Φ1 is the verification time of the identification protocol, Φ3 is the calculation
time of x in the final stage of the reduction, and e is the base of the natural
logarithm.

Proof. Assume that there is a cheater A who can break an identification with
(t, 1, 1, ε). We will construct a machine A∗ which breaks the elliptic curve discrete
logarithm problem, (Fq, E,G, Y ), with (t∗, ε∗) using A.

First, we assume that ε1 ≥ ε/2, where either case occurs, ε1 ≥ ε/2 or ε2 > ε/2,
since ε1 + ε2 = ε. (Later we consider the case when ε2 > ε/2.)

We will discuss the following probing strategy of H to find two 1’s along the
same row in H [8]:
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1. Probe random entries in H to find an entry a(0) with 1. Let c(0) be V ’s
challenge message corresponding to a(0). We denote the row where a(0) is
located in H by H(0).

2. After a(0) is found, probe random entries along H(0) to find another entry
with 1. We denote it by a(1) and c(1) is V ’s challenge message corresponding
to a(1). If c(1) ≡ −c(0) (mod p), then discard it and find another entry with 1.

a(i) represents (r(i), z(i)). Here, [m(i)′]k1 = F1(m(i)) holds, since a(i) is an
entry with 1, where

m(i)′ = r(i) ⊕ (z(i)·G+ c(i)·Y )X ,

m(i) = [m(i)′]k2 ⊕ F2([m(i)′]k1).

Two 1’s, a(0) and a(1), in the same row H(0) means r(1) = r(0), m(1)′ = m(0)′,
and m(1) = m(0). Therefore,

(z(1)·G+ c(1)·Y )X = (z(0)·G+ c(0)·Y )X ,

where c(0) �= c(1). That is,

z(1)·G+ c(1)·Y = ±(z(0)·G+ c(0)·Y ).

Hence if this strategy succeeds, x with Y = x·G can be computed by

x = −z
(1) ∓ z(0)
c(1) ∓ c(0) mod p,

since p is prime and c(1) �≡ −c(0) (mod p).
Then we will show that this strategy succeeds with constant probability in

just O(1/ε1) probes, using Lemma 11 concerning a useful concept, heavy row,
defined in Definition 10.

Let p1 be the success probability of step 1 with 1
ε1

repetition. p1 ≥ 1 −
(1 − ε1)1/ε1 = p′1 > 1 − 1

e >
3
5 , because the fraction of 1’s in H is at least

ε1. Let p2 be the success probability of step 2 with 2
ε1−1/p repetition. p2 ≥

1
2 ×

(
1 − (1 − ε1−1/p

2 )2/(ε1−1/p)
)

= p′2 >
1
2 (1 − 1

e ) >
3
10 , because the probability

that H(0) is heavy is at least 1
2 by Lemma 11 and the fraction of 1’s (with

c(1) �≡ −c(0) (mod p)) along a heavy row is at least ε1−1/p
2 .

Let ε∗1 be the success probability of the above-mentioned procedure and t∗1
be the running time for procedure. Then

ε∗1 = p1 × p2 ≥ p′1 × p′2 >
1
2
(1 − 1

e
)2 >

9
50
,

t∗1 ≤ (t+ Φ1)× (
1
ε1

+
2

ε1 − 1/p
) + Φ3

<
3(t+ Φ1)
ε1 − 1/p

+ Φ3
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≤ 6(t+ Φ1)
ε− 2/p

+ Φ3.

Next, we consider the case when ε2 > ε/2. Then A’s success probability with
Case 2 (A’s query to F1 is made after sending r) is greater than ε/2.

Execute random trials of ((RA,F1, F2), c) to find a value of ((RA,F1, F2), c)
in which A succeeds with Case 2. Here in each trial, the replies of F1 and F2 are
set as follows: F1’s reply: [m′]k1 , and F2’s reply: [m′]k2 , where m′ = (δ·G)X ⊕ r
and δ is uniformly selected from Z/pZ. Here note that although the distribution
of m′ is not guaranteed to be uniform (since (δ·G)X is not uniform), A succeeds
with Case 2 only when the values of m′ is in the distribution of (δ·G)X ⊕ r.
Therefore, the success probability of A with Case 2 under the above-mentioned
strategy of F1 and F2 is at least that under the uniform distribution of F1 and
F2 (i.e., greater than ε/2).

If a value of ((RA,F1, F2), c) in which A succeeds with Case 2 is found, x
with Y = x·G can be computed by x = (−z± δ)/c mod p, since (z·G+ c·Y )X =
m′ ⊕ r = (δ·G)X .

Let ε∗2 be the success probability of the above-mentioned procedure and t∗2
be the running time for procedure.

ε∗2 ≥ 1 − (1 − ε/2)2/ε = p′1 > 1 − 1
e
>

3
5
,

t∗2 ≤ (t+ Φ1) × 2
ε

+ Φ3.

Since the first step in the probing stage with Case 1 and the probing stage
with Case 2 can be merged as the unified probing stage, we can obtain the total
success probability and running time as follows:

t∗ =
6(t+ Φ1)
ε− 2/p

+ Φ3 and ε∗ =
1
2

(
1 − 1

e

)2

>
9
50
,

because t∗1 > t∗2 and ε∗1 < ε∗2.

3.7 Security of the Proposed Signature Scheme

The following theorem is proven by combining Lemmas 7, 8 and 12.

Theorem 13. (Security of the proposed signature scheme)
Let ε ≥ qH(10qF1+qsig

2k + max{ 1
2k1
, 1

2k2
}) + 1

2k . Suppose that the elliptic curve
discrete logarithm problem, (Fq, E,G, Y ), is (t∗, ε∗)-secure. Then the proposed
signature scheme with message recovery is (t, qsig, qF1 , qF2 , qH , ε)-secure, where

t∗ =
6t′

ε′′′ − 2/p
+ Φ3 and ε∗ =

1
2

(
1− 1

e

)2

>
9
50
.

Here

t′ = t+ Φ1 + Φ2 and ε′′′ =
1
qF1

(
ε− 1

2k

qH
− qsig

2k
−max{ 1

2k1
,

1
2k2

})
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where Φ1 is the verification time of the identification protocol, Φ2 is the simula-
tion time of qsig signatures, Φ3 is the calculation time of x in the final stage of
the reduction.

Remark: This theorem implies in an asymptotic sense that the proposed signa-
ture scheme with message recovery is existentially unforgeable against adaptively
chosen massage attacks in the random oracle model, if the elliptic curve dis-
crete logarithm (ECDL) problem, (Fq, E,G, Y ), is intractable. This is because:
if ECDL is intractable (i.e., t∗ is not within kc1 for constant c1 with constant
ε∗), it is not true that t is within kc2 for constant c2 and ε is at least 1

kc3 for
constant c3, where qsig , qF1 , qF2 , qH are at most polynomials in k, and k1 = c4k
and k2 = c5k for constants c4 and c5.

4 Conclusion

This paper presented a provably secure signature scheme with message recovery
based on the (elliptic-curve) discrete logarithm. The proposed scheme is proven
to be secure in the strongest sense (i.e., existentially unforgeable against adap-
tively chosen message attacks) in the random oracle model under the (elliptic-
curve) discrete logarithm assumption. We provided the concrete analysis of the
security reduction. When practical hash functions are used in place of truly ran-
dom functions, the proposed scheme is almost as efficient as the (elliptic-curve)
Schnorr signature scheme and the existing schemes with message recovery such
as (elliptic-curve) Nyberg-Rueppel and Miyaji schemes (because the additional
computation of our scheme compared with the Schnorr signature scheme is just
the function evaluation of F1 and F2, and data comparison).
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Abstract. An A3-code is an extension of A-code in which none of the
three participants, transmitter, receiver and arbiter, is assumed trusted.
In this paper we extend the previous model of A3-codes by allowing
transmitter and receiver not only to individually attack the system but
also collude with the arbiter against the other. We derive information-
theoretic lower bounds on success probability of various attacks, and
combinatorial lower bounds on the size of key spaces. We also study
combinatorial structure of optimal A3-code against collusion attacks and
give a construction of an optimal code.

1 Introduction

Authentication codes (A-codes) [7] provide protection for two trustworthy par-
ticipants against an active spoofer tampering with the messages sent by a trans-
mitter to a receiver over a public channel. In this model transmitter and receiver
are assumed trusted. An extension of this model is an authentication codes with
arbitration [8], or A2-codes for short, in which transmitter and receiver are not
trusted: transmitter may deny a message that he/she has sent, and receiver
may attribute a fraudulent message to the transmitter. In an A2-code a trusted
third party, called arbiter, resolves the dispute between transmitter and receiver.
A2-codes have been studied by various authors [3], [4] and [6].
Brickell and Stinson ([1]) introduced authentication code with dishonest ar-

biter(s), or A3-code, in which the arbiter may tamper with the communication
but it will remain trusted in her arbitration. In an A3-code each participant in
the system has some secret key information which is used to protect him/her
against attacks in the system. These codes have been also studied in [2], [3] and
[9], where some constructions were given. However none of these constructions
protect against collusion attacks.
Collusion attacks in A-codes are studied in various extensions of A-codes,

such as multisender schemes [10] where unauthorised groups of senders can col-
lude to construct a fraudulent message that is attributed to an authorised group,
and multreceiver schemes where unauthorised groups of receivers collude to con-
struct a fraudulent message that is attributed to the transmitter. The model
studied in [3] is an extension of multreceiver schemes where transmitter can
collude with unauthorised groups of receivers. In the former two cases no arbi-
tration is required as at least one side in the communication is trusted, that is

K. Y. Lam, E. Okamoto and C. Xing (Eds.): ASIACRYPT’99, LNCS 1716, pp. 390–398, 1999.
c© Springer-Verlag Berlin Heidelberg 1999
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receiver in a multisender scheme and transmitter in a multireceiver scheme are
assumed trusted. However in the last case none of the sides is trusted and there
can be a dispute between a receiver and a colluding group of the sender and
receivers. The suggestion for resolving the dispute is to either include a trusted
arbiter or, take the majority vote of the receivers.
In this paper we extend the attack model of A3-codes to include collusion

between arbiter and transmitter or receiver, against the other participants. For
example, the arbiter may collude with the transmitter to construct a message
that the transmitter can later deny sending it, or she may collude with the
receiver to impersonate the sender or substitute a message that he has sent. We
assume that the arbiter always honestly follows the arbitration rules. These rules
are public and collusion with a participant effectively means that the arbiter will
make her key information available to that participant.
The paper is organised as follows. In Section 2 we introduce the model and

derive information theoretic bounds on success probabilities of various attacks,
and combinatorial bounds on the size of key spaces for each participant. Section
3 gives combinatorial structure of Cartesian optimal A3-codes. Section 4 gives a
construction for such codes.

2 Model and Bounds

There are three participants: a transmitter, T , a receiver, R and an arbiter, A,
none of them is assumed trusted. T wants to send a source state s, s ∈ S,
to R over a public channel. Each participant has some secret key. T uses his
key information to construct a message m ∈ M for a source state s to be sent
over the channel. R uses her key information to verify authenticity of a received
message and finally A who does not know the key information of T and R will
use her key information to resolve a dispute between the two. Transmitter’s key,
et, determines the encoding function et : S → M used by the transmitter, and
receiver’s key, er, determines the verification function er :M → S ∪ {F} and so
the subset ofM that R will accept as valid message. Arbiter’s key, ea, determines
a subset M(ea) ⊂ M , which the arbiter accepts as valid.
There is also an outsider, O, who has no key information. A colluding group

of attackers in general use their knowledge of the system, their key information
and all the previous communicated messages to construct fraudulent messages.
The system has the following stages.
Key Distribution: during which a triple (et, er, ea) of keys for the three

participants T, R, and A is generated and each participant’s key is securely
delivered to him/her. This stage can be either performed by a trusted party, or
by a collaboration of the three principals. A valid triple has the property that if
et(s) = m then er(m) = s and ea(m) = s.

Authentication: T uses et to generate an authentic message.
Verification: R uses er to verify authenticity of a received message m. She

will also always ask for the verdict of A on the message. R will only accept a
message if both R and A accept the message as authentic. We note that in [3] a



392 Yejing Wang and Rei Safavi-Naini

message is acceptable by the receiver if er(m) ∈ S. This means that er(m) ∈ S
implies ea(m) ∈ S. We assume M(er) ∩ M(ea) �= ∅ and so for every message
both conditions, er(m) ∈ S and ea(m) ∈ S, must be checked.

Arbitration: A dispute occurs in a number of situations. In the following
we list possible disputes and the rules for resolving the disputes. We note that
the rules are public and A’s arbitration can be later verified by everyone.

1. Arbitration Rule I (AR I): T denies sending a message m.
– T wins if m is acceptable by er and ea.
– T looses otherwise.

2. Arbitration Rule II (AR II): R attributes a messagem to T but T denies
it.
– R wins if m is valid under ea.
– R looses otherwise.

The system is subject to the following attacks.
1. Attack Oi: Observing a sequence of i legitimate messagesm1,m2, · · · ,mi,

the opponent places another message m into the channel. He is successful if both
the receiver and the arbiter accept m as an authentic message.

2. Attack Ri: Receiving a sequence of i legitimate messages,m1,m2, · · · ,mi,
and using her key, er, R claims that she has received a message m �=
m1,m2, · · · ,mi. She is successful if A accepts m under the arbitration rule
II.

3. Attack Ai: Knowing a sequence of i legitimate messages m1,m2, · · · ,mi,
and using her key ea, the arbiter puts another message m into the channel. She
is successful if the message is valid for R.

4. Attack T0: Using his key (an encoding rule) et, transmitter sends a
fraudulent messagem which is not valid under et. He succeeds if both the receiver
and the arbiter accept the message.

5. Collusion Attack RAi: Having received a sequence of i legitimate mes-
sages m1,m2, · · · ,mi, R and A collude to construct a message which R claims it
is sent by the transmitter. They succeed ifm can be generated by the transmitter
under et.

6. Collusion Attack TA: A and T , using their keys et and ea, collude to
construct a message m which is not valid under et but using AR I makes T a
winner.

Let ET , ER and EA be the set of transmitter’s, receiver’s and arbiter’s keys,
respectively, and assume p(x, y, z) is the joint probability distribution on ET ×
ER × EA. Also assume there is a probability distribution on the set of source
states S. Denote the support of the joint probability distribution by

ET ◦ ER ◦ EA = {(et, er, ea) : p(et, er, ea) > 0}.
The joint probability distribution determines the marginal distributions:
p(er, ea), p(et), p(er) and p(ea). Similarly denote

ER ◦ EA = {(er, ea) : p(er, ea) > 0}.
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We will also use the following notations.

ERA(m
i) = {(er, ea) ∈ ER ◦ EA : both er, ea accept mi},

ERA(et) = {(er, ea) ∈ ER ◦ EA : p(et, er, ea) > 0}.
LetM be the set of all possible messages, andM i denote the set of sequences

of i distinct messages.
Using these notations, success probabilities in various attacks are given as

follows.

POi = max
mi∈Mi

max
m∈M

p(R and A accept m | R and A accept mi) (1)

PRi = max
mi∈Mi,er∈ER

max
m∈M

p(A accepts m | A accepts mi, er) (2)

PAi = max
mi∈Mi,ea∈EA

max
m∈M

p(R accepts m | R accepts mi, ea) (3)

PT0 = max
et∈ET

max
m/∈M(et)

p(R and A accept m | et) (4)

PRAi
= max

mi∈Mi
max

(er ,ea)∈ER◦EA

max
m∈M

p(T generates m | T generates mi, er, ea)(5)

PTA = max
et∈ET

max
ea∈EA

max
m∈M(ea)\M(et)

p(R accepts m | et, ea) (6)

We note that POi and PT0 are different from similar attacks given in [3]
as we define success of an attacker as successful verification by the receiver
and successful acceptance by the arbiter while in [3] only the first condition is
required.

2.1 Information Theoretic Bounds

We will use following notations throughout the paper.

EX(mi) = {ex ∈ EX : mi is available for ex}.
EX(ey) = {ex ∈ EX : p(ex, ey) > 0}.
M(ey) = {m ∈ M : m is available for ey}.

Theorem 1 gives the information-theoretic lower bounds on the above 6 types
of attack.

Theorem 1. In an A3-code against collusion attacks we have

1. POi ≥ 2H(ER,EA|Mi+1)−H(ER,EA|Mi).
2. PRi ≥ 2H(EA|Mi+1,ER)−H(EA|Mi,ER).
3. PAi ≥ 2H(ER|Mi+1,EA)−H(ER|Mi,EA).
4. PT0 ≥ 2H(ER,EA|M,ET )−H(ER,EA|ET ).
5. PRAi

≥ 2H(ET |Mi+1,ER,EA)−H(ET |Mi,ER,EA).
6. PTA ≥ 2H(ER|M,ET ,EA)−H(ER|ET ,EA).

for i = 0, 1, 2, · · ·.
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2.2 Combinatorial Bounds on Key Spaces

To derive combinatorial bounds we will assume that the probability distribution
on ET ◦ER◦EA is uniform.With this assumption we have the following theorem.

Theorem 2. In an A3-code if all six kinds of attacks meet their lower bounds,
then

1. |ET | ≥ (
∏l

i=0 PRAi
)−1(

∏l
i=0 POi )−1.

2. |ER| ≥ P−1
T0
(
∏l

i=0 POi)−1(
∏l

i=0 PRi).
3. |EA| ≥ P−1

T0
(
∏l

i=0 POi)−1PTA(
∏l

i=0 PAi).
4. |ER ◦ EA| ≥ P−1

T0
(
∏l

i=0 POi)−1.

An A3-code is called l-optimal if,
(i) all six types of attacks meet their lower bounds in theorem 1, and
(ii) all inequalities in theorem 2 are satisfied with equalities.

In the following we give structural properties of l-optimal codes in order to
analyse their combinatorial structure.

Corollary 1. In an optimal A3-code against collusion attacks the following
properties are satisfied.

1. If ERA(m
i) �= ∅, then |ERA(m

i)| is independent of mi.
2. If ET (mi) ∩ ET (er, ea) �= ∅, then |ET (mi) ∩ ET (er, ea)| is independent of

mi, er and ea.
3. If ER(mi) ∩ ER(ea) �= ∅, then |ER(mi) ∩ ER(ea)| is independent of mi and

ea.
4. If EA(mi) ∩ EA(er) �= ∅, then |EA(mi) ∩ EA(er)| is independent of mi and

er.
5. If ET (mi) �= ∅, then |ET (mi)| is independent of mi.
6. If ER(mi) �= ∅, then |ER(mi)| is independent of mi.
7. If EA(mi) �= ∅, then |EA(mi)| is independent of mi.

An A3-code is called a Cartesian A3-code if for any message m, there is a
unique source state s which can be encoded to m.
This means that in a Cartesian code M can be partitioned into M(s1),

M(s2), · · · such that messages in M(sj) only correspond to sj .
More precisely, for an s ∈ S and (er, ea) ∈ ER ◦ EA, define

M(s) = {m : s can be encoded to m by some et ∈ ET }.

Then using Corollary 1, we have |M(s)| = |ET |
|ET (m)| is a constant. So

|M |
|S| = |M(s)| for all s ∈ S. (7)
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3 Connection with Combinatorial Designs

In this section we study the combinatorial structure of Cartesian l-optimal A3-
code against collusion attacks. In particular we give a combinatorial structure
of ET , ER, EA and ER ◦ EA.
First we recall some definitions.

Definition 1. A block design is a pair (V ,B), where V is a set of v points and
B is a family of k-subsets (called blocks) of V.

Definition 2. A block design (V ,B) is called α-resolvable if the block set B is
partitioned into classes C1, C2, · · · , Cn with the property that in each class, every
point occurs in exactly α blocks.

We will be interested in α-resolvable designs with the following property:
There is an integer l, 0 < l < n, such that property (P1) below is satisfied.

(P1) Any collection of i blocks, from i different classes either intersect in
µi points or do not intersect, i (1 ≤ i ≤ l + 1).

For each participant we define an incidence structure which defines the map-
ping given by the participant’s keys. For receiver and arbiter, the incidence
structure is given by a 0, 1 matrix, whose rows are labelled by the participant’s
keys and columns are labelled by M , and the element in row e and column m
is 1 if e(m) ∈ S and 0, otherwise. For transmitter, it is given by a matrix whose
rows are labelled by transmitter’s key, and its columns are labelled by S and the
element in row e and column s is m if et(s) = m.
In the following subsections we will study the relationships between combi-

natorial designs and each participant’s incidence structure.

3.1 ER

Theorem 3. In an l-optimal A3-code against collusion attacks, design (ER,
{ER(m) : m ∈ M}) is α(R)-resolvable with property (P1). It has the parameters:

α(R) = |M|
|S| PA0 ,

µi(R) = |ER|(PO0PO1 · · ·POi−1)(PR0PR1 · · ·PRi−1)−1, 1 ≤ i ≤ l + 1.

3.2 EA

By 7 of Corollary 1 |EA(m)| is a constant. So (EA, {EA(m) : m ∈ M}) forms a
block design.

Theorem 4. In an l-optimal A3-code against collusion attacks, design (EA,
{EA(m) : m ∈ M}) is α(A)-resolvable with property (P1). It has the parameters:

α(A) = |M|
|S| PR0 ,

µi(A) = |EA|(PO0PO1 · · ·POi−1)(PA0PA1 · · ·PAi−1)−1, 1 ≤ i ≤ l + 1.
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3.3 ER ◦ EA

Note that in an optimal code ER ◦EA corresponds to an α-resolvable design as
well. It has the following properties:
(P2) For any collection of l+1 blocks Bj1 , Bj2 , · · · , Bjl+1 from different classes
Cj1 , Cj2 , · · · , Cjl+1 , and any u (�= j1, j2, · · · , jl+1), there exists a unique block Bu ∈
Cu such that

Bj1 ∩ · · · ∩ Bjl+1 ∩ Bu = Bj1 ∩ · · · ∩Bjl+1 ,

if Bj1∩· · ·∩Bjl+1 �= ∅. Furthermore, for anyB ∈ Cu\{Bu}, |Bj1∩· · ·∩Bjl+1∩B| =
1.
(P3) The point set V is partitioned into subsets V1,V2, · · · ,Vh such that for
each subset Vi, (Vi,B′

i) is an α-resolvable design with property (P1) and (P2).
Here we use B′

i to denote {Bj ∩ Vi �= ∅ : Bj ∈ B}.
¿From 1 of Corollary 1 we know |ERA(m)| is a constant for all m ∈ M . Then

(ER ◦ EA, {ERA(m) : m ∈ M}) forms a block design. For this block design we
have following theorem.

Theorem 5. In an l-optimal A3-code against collusion attacks, design (ER ◦
EA, {ERA(m) : m ∈ M}) is α-resolvable with properties (P1), (P2) and (P3).
It has the parameters:

α = |M|
|S| PO0 ,

µi = |ER ◦ EA|
∏i−1

i=0 POi , 1 ≤ i ≤ l + 1.

3.4 ET

In order to describe ET , we recall some definitions to be used later.

Definition 3. A t-design is a block design (V,B) so that any t-subset of V
occurs in exactly λ blocks.

Definition 4. A partially balanced t-design is a block design (V,B), where every
t-subset of V either occurs in exactly λ blocks or does not occur in any block.

We denote this design by t−(v, k; {λ, 0})-design, where v is the total number
of points and k is the size of a block.

Definition 5. A t− (v, k; {λ, 0})-design (V,B) is a strong partially balanced t-
design if it is a i− (v, k; {λi, 0})-design, for any i, 1 < i < t, and also a 1-design.

Definition 6. A t− (v, k; {λ, 0})-design (V,B) is a resolvable partially balanced
t-design if the block set can be partitioned into classes C1, C2, · · · , Cn′ with the
property: For each j(1 ≤ j ≤ n

′
), (V,Cj) is a t − (v′

, k; {λ′
, 0})-design.

Definition 7. A strong partially balanced t − (v, k; {λ, 0})-design (V,B) is re-
solvable if it is resolvable with classes C1, C2, · · · , Cn′ and property: For each
j(1 ≤ j ≤ n

′
), (V,Cj) is a strong partially balanced t − (v′

, k; {λ′
, 0})-design.
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Now consider design (M,ET ).

Theorem 6. In an l-optimal A3-code against collusion attacks, design (M,ET )
is a (l + 1) − (|M |, |S|; {λ, 0})-design which is strong and resolvable, it has pa-
rameters as follows:

λ = λl+1 = 1,
λi = (POiPOi+1 · · ·POl

)−1(PRAi
PRAi+1

· · ·PRAl
)−1, 1 ≤ i ≤ l,

λ
′
i = (PRAi

PRAi+1
· · ·PRAl

)−1, 1 ≤ i ≤ l.

It is known that in an optimal A-code, the transmitter and the receiver
have a partially balanced t-design (see [5]), or an orthogonal array if the code
is Cartesian (see [1]). In an optimal Cartesian A2-code the transmitter has a
partially balanced t-design, while the receiver has an α-resolvable design (see [6]).
Our results in this section show that in an optimal Cartesian A3-code against
collusion attacks, the transmitter has a partially balanced t-design, while the
receiver and the arbiter have α-resolvable designs each.

4 Optimal Code from Finite Geometry

In this section we show an example of 1-optimal A3-code against collusion at-
tacks.
Let GF (q) be a field of q elements, PG(n, q) be a n-dimensional projec-

tive space over GF (q). Every point on PG(n, q) has a homogeneous coordi-
nate (x0, x1, x2, · · · , xn), here not all xi are zero. Two homogeneous coordinates
(x0, x1, · · · , xn) and (x

′
0, x

′
1, · · · , x

′
n) identify the same point if and only if there

is a nonzero constant c such that (x0, x1, · · · , xn) = c(x
′
0, x

′
1, · · · , x

′
n). A k-flat

Hk (0 ≤ k ≤ n) on PG(n, q) is defined as a system of n − k linear equations:



a10x0 + a11x1 + · · ·+ a1nxn = b1,
a20x0 + a21x1 + · · ·+ a2nxn = b2,
· · · · · · · · · · · · · · · · · ·
an−k,0x0 + an−k,1x1 + · · ·+ an−k,nxn = bn−k,

where the rank of coefficient matrix (aij) is n − k. Thus a 0-flat is a point, a
1-flat is a line, a 2-flat is a plane, and so on.
Now consider PG(4, q) to construct our code. Let each message correspond to

a 3-flat in PG(4, q). Fix a line LS in PG(4, q). Let the points on LS be regarded
as source states. Let the transmitter’s encoding rule be a 2-flat et not intersecting
LS . Let the receiver’s decoding rule and the arbiter’s arbitration rule be points
er and ea, respectively. The pair (et, er, ea) is valid if and only if er, ea are on
et. A source state s will be encoded to m =< s, et > which is a 3-flat passing
through s and et. The receiver accepts a message m if and only if er is in m, the
arbiter arbitrates that m should be accepted by the receiver if and only if ea is
in m. This code is optimal with the parameters:
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|S | = q + 1,
|M | = q4 + q3,
|ET | = q6,
|ER | = q4 + q3 + q2,
|EA | = q4 + q3 + q2,

5 Conclusion

In this paper we introduced a new model for A3-codes, obtained information
theoretic and combinatorial bounds on security and efficiency parameters of
the codes, defined optimal codes and finally derived combinatorial structure
of optimal Cartesian codes. Our study of the optimal A3-codes is limited to
Cartesian codes. Combinatorial structure of optimal A3-codes in the general
case is an open problem.
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Abstract. Traditional point-to-point message authentication systems
have been extensively studied in the literature. In this paper we consider
authentication for group communication. The basic primitive is a mul-
tireceiver authentication system with dynamic sender (DMRA-code). In
a DMRA-code any member of a group can broadcast an authenticated
message such that all other group members can individually verify its
authenticity. In this paper first we give a new and flexible ‘synthesis’
construction for DMRA-codes by combining an authentication code (A-
code) and a key distribution pattern. Next we extend DMRA-codes to
tDMRA-codes in which t senders are allowed. We give two constructions
for tDMRA-codes, one algebraic and one by ‘synthesis’ of an A-code
and a perfect hash family. To demonstrate the usefulness of DMRA sys-
tems, we modify a secure dynamic conference key distribution system to
construct a key-efficient secure dynamic conference system that provides
secrecy and authenticity for communication among conferencees. The sys-
tem is key-efficient because the key requirement is essentially the same
as the original conference key distribution system and so authentication
is effectively obtained without any extra cost. We show universality of
‘synthesis’ constructions for unconditional and computational security
model that suggests direct application of our results to real-life multi-
casting scenarios in computer networks. We discuss possible extensions
to this work.

1 Introduction

Collaborative and multi-user applications, such as teleconferences and electronic
commerce applications, require secure communication among members of a
group. Compared to providing confidentiality, ensuring integrity and authentic-
ity of information is much more difficult as in the latter subgroups of participants
can participate in a coordinated attack against other group members, while in
the former they are passive. It is also worth emphasizing that the two goals of
confidentiality and authenticity in group communications are independent and
achieving one goal does not give assurance about the other goal.
We consider the following scenario. There is a group of users and a Trusted
Authority (TA). During the initialization of the system, TA generates keys for

K. Y. Lam, E. Okamoto and C. Xing (Eds.): ASIACRYPT’99, LNCS 1716, pp. 399–412, 1999.
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all participants and securely delivers the keys to them. After this stage, each user
can broadcast a message which is verifiable for its origin and integrity by every
other user, individually. We assume that users are not all trusted and collude
to construct a fraudulent message which they will attribute to another user.
We assume security is unconditional and does not rely on any computational
assumption.
The obvious method of providing protection in the above scenario is to use a
conventional point-to-point authentication system and give a shared key to each
pair of users. Now to construct an authenticated message, a user will construct
the authenticator for every other user, concatenate all the authenticators and
append it to the message. Each receiver can individually verify authenticity of
the message by examining the authenticator constructed using his shared key.
Two immediate drawbacks of this system are, 1) it requires a very large key
storage, and 2) it produces a very long tag for a message resulting in high
communication cost. A more serious problem is that the construction does not
provide any security. This will become clear later in the section.

Multireceiver authentication systems (MRA-codes) [8] can be seen as the first
attempt at providing authentication in group communication. However in this
model the sender is fixed. In [18] this limitation is removed and the sender can
be any group member. The extended model is called MRA-code with dynamic
sender, or DMRA-codes for short. DMRA-codes capture the essential aspect of
authentication in group communication but the model allows only one sender
while in many applications such as dynamic conference key distributions, group
members interact with each other and more than one sender exists. Moreover,
the only known non-trivial construction [18] is very inflexible and for large size
groups, or large size sources, results in very inefficient constructions with many
key bits and long authenticators. In summary, although DMRA-codes do provide
a promising starting point for authentication in group communication, for prac-
tical applications more general, flexible and efficient models and constructions
are required.

Our goal is to have solutions that are efficient both in terms of storage and
communication cost. To achieve our goal we assume the following.

– The largest size of collusion set is w.
– There are at most t transmitters (senders).

These are both reasonable assumptions. The first assumption effectively bounds
the power of attackers, and the second one is similar to the degree of spoofing in
a conventional authentication system but is more complex to protect against as
the t messages are from different originators and so a new type of attack, that
is changing the originator of a message, is introduced.
This new attack points to the fact that in a DMRA-code with t dynamic senders
an authenticated message must carry some information about its origin. The
attack works because in general we allow the same message to be sent by more
than one sender. This is a realistic requirement in many applications such as a
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voting system with many participants and only few possible message, for example
only a ‘yes’ or ‘no’ answer. In this attack, that we call directional attack, an
intruder firstly changes the origin information of a message that is already sent by
Pj , and then resends and attributes it to Pi. This could give Pi a higher success
chance if Pi and Pj share some key information which is used for generation
of authenticators. This observation immediately rules out direct application of
schemes that establish a common key among two or more users, including the
scheme described above, the construction based on symmetric polynomial [18], or
application of KDP and its more general form (i, j)-cover-free family [23] for key
distribution. It is worth noting that all such constructions can be immediately
used to provide confidentiality in group communication, but exactly because
they result in a shared key among two or more participants they cannot be used
in group authentication systems.
To include information about the origin in a broadcasted message, a simple
approach would be to attach identity information to the message and then au-
thenticate the result. Although this added information could protect against
directional attack but will effectively increase the size of the of message space,
which in the case of a small source and a large number of participant such as
the voting system mentioned above, is not acceptable. We will show that this
information is theoretically redundant and can be removed in an optimal system.
In the rest of this paper we assume that identity information is appended to the
authenticated message. The contributions of this paper can be summarized as
follows.

1. We formalize the model of DMRA-codes to allows more than one sender.
This generalizes the model given in [18,20].

2. We start with DMRA-code with a single sender. We propose a new, general
‘synthesis’ construction for DMRA-codes by combining a key distribution
pattern (KDP) [16] and an A-code, such that the protection of the resulting
system can be determined by the protection of the underlying A-code and
parameters of the KDP. The construction is especially attractive as it reduces
construction of a DMRA-code to the construction of suitable KDPs and A-
codes, and so allows a direct application of the previously known results in
these latter two areas to the construction of DMRA-codes.

3. We then consider a DMRA-code with t senders, tDMRA-code for short,
and give two new constructions for such systems. The first construction is
algebraic and uses polynomials in two variables. The second construction is
a ‘synthesis’ construction which is combinatorial in nature and combines a
perfect hash family and an arbitrary A-code to obtain a tDMRA-code.

4. To show the applicability of our results, we give an interesting application of
DMRA-codes by constructing a secure dynamic conference system that also
provides the authenticity. Our construction is built on an optimal dynamic
conference key distribution system proposed in [6], and for large group sizes,
as long as the conference size is relatively small, effectively adds authentica-
tion without any extra cost (extra key bits).
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5. Although our analysis is for Cartesian A-codes in the context of uncondi-
tional security our main constructions are universal. That is they can also be
used for A-codes with secrecy and MACs (Message Authentication Codes),
resulting in tDMRA-codes in which protection is determined by the security
property of the underlying primitive A-system (A-code with or without se-
crecy, and MAC) and parameters of a combinatorial structure, a KDP or a
perfect hash function family.

The paper is organized as follows. In section 2 we give the model and definitions.
In section 3 we briefly review previous results for single sender case and describe a
new, flexible construction from key distribution patterns and A-codes. In section
4 we consider systems with multiple senders and present two constructions. In
section 5 we propose a secure dynamic conference system and in section 6 discuss
computationally secure systems. Section 7 concludes the paper.

2 The Model

A (w, n) MRA-code [8] is an interesting extension of the classical authentication
systems (A-systems for short) where a fixed sender can authenticate a single
message for a group of n receivers such that collusions of up to w receivers
cannot construct a fraudulent codeword which is accepted by another receiver.
Bounds and construction for MRA-codes are given in [11,13,18].
An extension of the MRA-code model is when the sender is not fixed and can be
any member of the group. We call the system MRA-code with dynamic sender.
Allowing the sender to be dynamic introduces the notion of authenticating with
respect to a particular originator. That is, to verify authenticity of a received
message a receiver must first assume an originator for the message and then verify
authenticity of the message with respect to that particular originator. Thus a
broadcast message in general carries information about its origin, together with
its real content .
In the model of MRA-code with dynamic senders, there are n users P =
{P1, . . . , Pn}, who want to communicate over a broadcast channel. The channel
is subject to spoofing attack: that is a codeword can be inserted into the channel
or, a transmitted codeword can be substituted with a fraudulent one. An attack
is directed towards a channel, consisting of a pair of users {Pi, Pj}, Pi as the
sender and Pj as the receiver. A spoofer might be an outsider, or a coalition of
w insiders. The aim of the spoofer(s) is to construct a codeword that Pj accepts
as being sent from Pi.
We assume there is a Trusted Authority(TA) who generates and distributes
secret keys for each users. The TA is only active during key distribution phase.
The system consists of three phases.

1. Key Distribution: The TA randomly chooses a key e ∈ E and applies a key
distribution algorithm

τ : E −→ E1 × · · · ×En, τ(e) = (e1, . . . , en)
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to generate a key ei for user Pi, 1 ≤ i ≤ n, and secretly sends ei to Pi.
2. Broadcast: A user Pi constructs an authenticated message and broadcasts it.

For this, Pi uses his/her own authentication algorithm,

Ai : S × Ei −→Mi, Ai(s, ei) = mi,

where Ei andMi are the set of keys and authenticated codeword for Pi. The
codeword sent by Pi for a source state s ∈ S is (i, Ai(s, ei)) = (i, mi).

3. Verification: A user Pj , j, 1 ≤ j ≤ n, uses his/her verification algorithm Vji

to accept or reject the received codeword. That is, the key ej determines a
set of verification algorithms {Vji; 1 ≤ i ≤ n, j �= i} with

Vji :Mi × Ej −→ {0, 1},
such that Vji(mi, ej) = 1 if Pj acceptsmi as an authenticated codeword sent
from Pi and Vji(mi, ej) = 0 otherwise.

We assume that after a key distribution phase, there are at most t users who
broadcast their authenticated messages and the messages all come from a set
S of source states. For simplicity, we also assume that each sender may only
broadcast a single message. We will adopt the Kerckhoff’s principle and assume
details of the system, except the actual keys, are public. We call the system
a (w, n) tDMRA-code, where w is the largest size of the collusion members,
and represent it by C = (S,E, {Mi, Ei}1≤i≤n), or in Cartesian authentication
system, by C = (S,E, {Ai, Ei}1≤i≤n).
To assess the security, we define the probability of success in various attacks.
Let B and A be two subsets of {1, . . . , n} with |B| = β ≤ t and |A| = α ≤ w.
Without loss of generality, let B = {k1, . . . , kβ} and A = {�1, . . . , �α}, and
denote PB = {Pk1 , . . . , Pkβ

} and PA = {P	1 , . . . , P	α}. Assume that after seeing
the authenticated messages (sk1 , ak1), . . . , (skβ

, akβ
) broadcast by Pk1 , . . . , Pkβ

,
respectively ( sk1 , . . . , skβ

are not necessary distinct), PA want to generate a
message (si, ai) such that it will be accepted by Pj as an authenticated message
broadcast by Pi. We further assume that i, j �∈A.
Let P [PA, PB , Pi, Pj ] denote the probability of success for malicious users PA in
constructing a fraudulent message that Pj accepts as authentic and broadcast
by Pi, after the broadcast messages from PB are seen. We assume the malicious
users use their optimal strategy and want to maximize their chance of success.
They can choose the message and the channel, that is Pi, Pj , to achieve this
goal.
It is easy to see that if A ⊂ A′, then P [PA, PB, Pi, Pj ] ≤ P [PA′ , PB , Pi, Pj ].
Thus, without loss of generality, we assume that |B| = w. For each 0 ≤ k ≤ t,
we define

PDk
= max

A,B,i,j
P [PA, PB , Pi, Pj ]

where the maximum is taken over all possibleA,B, i, j such that |A| = w, |B| = k
and i, j �∈A. We then define the overall probability of deception, denoted by PD,
as

PD = max{PD0 , PD1 , . . . , PDt}.
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3 D MR A -Co des w it h a Single Sender

We start with the simplest (w, n) tDMRA-code in which t = 1 and simply call it
(w, n) DMRA-code. This is exactly the same model as MRA-code with dynamic
sender introduced in [18]. In section 3.1 we briefly review combinatorial lower
bounds on the key size for each user, and also the length of the authenticator.

3.1 Bounds and an Optimal Construction

Efficiency of a (w, n) DMRA-code C = (S,E, {Mi, Ei}1≤i≤n) can be measured in
terms of the size of each user’s key space, |Ei| and the length of the authenticated
message, |Mi|. We do not really need to consider the size of key for TA, |E|, as
after the key distribution phase TA does not need to remember the key and so
can erase his key. The following lower bounds can be used to determine the best
performance of a DMRA-code.

Theorem 1 ([20]). In a (w, n) DMRA-code C = (S,E, {Mi, Ei}1≤i≤n) with
PD ≤ 1/q and uniform probability distribution on the source S, we have:

(i) |Ei| ≥ q2(w+1), for each i ∈ {1, 2, . . . , n},
(ii) |Mi| ≥ qw+1|S|, for each i ∈ {1, 2, . . . , n}
The bounds in Theorem 1 are tight. In [20], we give a construction to meet the
bounds with equality.

3.2 A General Construction

In the following we show a general construction for (w, n) DMRA-codes by com-
bining a key distribution pattern and an A-code such that the security of the
resulting system is determined by the security of the underlying A-code and the
parameters of the key distribution pattern. The importance of this construction
is that it provides a much higher degree of flexibility in the design of DMRA-
codes and results in constructions that are practical.

Key distribution patterns (KDP) [16] are explicitly or implicitly used by numer-
ous authors to construct key distribution systems [9,12,14,17,22,23]).
Let X = {x1, x2, . . . , xv} be a set, and B = {B1, B2, . . . , Bn} be a family of
subsets of X . The set system (X,B) is called a (n, v, w) key distribution pattern
(or KDP (n, v, w) for short) if

|(Bi ∩Bj) \ (∪w
s=1B	s)| ≥ 1

for any w + 2 subset {i, j, �1, . . . , �w} of {1, 2, . . . , n}.
Assume there are n users P1, . . . , Pn. Let (X,B) be a KDP (n, v, w) and
(S,A0, E0) be a Cartesian authentication code such that the probability of
deception (impersonation and substitution attacks) is bounded by 1/q. Asso-
ciate Bi to Pi, 1 ≤ i ≤ n. Both (X,B) and (S,A0, E0) are public.
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1. Key distribution: For each 1 ≤ j ≤ v, TA randomly chooses an authentica-
tion key ej ∈ E0 and gives ej to user Pi if xi ∈ Bj . Thus, user Pi receives a
|Bi|-tuple, (ei1 , . . . , ei|Bi|) ∈ E

|Bi|
0 , as his/her secret authentication key.

2. Broadcast: When Pi wants to construct an authenticated message for a source
state s ∈ S, he computes |Bi| partial authenticators eit(s), 1 ≤ t ≤ |Bi|, and
broadcasts (s, ei1(s), . . . , ei|Bi|(s)) together with his identity i.

3. Verification: A user can verify authenticity and origin of the broadcast mes-
sage in the following way: Pj uses the origin information, i, to determine the
set Eij = {eit}1≤t≤|Bi| ∩ {ejk

}1≤k≤|Bj | and accepts (s, ei1(s), . . . , ei|Bi|(s))
as authentic and sent from Pi if for all e ∈ Eij , e(s) is the same as the
corresponding component in (ei1(s), . . . , ei|Bi|(s)).

Theorem 2. Let the deception probability of the underlying A-code (S,A0, E0)
be bounded by 1/q. Then the above construction results in a (w, n) DMRA-code
C = (S,E, {Ai, Ei}1≤i≤n) with PD ≤ 1/q. The code has the following parameters

|E| = |E0|v, |Ei| = |E0||Bi| and |Ai| = |A0||Bi|.

The construction also works for general A-codes in which case the broadcast
codeword by Pi is (mi1 · · ·mi|Bi|) where mij = eij (s).
The main advantages of the construction is its flexibility in the choice of param-
eters for different applications.

4 D MR A -Co des w it h Mult iple Senders

In this section we consider tDMRA-codes, with t ≥ 2. In designing a (w, n)
tDMRA-code with t ≥ 2, it is important to note that if the protection for a
channel between two participants Pi and Pj is provided by a symmetric key
system, then a message sent by Pi can be later resent and claimed to have come
from Pj . In this case Pi will accept the message as authentic from Pj and the
success chance of the intruder is 1. To avoid this directional attack, Pi and Pj

must have different keys.

Trivial Construction 1. An obvious method of constructing a tDMRA-code
is to use t copies of a DMRA-code with t independent keys. That is, in the key
generation phase the TA chooses t independent keys, e1, e2, · · · et, for a DMRA-
code and gives the user Pi, a t tuple, (e1i , e

2
i , · · · et

i). A user Pi will use key e	
i to

authenticate (generate or verify) the �th message. In this case the size of the key
for each participant is t times that of a DMRA-code, which for efficient DMRA-
codes and small t could be reasonably low. The length of the tag for each message
is the same as the original DMRA-code. However the system is unacceptable as
it requires each user to carefully keep track of all the communicated messages
and use the correct key for each particular message. If a message is missed, all
future communications will be lost.
Trivial Construction 2. A second immediate solution will be to use a (w, n−1)
MRA-code. In this case each user receives the key information for sending one
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message, and the key information for verifying n − 1 messages. The result is a
(w, t) tDMRA-code with t = n. The length of tag in this case is the same as the
MRA-code but the key storage is at least a linear function of n. This means that
the key storage will be prohibitively large for large groups.

4. 1 A Po l ynom i al Constructi on for tDMR A-Co des

The first non-trivial construction uses polynomials in two variables over finite
fields. Let S = GF (q) be the set of source states. We construct a (w, n) tDMRA-
code as follows.

1. Key Distribution: The TA randomly chooses two polynomials F (x, y) and
G(x, y) with two variables x and y of degree at most w and w + t, re-
spectively. Then he chooses n distinct numbers ai ∈ GF (q) and n distinct
numbers bi ∈ GF (q), where (ai, bi) is Pi’s identity information and is pub-
lic. For each i, 1 ≤ i ≤ n, the TA privately sends two pairs of polynomials
(F (x, ai), G(x, ai)), (F (bi, y), G(bi, y)) to Pi. This constitutes the secret in-
formation of Pi.

2. Broadcast: If Pi wants to authenticate a message si ∈ GF (q), Pi calculates
the polynomial Ui(x) = F (x, ai) + siG(x, ai) and broadcasts (si, Ui(x)) and
his identity ai to other users.

3. Verification: Pj can verify the authenticity of (si, Ui(x)) by calculating the
polynomial Vj(y) = F (bj, y)+siG(bj , y) and accepting (si, Ui(x)) as authen-
tic and being sent from Pi if Vj(ai) = Ui(bj).

Theorem 3. The above construction results in a (w, n) tDMRA-code C =
(S,E,{Ai, Ei}1≤i≤n), in which the probability of success for a collusion of up to
w users in performing impersonation or substitution attacks on any other pair
of users is at most 1/q. The construction has the following parameters

|E| = q2(w+1)(t+w+1), |Ei| = q4w+2t+4 and |Ai| = qw+1, 1 ≤ i ≤ n.

Comparing this construction with trivial construction 2, shows marked im-
provement of efficiency. In particular, let n independent copies of the optimal
MRA-codes based on (polynomial) scheme [8] be used. It will result in a (w, n)
tDMRA-code C = (S,E, {Mi, Ei}1≤i≤n) with parameters |E| = q(

(w+1)w
2 +n) and

|Ei| = q2(n−1+w) and |Ai| = qw+1 and so the size of the key space for the TA
and users are O(n log q). Thus, when n is much larger than t, the key storage
for the TA and users can be significantly reduced.

4.2 A General Construction from Perfect Hash Families

In this section, we present a general approach to the construction of tDMRA-
codes by combining a general A-code and a perfect hash family.
A (n,m,w)-perfect hash family (PHF for short) is a set of functions F such that

f : {1, . . . , n} −→ {1, . . . ,m}
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for each f ∈ F , and for any X ⊆ {1, . . . , n} such that |X | = w, there exists
at least a function fX in F such that fX is an injection on X , i.e. the restric-
tion of fX on X is one-to-one. For a subset X , if the restriction of a function
f on X is one-to-one, then we call f perfect on X . We will use the notation
PHF (N ;n,m,w) for a (n,m,w) perfect hash family with |F| = N . PHFs have
been applied to cryptographic applications such as broadcast encryption sys-
tems [10], secret sharing schemes [4], and threshold cryptography [3].

Let C0 = (S,E0, A0) be a Cartesian A-code (code without secrecy) with de-
ception PD ≤ ε, and assume F = {f1, . . . , fn} be a PHF (N ;n, n0, w + t +
2) from {1, . . . , n} to {1, . . . , n0}. We construct a (w, n) tDMRA-code C =
(S,E, {Aj , Ej}1≤j≤n) as follows.

1. Key Distribution: The TA randomly chooses N n0 × n0 matrices

G1 = (g1
u,v)1≤u≤n0,1≤v≤n0 , . . . , G

N = (gN
u,v)1≤u≤n0,1≤v≤n0

with entries g	
u,v ∈ E0, for all 1 ≤ � ≤ N and 1 ≤ u, v ≤ n0. For each 1 ≤ i ≤ n,

the TA generates the key ei of Pi by

ei=(




g1,f1(i)

...
gf1(i),1 · · ·gf1(i),f1(i) · · ·gf1(i),n0

...
gn0,f1(i)



, . . . ,




g1,fN (i)

...
gfN (i),1 · · ·gfN (i),fN (i) · · ·gfN (i),n0

...
gn0,fN (i)



)

and secretly sends ei to Pi. That is, the secret key of Pi consists of the f	(i)th
column and the f	(i)th row of matrix G	, for all 1 ≤ � ≤ N .

2. Broadcast: if Pi wants to authenticate a message si ∈ S, Pi generate his
authenticator ai for si by

ai = (



g1,f1(i)(si)

...
gn0,f1(i)(si)


 , . . . ,



g1,fN (i)(si)

...
gn0,fN (i)(si)


)

and broadcasts (si, ai), together with his identity i, to all other members. That
is, Pi uses the column key to generates his authenticator.

3. Verification: Pj uses his row key

([gf1(j),1, · · · , gf1(j),n0 ], · · · , [gfN (j),1, · · · , gfN (j),n0 ])

to verify the authenticity of the broadcast message (si, ai) in the following way.
Since for each 1 ≤ � ≤ N , the f	(j)th row and f	(i)th column of matrix G	 has
a common entry gf�(j),f�(i), which Pj can use to verify if gf�(j),f�(i)(si) is the
correct partial authenticator in ai.
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Theorem 4. Suppose there exists a Cartesian A-code C0 = (S,E0, A0) with
deception probability PD ≤ ε, and a PHF (N ;n, n0, t + w + 2). Then the above
construction results in a (w, n) tDMRA-code C = (S,E, {AjEj}1≤j≤n) with
deception probability P ∗

D ≤ ε. The various parameters satisfy

|E| = |E0|Nn2
0 , |Ej | = |E0|(2n0−1)N and |Aj | = |A0|n0N , 1 ≤ j ≤ n

For a given set of parameters, w, t and n, and a given A-code the efficiency of the
scheme is completely determined by N , the size of perfect hash family F . Let
N(n,m,w) denote the minimum value of N such that a PHF (N ;n,m,w) exists.
Thus we will be interested in perfect hash families with small N(n,m,w) for
given n,m and w. In particular, we are interested in the behavior of N(n,m,w)
as a function of n, when m and w are fixed. It is proved in [15] that for fixed m
and w, N(n,m,w) is Θ(log n), however, the proof is non-constructive and PHF
that achieve this asymptotic bound are believed to be difficult to construct.
(f(n) = Θ(log n) means that there exist constants c1, c2 and n0 such that for
n > n0, c1 logn ≤ f(n) ≤ c2 logn.) In [1,5] some constructions with reasonable
asymptotic performance are given. For example, for fixed m and w, N is a
polynomial function of logn. Various other bounds on N(n,m,w) can be found
in [15,1,7,3].

5 A Secure Dynamic Conference System

To show the usefulness of group authentication systems we will use DMRA-
codes to construct a secure dynamic conference system that also provides the
authenticity.
A Key Distribution Systems (KDS) is one of the main primitives for distributing
keys in network and group communication [22]. In a KDS, the collection of
all subsets of n users is divided into privileged subsets and forbidden subsets. To
each privileged subset, G, of users a secret key, kG, is attached. kG is computable
by each member of G and collusion of members of a forbidden set F , disjoint
from G, cannot learn anything about kG. A TA generates and distributes secret
key information to all users. If privileged sets are t-subsets of P , and forbidden
sets are all w-subsets of P , we use the notation (t, w) KDS. Blundo, De Santis,
Herzberg, Kutten, Vaccaro and Yung [6] (BDHKVY for short) proposed a (c, w)-
KDS in which each user has to store

(
c+w−1

c−1

)�log q� bits of key while the TA has
to store

(
c+w

c

)�log q� bits of key, they also proved that these are the minimum
possible storage requirements for both the TA and each users.
Given a (c, w)-KDS, we can easily construct a broadcast encryption system [10]
in the following way. Assume that the TA wants to send a message s ∈ GF (q)
(e.g. a session key) to a group of users Pj1 , . . . , Pjc , or one of the users, Pj1 ,
wants to send s to other users in {Pj2 , . . . , Pjc}. The TA, or Pj1 , encrypts s as
b = s + kj1,...,jc and broadcasts b. Then any user in {Pj1 , . . . , Pjc} can decrypt
b to obtain s, by using s = b − kj1,...,jc , and any group of at most w users that
are disjoint from {Pj1 , . . . , Pjc} have no information about s.
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However the communication is not authenticated. That is, the origin of a message
is not known and hence there is no accountability in the system. In the following
we show how to add authenticity to this system without having more key bits.

1. Key Distribution: Assume that there is a BDHKVY (c, w)-KDS, where the
TA has randomly chosen a symmetric polynomial P (x1, . . . , xc) in c variables
and of degree at most w, and privately transmitted the secret information
P (i, x2, . . . , xc) to each user Pi. The field GF (q) is chosen such that q ≥
max{|S|, n + 2

(
n
c

)
+ c − 2}, where S is the set of source states. To each

group of users, {Pj1 , . . . , Pjc}, of size c we associate a number Nj1,...,jc such
that n < Nj1,...,jc ≤ 2

(
n
c

)
and such that if {Pj1 , . . . , Pjc} �= {Pj′1 , . . . , Pj′c}

then |Nj1,...,jc − Nj′1,...,j′c | ≥ 2. The numbers Nj1,...,jc will serve as identity
information for conferences and are made public.

2. Broadcast: Assume that Pj1 wants to encrypt a message s ∈ S and broad-
cast it such that each user in {Pj2 , . . . , Pjc} can decrypt the message and
individually verify the authenticity and the origin of the message.
(a) Pj1 constructs two polynomials, of degree at most w,

Fj1 (x2) = fj1(x2, Nj1,...,jc , . . . , Nj1,...,jc +c− 2)
Gj1 (x2) = fj1(x2, Nj1,...,jc + 1, . . . , Nj1,...,jt + c− 1).

Pj1 then encrypts s with the (conference) key kj1,...,jc to obtain b =
s+ kj1,...,jc .

(b) Pj1 computes the polynomial Aj1(x2) = Fj1 (x2) + bGj1(x2) of degree at
most w, and broadcasts (b, j1, Aj1 (x2)).

3. Decryption and verification: Each user Pji in {Pj2 , . . . , Pjc} can decrypt and
verify the authenticity of the message broadcast by Pj1 : in the same manner
as (2.1) and (2.2), Pji can calculate Aji(x2). Then, Pji verifies if Aji(j1) =
Aj1(ji) holds and if true, accepts the broadcast codeword as authentic from
Pj1 . Finally Pji decrypts b by s = b− kj1,...,jc to get s.

Theorem 5. For c > 2, the above construction provides secrecy and authenticity
for (c, w)-KDS for dynamic conferences.

We note that compared with the broadcast encryption scheme based on the
BDHKVY KDS, the key storage of the above scheme need not increase, if |S| ≥
(n+ 2

(
n
c

)
+ c− 2).

6 C omput at ionally Secure t D MR A -Co des

Security in tDMRA-codes so far has been unconditionally secure model. Al-
though unconditionally secure schemes offer the highest possible security but
their key requirement is usually very large and so such systems are usually
impractical. In practice, data integrity is obtained by using MACs (message
authentication codes) and signature schemes. MACs can be seen as the compu-
tationally secure version of A-codes. Numerous constructions for MACs exist.
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MACs can be constructed from block cipher systems (for example DES) in CBC
mode, or using cryptographic hash functions like MD5 and SHA-1. MACs with
provable security can be obtained through Wegman-Carter construction[24].
A very important aspect of ‘synthesis’ constructions for MRA, DMRA and
tDMRA-code is that they work with MACs too. Each ‘synthesis’ construction es-
sentially combines an A-code with a combinatorial structure: a cover-free family,
a KDP or a PHF, respectively. By replacing the A-code with a MAC, a system
(MRA, DMRA and tDMRA-code) with computational security is obtained such
that the security can be directly related to the security of the underlying MAC
and parameters of the combinatorial structure.
This universality of ‘synthesis’ constructions is especially important because
combinatorial techniques, such as constructing systems for large groups that
is obtained through recursive constructions using PHFs, can also be imported
to computationally secure model.

7 Conclusions

In this paper, we studied broadcast authentication. DMRA-codes are the basic
primitive to allow one authenticated message be sent to the group. We gave a
flexible construction which combines two smaller structures, an A-code and a
KDP, for these systems. Although the constructions assume only one codeword
sent by a sender, but it is not difficult to extend them to multiple messages from
the sender. When multiple messages are from different senders, a new type of
attack must be considered. The aim of the attack is to tamper with the ori-
gin information in a broadcast message. Protection against this attack implies
that the keys used by the two users must produce uncorrelated tags and so key
distribution systems that establish common key among participant cannot be
directly used for key distribution in group authentication systems. We gave two
constructions for tDMRA-codes, one algebraic and one by a ‘synthesis’ method.
‘Synthesis’ constructions are especially interesting as they are universally appli-
cable with A-codes, with and without secrecy, and MACs.
A DMRA-code is a powerful tool for securing group communications. We showed
a construction for secure dynamic conference systems which provides confiden-
tiality and authenticity for communicated messages.
The question of optimality of tDMRA-code is only answered when t = 1. Deriv-
ing information theoretic and combinatorial bounds for general tDMRA-codes,
and constructing optimal tDMRA- systems are interesting open problems.
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